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Foreword: MAS S an d 
REU a t Pen n Stat e 
University 

This boo k i s par t o f a  collectio n publishe d jointl y b y th e Amer -
ican Mathematica l Societ y an d th e MAS S (Mathematic s Advance d 
Study Semesters ) progra m a s a  par t o f th e Studen t Mathematica l 
Library series . Th e book s i n th e collectio n ar e base d o n lectur e 
notes for advance d undergraduat e topic s courses taught a t th e MAS S 
and/or Pen n Stat e summe r RE U (Researc h Experience s fo r Under -
graduates). Eac h boo k present s a  self-containe d expositio n o f a  non -
standard mathematica l topic , ofte n relate d t o curren t researc h areas , 
accessible t o undergraduat e student s familia r wit h a n equivalen t o f 
two year s o f standar d colleg e mathematic s an d suitabl e a s a  tex t fo r 
an uppe r divisio n undergraduat e course . 

Started i n 1996 , MAS S i s a  semester-lon g progra m fo r advance d 
undergraduate student s from acros s the USA. The program's curricu -
lum amount s t o sixtee n credi t hours . I t include s thre e cor e course s 
from th e genera l area s o f algebra/number theory , geometry/topolog y 
and analysis/dynamica l systems , custo m designe d ever y year ; a n in -
terdisciplinary seminar ; an d a  specia l colloquium . I n addition , ev -
ery participan t complete s thre e researc h projects , on e fo r eac h cor e 
course. Th e participant s ar e full y immerse d int o mathematics , an d 

v 



vi Foreword : MAS S an d RE U a t Pen n Stat e Universit y 

this, a s well as intensive interaction amon g the students, usually lead s 
to a  dramatic increas e in their mathematica l enthusias m an d achieve -
ment. Th e progra m i s unique fo r it s kind i n th e Unite d States . 

The summe r mathematica l RE U progra m i s formall y indepen -
dent o f MASS, but ther e i s a  significan t interactio n betwee n th e two : 
about hal f o f th e RE U participant s sta y fo r th e MAS S semeste r i n 
the fall . Thi s make s i t possibl e t o offe r researc h project s tha t re -
quire mor e tha n seve n week s (th e lengt h o f th e RE U program ) fo r 
completion. Th e summe r progra m include s th e MAS S Fest , a  tw o 
to thre e da y conferenc e a t th e en d o f th e RE U a t whic h th e partici -
pants presen t thei r researc h an d tha t als o serve s a s a  MAS S alumn i 
reunion. A  nonstandard featur e o f the Penn Stat e RE U i s that, alon g 
with researc h projects , th e participant s ar e taught on e or two intens e 
topics courses . 

Detailed informatio n abou t th e MAS S an d RE U program s a t 
Penn Stat e ca n b e foun d o n th e websit e www.math.psu.edu/mass . 



Preface 

The ai m o f this boo k i s to provid e a  brie f introductio n t o finite  field s 
and som e o f thei r man y fascinatin g applications . Th e boo k aros e 
from lecture s o f th e first  autho r i n a  cours e entitle d "Finit e Field s 
and Thei r Applications, " whic h wa s taugh t i n th e Departmen t o f 
Mathematics a t Th e Pennsylvani a Stat e Universit y durin g th e Fal l 
semester o f 2004 . Th e cours e wa s par t o f th e department' s Math -
ematics Advance d Stud y Semester s (MASS)  program . Th e secon d 
author produce d a n initia l onlin e se t o f note s fro m thes e lectures , 
which hav e bee n greatl y expande d int o the presen t volume . 

The mos t importan t chapte r o f thi s tex t i s th e first,  whic h dis -
cusses a  variety o f properties o f finite fields.  Man y o f these propertie s 
are used in later chapters where various applications of finite fields  are 
discussed. Th e chapte r begin s wit h a  discussio n o f th e basi c proper -
ties o f finite fields  and extensio n fields.  I t the n define s th e importan t 
trace an d nor m function s an d establishe s som e o f thei r properties . 
Bases fo r extensio n fields,  includin g dual , normal , an d primitiv e nor -
mal bases , ar e the n discussed . Th e firs t chapte r conclude s wit h a 
few result s concernin g polynomial s ove r finite fields.  Thes e includ e 
a discussio n o f th e orde r o f a  polynomial , formula s fo r th e numbe r 
and order s o f irreducibl e polynomials , an d propertie s o f linearize d 
polynomials an d permutatio n polynomial s ove r finite fields. 

vn 



Vlll Preface 

Chapter 2  includes some combinatorial applications of finite fields. 
It include s a  detaile d discussio n o f lati n square s an d thei r applica -
tions t o affin e an d projectiv e plane s a s wel l a s mor e genera l bloc k 
designs. Th e chapte r close s with a  brie f discussio n o f Hadamard ma -
trices whic h aris e fro m a n elementar y finite field  construction . 

Chapter 3  deals wit h algebrai c codin g theor y an d include s a  dis -
cussion o f some properties o f codes a s wel l as bounds o n the parame -
ters o f linear codes . Severa l encodin g an d decodin g method s ar e als o 
discussed. Construction s fo r variou s kind s o f code s includin g Ham -
ming, cyclic , BCH , an d Gopp a code s ar e given . A  brie f discussio n 
of perfec t code s i s also included . Th e chapte r end s wit h a  discussio n 
of som e relation s an d connection s betwee n codes , lati n squares , an d 
combinatorial designs . 

The final  chapte r cover s som e elementar y aspect s o f cryptogra -
phy. Th e discussio n include s som e basi c propertie s o f cryptographi c 
systems a s wel l a s symmetri c ke y an d publi c ke y cryptography . Th e 
RSA cryptosyste m an d a  double-roun d quadrati c syste m ar e pre -
sented, alon g with key exchange systems including the Diffie-Hellma n 
system. Th e discret e logarith m proble m fo r finite fields  i s presente d 
in thi s context . Severa l threshol d system s fo r distributin g secre t in -
formation ar e presented , includin g on e base d o n lati n squares . Th e 
chapter end s wit h a  brie f discussio n o f digita l signature s an d severa l 
cryptosystems base d o n Dickso n polynomial s an d ellipti c curve s ove r 
finite fields. 

Appendix A  provide s a  brie f revie w o f some basi c algebrai c con -
cepts tha t ar e neede d fo r a  ful l understandin g o f som e o f th e topic s 
covered i n the first  fou r chapters . Thes e concept s includ e topics fro m 
number theory , groups , ring s an d fields,  homomorphisms , polynomi -
als an d splittin g fields. A  brie f revie w o f a  fe w concept s fro m th e 
theory o f vector spaces , includin g dua l spaces , i s presented . 

Each chapter , an d th e first  appendix , conclude s wit h a  brie f se t 
of note s relate d t o tha t chapter' s material . Thes e note s describ e a 
variety o f references tha t provid e materia l fo r furthe r readin g o n th e 
topics presente d here . Eac h chapter , an d th e firs t appendix , con -
tains a  set o f exercises of varying level s of difficulty tha t expan d upo n 



Preface IX 

the idea s presented . Appendi x B  provide s hint s fo r man y o f thes e 
exercises. 

The firs t autho r woul d lik e t o sincerel y than k Serge i Tabach -
nikov, Directo r o f the MAS S program a t Pen n State , fo r invitin g hi m 
to teac h a  cours e i n th e MAS S program . Bot h author s woul d lik e t o 
thank Serge i fo r hi s encouragemen t t o conver t ou r initia l clas s note s 
into thi s text . Th e firs t autho r use d thi s tex t i n hi s MAS S clas s 
taught durin g th e Fal l semeste r o f 2006 . W e woul d lik e t o sincerel y 
thank Charle s F . La y wine fo r hi s carefu l readin g an d man y excellen t 
suggestions whic h greatl y improve d th e readabilit y o f ou r book . A 
special wor d o f thank s i s owe d t o th e 200 6 clas s o f MAS S students , 
who provide d numerou s comment s an d helpfu l suggestion s fo r im -
provements i n additio n t o locatin g a  number o f typographical errors . 
We als o than k th e publishin g staf f o f th e America n Mathematica l 
Society wh o helpe d brin g thi s boo k t o a  successfu l conclusion . 

G. L . Mulle n 
C. Mummer t 
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Chapter 1 

Finite Field s 

1. Introductio n 

A field  i s a n algebrai c structur e consistin g o f a  se t o f element s fo r 
which th e operation s o f addition , subtraction , multiplication , an d di -
vision satisf y certai n prescribe d properties . Th e rea l number s ar e 
probably th e bes t know n example , alon g wit h th e fields  o f rationa l 
numbers an d comple x numbers . Thes e ar e al l example s o f infinit e 
fields becaus e eac h contain s a n infinit e numbe r o f distinc t elements . 
Certain finite  set s als o satisf y th e field  propertie s whe n assigne d ap -
propriate operations ; thes e finite fields  ar e ou r focu s o f study i n thi s 
chapter. 

Because som e reader s ma y no t b e familia r wit h algebrai c struc -
tures such as groups, rings, fields, and vector spaces , we have included 
a brie f introductio n t o the m i n Appendi x A . Th e materia l ther e in -
cludes th e basi c definition s an d backgroun d theorem s require d here . 

2. Finit e fields 

We begi n ou r exploratio n o f finite fields  b y determinin g th e possibl e 
sizes of a finite field.  We will see that linea r algebra plays a crucial role 
in th e answe r t o thi s question . Recal l tha t ever y field  ha s a  uniqu e 
smallest subfield , calle d th e prime  subfield,  whic h i s the intersectio n 
of al l o f it s subfield s (se e Exercis e A.20) . 

1 
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2 1. Finit e Field s 

Lemma 1.2.1 . Suppose  F  is  a  finite field  with  a  subfield K contain-
ing q elements.  Then  F  is  a  vector space  over K and  \F\  =  q 171, where 
m is  the  dimension  of  F viewed  as  a  vector  space  over  K. 

Proof. I t i s straightforward t o verify tha t F  i s a vector space over K 
using the field operations i n F; w e leave this to the reader . Sinc e F  i s 
finite, w e ca n choos e a  basi s B  =  {/3i,... , pm} fo r F  ove r K.  Ever y 
element a  o f F ca n thus be written in the form a  —  aifii  +  • •  -+am /3 m , 
where a ; G  K  fo r 1  <  i  <  m  an d th e sequenc e a i , a 2 , . . . , a m i s 
uniquely determine d b y a . Ther e ar e |K| m =  q m distinc t sequence s 
of coefficients , becaus e ther e ar e \K\  =  q  choices fo r eac h a^ . • 

The m  occurrin g i n Lemma 1.2.1 , which i s the dimensio n o f F  a s 
a vector spac e over K, i s called the degree  of F ove r K.  B y combinin g 
the lemm a wit h th e fac t tha t ever y finite field  ha s prim e character -
istic (Lemm a A.3.6) , w e obtai n a  characterizatio n o f th e numbe r o f 
elements tha t a  finite field  ca n possess . 

Theorem 1.2.2 . Let  F  be  a finite field.  The  cardinality  of  F is  p™, 
where p is  the  characteristic  of  F  and  m  is  the  degree  of F  over  its 
prime subfield. 

We can conclude from thi s theorem, fo r example , tha t ther e i s no 
finite field  o f orde r 36 . W e wil l prove a  convers e o f Theore m 1.2. 2 a s 
Theorem 1.2. 5 below . 

We remark tha t fo r an y intege r n  >  2 there i s an algebrai c struc -
ture o f cardinalit y n , know n a s a  neofield,  whic h satisfie s al l o f th e 
field axioms except fo r associativit y o f addition. Thes e structure s ar e 
discussed b y Dene s an d Keedwel l [11 , pp. 246-249] . 

Lemma 1.2.3 . If  F  is  a  finite field  with  q  elements  and  a  G  F is 
nonzero, then  a q~l =  1 . Thus  a q =  a  for all  a G  F. 

Proof. Th e resul t i s immediat e whe n a  i s zero . I f a  i s no t zero , w e 
know that a  is a unit i n F. Ther e are q—1 units in F, s o by Lagrange' s 
theorem (Theore m A.2.6 ) th e multiplicativ e orde r o f a  i n F  divide s 
q-1. Therefor e a q~x =  1  and a q =  a.  • 



2. Finit e fields 3 

An immediat e consequenc e o f th e previou s lemm a i s tha t th e 
multiplicative invers e o f any nonzer o elemen t a  i n a  field of order q  is 
aq~2, becaus e a q~2 •  a  =  a q~x =  1 . 

The polynomia l x q —  x  ha s degre e q  an d s o ca n hav e a t mos t q 
roots i n an y field.  Lemm a 1.2. 3 indicate s tha t i f F  i s a  field  o f orde r 
g, then ever y element o f F i s a root o f xq —  x. Th e next lemm a follow s 
immediately. 

Lemma 1.2.4 . If  F  is  a  finite  field  with  q  elements,  then  x q —  x 
factors in  F[x]  as  UaeF(x —  a) . 

Our nex t resul t precisel y characterize s th e order s o f finite fields. 
We first  as k th e reade r t o revie w th e definitio n o f a  splittin g field 
(Definition A.5.7) . 

Theorem 1.2. 5 (Existenc e and uniqueness of finite fields).  For  every 
prime p  and  positive  integer  n  >  1  there  is  a  finite field  with  p n ele-
ments. Any  finite  field  with  pn elements  is  isomorphic  to  the  splitting 
field of  xp —  x over  F p. 

Proof. W e first prove the existence part o f the theorem. Assum e tha t 
the prim e powe r q  i s o f th e for m p n, wher e p  i s a  prime . Conside r 
the polynomia l r(x)  =  x q —  x a s a  polynomial wit h coefficient s i n th e 
field F p. Le t F  b e a  splittin g field  o f r(x)  ove r F p. 

Consider th e se t S  =  {a  £  F  \  aq —  a  =  0} . Sinc e th e deriva -
tive r'(x)  i s identicall y —  1, i t ha s n o roots . Thu s th e derivativ e tes t 
(Lemma A.5.2 ) show s that r(x)  ha s no multiple roots , so \S\  =  q.  W e 
leave it t o the reade r t o verify tha t 5  i s a subfield o f the field  F.  Thi s 
means S  i s a  finite field  wit h q  — pn elements . 

The uniquenes s par t o f the theore m follow s fro m th e fac t tha t i f 
F i s a  finite field  wit h p n elements , the n F  mus t hav e characteristi c 
p and s o i t mus t contai n th e field  F p a s a  subfield . Henc e F  i s th e 
splitting field  o f x q —  x  ove r F p. B y Theore m A.5.9 , splittin g fields 
are uniqu e u p t o field  isomorphism . • 

The previou s theore m show s tha t a  finite field  o f a  given orde r i s 
unique u p t o field  isomorphism . Thu s w e spea k o f "the " finite field 
of a  particular orde r g , and w e write F q t o denot e thi s field.  Anothe r 
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common notatio n fo r a  field  o f orde r q  is GF(q),  wher e G  stand s fo r 
Galois an d F  stand s fo r field.  Thi s nam e i s used i n hono r o f Evarist e 
Galois (1811-1832) , wh o i n 183 0 wa s th e first  perso n t o seriousl y 
study propertie s o f general finite fields  (field s wit h a  prime power bu t 
not a  prime numbe r o f elements). W e will use the notatio n F q i n thi s 
book. 

Remark 1.2.6 . W e not e tha t whe n p  i s a  prime , th e field  F p i s 
the sam e a s (isomorphi c to ) th e rin g Z p o f integer s modul o p.  I n 
Exercise 1.9 , th e reade r i s aske d t o sho w tha t whe n m  >  1  the finite 
field Fvm i s not th e sam e a s the ring Z p™ of integers modulo p 171. Th e 
reader shoul d b e sur e t o understan d th e differenc e betwee n th e tw o 
commutative ring s i n th e nonprim e case , when on e i s a  field  an d th e 
other i s not . 

Our nex t resul t give s a  characterizatio n o f the subfiel d structur e 
of a  finite field. 

Theorem 1.2. 7 (Subfiel d structure) . Let  F  be  a finite field with  p n 

elements. Every  subfield  of  F  has  p 171 elements  for  some  integer  m 
dividing n.  Conversely,  for  any  integer  m  dividing  n  there  is  a  unique 
subfield of  F of  order  p™. 

Proof. A  subfiel d K  o f th e finite field  F pn mus t hav e p m distinc t 
elements fo r som e positiv e intege r m  wit h m  <  n.  B y Lemm a 1.2.1 , 
pn mus t b e a  powe r o f pm, s o m mus t divid e n. 

On th e othe r hand , assum e tha t m  divide s n . The n th e polyno -
mial xp m _ 1 —  1 divides x p n _ 1 — 1, and thus x pm —  x divide s xpn —  x. I t 
follows tha t eac h roo t o f x pTn —  x i s also a  roo t o f x p —  x. Henc e th e 
field Fpn mus t contai n a  splitting field of the polynomia l x p —x  ove r 
Fp an d thi s splittin g field  mus t hav e exactl y p™  distinct elements . 
If th e subfiel d wa s no t unique , tha t is , i f ther e wer e tw o suc h fields 
contained i n F pn, the n thei r unio n would contai n mor e than p m root s 
of the polynomia l x p —  x  i n F pn, whic h i s impossible . • 

The nex t theore m i s on e o f th e mos t importan t result s i n finite 
field theory . I t wil l b e centra l t o th e proof s o f man y late r result s i n 
this book . 



2. Finit e fields 5 

F i g u r e 1.1 . Th e subfield s o f F pz&. 

Theorem 1.2.8 . The  multiplicative  group  F* of  all  nonzero elements 
of the  finite field F q is  cyclic. 

Proof. Th e cas e wher e q  =  2  i s trivia l s o w e assum e tha t q  >  3 . 
Let q  — 1 — h >  1  have th e prim e factorizatio n Y\ i=1p

r
i
i. Fo r eac h 

i conside r th e polynomia l fi{x)  =  x h/pi —  1. Thi s polynomia l ha s 
degree h/pi  <  h  an d thu s ha s a t mos t h/pi  roots . Choos e a; , a n 
element o f Fq whic h i s not a  root o f /^, so that a * ^ 0 . Le t bi  — a i

 l 

for eac h i  <  t. 
pri 

We wil l sho w th e multiplicativ e orde r o f bi  is p{\ Clearl y b^  = 
a!} =  1 . Thu s th e orde r o f bi  must divid e p^ an d s o must b e a  powe r 

of pi. Suppos e b^  =  1  for som e k  <  ri. The n w e hav e 

This i s impossible , becaus e b^  =  a^ 1 an d a^ 1 ^  1 . Thu s th e 
order o f bi  is exactly p^. 

Finally, le t b  = n != i &* • Then b y Lemm a A.2. 9 th e orde r o f 6  is 
q — 1 , because thi s i s the leas t commo n multipl e o f th e order s o f th e 
elements bi  for i  =  1 , . . . , t. • 
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An element 0  G  Fq whic h multiplicatively generate s the group F* 
of al l nonzero element s o f the field  F q i s called a  primitive element. 

Remark 1.2.9 . Le t 0  b e a  primitiv e elemen t o f a  finite field  F. 
Then ever y nonzer o elemen t o f F  ca n b e writte n a s a  powe r o f 0 . 
This representatio n make s multiplicatio n o f field  element s ver y eas y 
to compute . Suppos e fo r exampl e tha t a  =  9 l an d b  =  0 r; the n 
ah =  9 t9r =  0 t + r . I t i s difficult , however , t o find  th e powe r s  o f 0 
such that 9 t+9r —  9 s. Conversely , as we will see later in our discussio n 
of bases fo r finite fields,  representation s whic h mak e additio n eas y t o 
compute ofte n hav e a  mor e comple x multiplicativ e structure . 

Lemma 1.2.10 . If  g  is  a  primitive element  of  Fq, then  g l is  a  prim-
itive element  of  Fq if  and  only  if  (t,  q — 1 ) =  1 . 

The reader i s asked t o provide a  proof o f this lemm a i n Exercise 1.19 . 

It follow s fro m Lemm a 1.2.1 0 tha t ther e ar e </>(q  —  1 ) primitiv e 
elements i n F q, wher e (p(n)  denotes Euler' s functio n fro m elementar y 
number theor y (se e Appendix A  fo r a  discussio n o f this function) . 

3. Extensio n fields 

In thi s section , w e explore furthe r th e concep t o f addin g element s t o 
a give n finite field  t o produc e a  large r finite field.  W e hav e see n on e 
application o f thi s metho d alread y i n th e existenc e an d uniquenes s 
theorem. Recal l tha t th e intersectio n o f an y collectio n o f subfields o f 
a give n field  F  i s itsel f a  subfiel d o f F. 

Definition 1.3. 1 (Adjoinin g element s to a  field).  Le t K  b e a subfiel d 
of F an d le t M  b e a subset o f F. The n K(M)  denote s the intersectio n 
of all subfields o f F containin g K  an d M  a s subsets. Thi s field is called 
"K adjoi n M. " Whe n M  i s finite,  sa y M  =  {0 i , . . . , 0/J, w e writ e 
^ ( 0 ! , . . . , 0 , ) f o r X ( M ) . 

Definition 1.3.2 . Le t K  C  F , 0  G F, an d p(0)  =  0  where p(x)  i s a 
monic polynomia l i n K[x\.  The n p(x)  i s calle d th e minimal  polyno-
mial o f 0 if 0 is not a  root o f any nonzero polynomia l i n K[x]  o f lower 
degree. 

The followin g resul t provide s a  method b y whic h on e ca n obtai n 
irreducible polynomials . 
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Proposition 1.3.3 . The  minimal  polynomial  of  any  element  is  irre-
ducible. 

Proof. Suppos e g(x)  E  K[x]  i s a  minima l polynomia l whic h factor s 
as gi(x)g2(x),  an d suppos e g(0)  =  0 . The n gi(0)g2(0)  =  0 , s o eithe r 
9i{@) = 0  or  g2(0)  = 0.  Therefor e eithe r g\  —  g an d # 2 —  1? or els e 
#1 = 1  and g2  — g,  becaus e g  i s the moni c minima l polynomia l o f 6. 
This show s tha t g  i s irreducible . • 

Definition 1.3.4 . A  field  L  i s a  finite extension  o f K  i f K  C  L  an d 
L i s a finite  dimensiona l vecto r spac e ove r K.  I n thi s cas e we refer t o 
the dimensio n m  o f L  ove r K  a s th e degree  of the extension , an d w e 
write [L  : K] =  m. 

Our nex t resul t indicate s tha t a  finite  extensio n o f a  finite  exten -
sion i s again a  finite  extension . 

Theorem 1.3. 5 (Transitivit y o f degree) . Let  L  be  a  finite  exten-
sion of  K  and  let  M  be  a finite extension  of  L.  Then  M  is  a  finite 
extension of  K.  Moreover,  we  have  [M  :  K] =  [M  :  L][L :  K]. 

Proof. Le t A  =  { a i , . . . ,c* m} b e a  basi s fo r L  ove r K  an d B  = 
{/3i,..., f3n} a  basi s fo r M  ove r L . W e now sho w tha t 

{otiPj I  1 < i  <  m, 1 < j  <  n} 

is a  basi s fo r M  ove r K.  Suppos e ther e ar e scalar s Cij  suc h tha t 

l< i<m, l< <7< n 

Because B  i s independent an d c ^ G  L, i t mus t b e th e cas e tha t 

Yl c ^ai = ° 
l< i<ra 

for eac h j . Becaus e A  i s independent , w e must hav e Cij  =  0  for al l i 
and j . • 

Example 1.3.6 . Le t p  b e prime . I n Figur e 1.1 , w e see  tha t F pz i s 
an extensio n o f F p o f degre e 3 , an d F pis i s a n extensio n o f F ps o f 
degree 6 . Moreover , F pis i s an extensio n o f F p o f degre e 1 8 — 3-6 . 
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Example 1.3.7 . Fo r p  a  prime, le t M  =  F pe, L  =  F p2, an d K  —  F p. 
Let /?i , fa  b e a  basi s fo r L  ove r K  an d a i , c*2, <̂ 3 a basi s fo r M  ove r 
L. The n the se t {ai/?i , ai/?2, #2/?i, a^/^, #3/?i > <̂ 3/?2} is a basis for M 
over K. 

Definition 1.3.8 . Le t K  C  F  an d le t 0  G  F. The n 0  i s sai d t o b e 
algebraic over i f i f ther e i s a  nonzer o polynomia l p(x)  G  K[x] suc h 
that p{9)  =  0  i n F[a;] . A n extensio n field  i s calle d algebraic  if ever y 
element o f the extensio n field  i s algebrai c ove r th e bas e field. 

Note tha t ever y algebrai c elemen t o f a n extensio n field  ha s a 
minimal polynomia l ove r th e bas e field.  Th e degree  of a n algebrai c 
element o f a n extensio n field  ove r a  bas e field  i s define d t o b e th e 
degree o f it s minima l polynomia l ove r th e bas e field. 

Theorem 1.3.9 . Every  finite  extension  of  a  finite field  is  algebraic. 

Proof. Le t L  b e a  finite  extensio n o f K.  W e hav e show n tha t th e 
multiplicative grou p L*  o f L  i s cyclic ; le t 9  b e a  generato r o f L* . I t 
follows immediatel y tha t L  =  K{6).  • 

Our nex t resul t summarize s some important result s for the actua l 
construction o f finite fields. 

Theorem 1.3.10 . Let  K  be  a subfield of  F  with  6  G  F algebraic  of 
degree n over  K and  let  g(x) be  the minimal  polynomial  of  8 over  K. 
Then: 

(1) The  field K{6)  is  isomorphic  to  the  factor ring  K[x]/{g{x)). 

(2) The  dimension  of  K{6) over  K  is  n. 

(3) The  set  {1, 0,62 , . . . , fl*" 1} is  a  basis  for K{6)  over  K. 

(4) Every  element  of  K{6)  is  algebraic  over  K  with  degree  di-
viding n. 

Proof. T o prove par t 1 , we use some ring theory . W e first  construc t 
the mappin g r : K[x]  — • K(0) define d b y r(f)  =  f{6).  W e leav e i t 
to th e reade r t o chec k tha t r  i s indee d a  rin g homomorphism . Th e 
reader shoul d als o verify tha t th e kerne l of r i s the se t o f polynomial s 
/ G  K[x] suc h tha t f(6)  —  0, an d tha t f{x)  i s i n thi s kerne l i f an d 
only i f f{x)  i s in the idea l generate d b y g.  Le t S  b e th e rang e o f th e 
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mapping r. I t is clear that S  is isomorphic to the factor rin g K[x]/(g), 
which i s a field  since g(x)  i s irreducible. W e have the sequence K  C 
S C  i f (0) o f nested fields.  Sinc e 0  G S, we see that 5  =  i f (0), and 
the proo f o f part (1 ) is complete. 

We now prove parts (2 ) and (3). Prom par t (1) , if a G  S =  if (0), 
a ca n be written a s a =  f(9) fo r some /  G  K[x]. W e can write /  a s 
qg + r, wher e q  and r ar e polynomials ove r K  an d the degree o f r i s 
less than th e degree o f g (se e Exercise A . 18). Le t n be the degree of 
g. A  simple calculatio n show s tha t a  —  f{6) =  r(0), so a i s a linea r 
combination, wit h coefficient s i n if , o f th e element s 1,0,.. . ,  0n - 1 . 
But i f 0 satisfies a 0 + a,\0  H h  an _ i 0 n _ 1 =  0 , then th e polynomia l 
h(x) —  a0 4- ai# H h  an _ i x n - 1 ove r K  ha s 0 as a root. Therefor e 
h(x) mus t b e a multiple of g(x), bu t this can happen onl y if h{x) =  0 
is the zero polynomial, tha t is , if all of the ai — 0. Henc e the elements 
1,0,..., 0n _ 1 mus t be linearly independen t ove r the field K, an d thus 
they for m a  basis o f K{6) ove r K. 

For par t (4) , first note that b y part (2) , K{6) i s a finite  extensio n 
field of if , s o any a G  K(6) i s algebraic ove r K.  Moreover , K(a)  i s a 
subfield o f K(6). Lettin g d  be the degree of a ove r K,  w e have 

n =  [K(0)  : if] =  [K  (0) :  if (a)] [if (a) :  if] =  [i f (0) :  K{a)]d, 

and henc e we see that d  divides n . • 

Corollary 1.3.11 . Suppose  that  F  is  an  algebraic  extension  of  K 
and a  G  F. Then  the  minimal  polynomial  of  a over  K  has  degree 
dividing [F  : if] . 

Proof. Exercis e 1.2 0 • 

An extensio n obtaine d b y adjoining a  singl e elemen t i s called a 
simple extensio n (se e Exercises 1. 6 an d 1.1 0 fo r example s o f suc h 
extensions). Th e next theore m give s an important propert y o f finite 
fields tha t i s not shared b y infinite fields  (ther e ar e finite  extension s 
of infinit e fields  tha t ar e not simple, a s illustrated b y Exercise 1.4) . 

Theorem 1.3.12 . Let  Fq be  a finite field  and  let Fr be  a finite ex-
tension of  Fq. Then  F r is  a simple algebraic  extension of  Fq, and  for 
any primitive  element  0  of  Fr the  relation F r =  Fq(6) holds. 
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Proof. Le t 0  b e a  primitiv e elemen t o f F r. Choos e a  G  Fq{9), s o 
a =  ao  + a\9 -\  h  am^m , wher e m  i s the degre e of F r ove r F q. Thi s 
sum i s an elemen t (recal l that F q C  F r) o f F r , s o a  G  Fr. No w notic e 
that F q{6) contain s 0 , 0 , an d al l power s o f 0 . Henc e F q{9) contain s 
F r . D 

Corollary 1.3.13 . For  any  prime  power  q  and  any  integer  n  >  1 
there is  an  irreducible  polynomial  of  degree  n over  F q. 

Proof. Le t p(x)  b e th e minima l polynomia l ove r F q o f a  primitiv e 
element o f F qn. • 

Example 1.3.14 . Conside r the polynomial p{x) —  x2+x+l ove r the 
field i<2 . Sinc e p(x)  doe s no t hav e a  roo t i n F2  (recal l tha t p{x)  wil l 
have a  roo t a  G  F2 if an d onl y i f p(a) —  0  for som e a  G  F2 where th e 
arithmetic i s computed modul o 2) , p{x) i s irreducible ove r F2 . Le t 0 
be a  root o f p(x) s o that 6 2 + 0 +1 =  0 , that is , 02 =  -(( 9 + 1) =  0  + 1 . 
The field  F\  =  F 22 ca n b e represente d a s th e se t {ad  +  b\a,  b G F2} . 
We now giv e the additio n an d multiplicatio n table s fo r th e field  F 22. 

+ 
0 
1 
9 

0 + 1 

0 
0 
1 

e 
e + i 

1 
1 
0 

e + i 
e 

e 
6 

0 + 1 
0 
1 

0 + 1 
0 + 1 

0 
1 
0 

X 

0 
1 

e 
0 + 1 

0 
0 
0 
0 
0 

1 
0 
1 
0 

0 + 1 

0 
0 
0 

0 + 1 
1 

e + i 
0 

0 + 1 
1 
0 

We not e tha t (afte r simplification ) (0  + 1)( 0 + 1 ) =  9.  W e als o 
note that 9  is a primitive element i n the field F4, so 91 =  9,  92 =  0  + 1, 
and 0 3 =  1 . 

We no w conside r a n exampl e o f a  finite field  wit h a  large r non -
prime numbe r o f elements . 

Example 1.3.15 . Conside r th e field  F9 , whic h i s a  vecto r spac e o f 
dimension 2  ove r F 3 . Conside r p(x)  =  x 2 +  x  +  2  i n F 3[x]. Thi s 
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+ 
0 
1 
2 
0 

0 + 1 
0 + 2 
20 

2(9 + 1 
20 + 2 

0 
0 
1 
2 
0 

0 + 1 
0 + 2 
20 

20 + 1 
20 + 2 

1 
1 
2 
0 

0 + 1 
0 + 2 
0 

20 + 1 
20 + 2 
20 

2 
2 
0 
1 

0 + 2 
0 

0 + 1 
20 + 2 
20 

20 + 1 

0 
0 

0 + 1 
0 + 2 
20 

20 + 1 
20 + 2 
0 
1 
2 

0 + 1 
0 + 1 
0 + 2 
0 

20 + 1 
20 + 2 
20 
1 
2 
0 

0 + 2 
0 + 2 
0 

0 + 1 
20 + 2 
20 

20 + 1 
2 
0 
1 

20 
20 

20 + 1 
20 + 2 
0 
1 
2 
0 

0 + 1 
0 + 2 

20 + 1 
20 + 1 
20 + 2 
20 
1 
2 
0 

0 + 1 
0 + 2 
0 

20 + 2 
20 + 2 
20 

20 + 1 
2 
0 
1 

0 + 2 
0 

0 + 1 

X 
— 0 
1 
2 
0 

0 + 1 
0 + 2 
20 

20 + 1 
20 + 2 

0 
0 
0 
0 
0 
0 
0 
0 
0 
0 

1 

6 
1 
2 
0 

0 + 1 
0 + 2 
20 

20 + 1 
20 + 2 

2 
0 
2 
1 
20 

20 + 2 
20 + 1 
0 

0 + 2 
0 + 1 

0 
0 
0 
20 

20 + 1 
1 

0 + 1 
0 + 2 
20 + 2 
2 

0 + 1 
0 

0 + 1 

0 + 2 
0 

0 + 2 
20 + 2 20 + 1 
1 

0 + 2 
20 
2 
0 

20 + 1 

0 + 1 
20 
2 

20 + 2 
1 
0 

20 
0 
20 
0 

0 + 2 
2 

20 + 2 
20 + 1 
0 + 1 
1 

20 + 1 
0 

20 + 1 
0 + 2 
20 + 2 
0 
1 

0 + 1 
2 
20 

20 + 2 
0 

20 + 2 
0 + 1 
2 

20 + 1 
0 
1 
20 

0 + 2 

Table 1.1 . Th e additio n an d multiplicatio n table s fo r F 32, 
where 0  i s a  roo t o f x 2 +  x  +  2 . 

polynomial ha s n o root s i n F 3 so i t i s irreducible ove r F3 . Le t 0  be a 
root o f p(x),  s o 0 2 +  0  + 2  =  0 . Henc e 0 2 =  - 0 -  2  = 2 0 + 1  (recal l 
that w e are workin g i n characteristi c 3) . 

The field  F32 i s isomorphic t o th e se t {a6  + b  | a, b G F3} with it s 
natural operations . W e can comput e th e additio n an d multiplicatio n 
tables b y hand . Fo r example , 20( 0 + 2 ) =  20 2 + 4 0 = 2(2 0 + 1 ) + 0  = 
20 + 2 . Th e complet e additio n an d multiplicatio n table s ar e shown i n 
Table 1.1 . 

We can us e the multiplicatio n tabl e t o chec k tha t th e multiplica -
tive orde r o f 0  in Fg  i s 8 , whic h mean s tha t 0  is a  primitiv e elemen t 
ofF 9 . 

Example 1.3.16 . Le t p(x)  =  x 2 +  1  G  Fs[x}. I t i s straightforwar d 
to chec k tha t p(x)  ha s n o root s i n F3 and i s thus irreducibl e ove r th e 
field F3 . Le t 0  be a  roo t o f p(x).  W e comput e 0 2 =  —  1 and 0 4 =  1 . 
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Hence n o roo t o f p(x)  ca n hav e orde r 8 , tha t is , n o roo t o f p{x)  ca n 
be a  primitiv e element . Nevertheless , th e splittin g field  o f p(x)  ove r 
Fs i s FQ  . I t ca n b e seen that 0  + 1  has orde r 8  and i s thus a  primitiv e 
element fo r Fg  over F3 . 

Example 1.3.17 . Conside r q  = 2 100. W e ca n identif y th e element s 
of F q wit h polynomial s o f th e for m CLQ  +  a±a  +  CL2OL 2 +  •  • •  +  agga" , 
where 0  <  a\  <  1  for eac h i  an d wher e a  i s a  roo t o f a n irreducibl e 
polynomial o f degre e 10 0 ove r th e field  F2.  Corollar y 1.3.1 3 show s 
that suc h a n irreducibl e polynomia l alway s exists . Theore m 1.6. 4 
below show s tha t ther e ar e exactl y 

1 / Q I O O _  9 5 0 _  9 2 0 1  9 1 0 \ 

1001 +  ' 
irreducible polynomial s o f degree 10 0 over F2 . W e pose the followin g 
question fo r reader s wit h a n interes t i n computation : ho w ca n on e 
locate a n irreducibl e polynomia l o f degree 10 0 over F^l 

Let N q(n) b e th e numbe r o f moni c irreducibl e polynomial s o f 
degree n  ove r F q. I n Theore m 1.6. 4 below , w e wil l prove tha t 

(1) N q(n) = lj2^ n/d-
d\n 

Here / i i s the Mobiu s functio n o f elementar y numbe r theor y define d 
by th e rul e 

1 i f m  =  1 , 

fi(m) =  ^  (— l)k i f m  =  mirri2  -  • •  rrik, a produc t o f distinc t primes , 

0 otherwise , i.e.,  i f p2 divide s m  fo r som e prim e p. 

Let u s loo k a t equatio n (1 ) abov e an d sho w tha t i t immediatel y 
implies tha t N q(n) >  1  for al l prime power s q  and al l integer s n  >  1 . 
This follow s fro m th e followin g inequality : 

Nq(n) =  -^n(d)q n/d >-(q n- q n~l -  q n~2 q)  >  0. 
d\n 

Hansen an d Mulle n [22 ] giv e a  lis t o f primitiv e (an d thu s irre -
ducible) polynomial s o f degree n  ove r F p fo r eac h prim e p  <  97 wit h 
pn <  10 50. 
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The nex t lemm a show s tha t a n irreducibl e polynomia l ove r a 
finite field  i s th e minima l polynomia l fo r eac h o f it s roots . W e leav e 
the proo f t o th e reader . 

Lemma 1.3.18 . Let  f(x)  be  an irreducible  polynomial  over  F q and 
let a  be  a root  of  f{x).  Then  for  any  h(x)  G  Fq[x), h(a)  =  0  if  and 
only if  f(x)  divides  h(x). 

This lemma shows that i f f(x) i s irreducible over Fq an d f(a)  =  0 , 
then F q(a) contain s al l the root s o f f(x);  thu s F q(a) =  F q(/3) when -
ever a  an d f3  are root s o f the sam e irreducibl e polynomia l ove r F q. 

Lemma 1.3.19 . Let  f(x)  be  an irreducible  polynomial  of  degree  m 
over F q. Then  f(x)\(x qn —  x) if  and  only  if  m\n. 

Proof. Firs t suppos e m  divide s n , s o F qm i s a  subfiel d o f F qn. Le t 
a b e a  roo t o f f(x)  i n it s splittin g field,  s o [F q(a) :  Fq) =  m.  The n 
because m  divide s n , an d F q(a) =  F q™, w e have a q —  a —  0  in F qm. 
This shows that ever y roo t o f f(x)  i s a root o f xqn —  x, an d therefor e 
f(x)\(x*n -  x). 

For the converse , suppose f(x)\(x q —x).  Le t a  b e a  root o f f(x). 
Then we have the nested fields Fq C  F q(a) C  F qn. No w [F qn : Fq) =  n 
and [F q(a) :  Fq] = m  s o we indeed hav e tha t m\n.  D 

The next theorem describes the roots of an irreducible polynomia l 
over a  finite field. 

Theorem 1.3.20 . / / f{x)  is  an  irreducible  polynomial  of  degree  m 
over F q, then  f  has  a  root  a  in  F qm. Moreover,  all  of  the  roots  of 
f(x) are  simple  and  are  given by  a, a9 , a q , . . . , a q 

Proof. Le t a  b e a  root o f /  i n its splitting field.  Sinc e [F q(a) :  Fq] = 
m, th e elemen t a  i s i n F q™. No w writ e f(x)  =  YlT=o aixl'> w n e r e 

Oi e F q. Le t 0  b e an y roo t o f f(x).  The n f((3 q) =  E H o ^ C ^ ) ' = 
( YHLO

 a iP1)9 —  0 - Henc e j3 q is a root o f / . Similarl y 0 q% is a root fo r 
all i  >  0. 

Suppose tha t fo r 1  < i  <  j <  m w e have (3 q =  (3 q .  The n raisin g 
both side s to the ^ m~-7 powe r we obtain & q% m  3  =  (3 qrn =  /? . Henc e (3 
is a root o f xq —  x, s o m\(i +  m — j). Thu s i  an d j  ar e congruen t 
modulo ra, a  contradiction . • 
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Definition 1.3.21 . Le t a  G  Fqm. The n a , aq, a q2,..., a qTn *  are th e 
conjugates o f a  ove r F q. 

An elemen t a  G  F gm wil l hav e distinc t conjugate s i f an d onl y 
if it s minima l polynomia l ha s degre e m . I f th e minima l polynomia l 
of a  ha s degre e d  (whic h mus t b e a  diviso r o f TO), then th e distinc t 
conjugates o f a  wil l b e a , a9 , . . . , aq ,  eac h repeate d exactl y m/d 
times. Th e proo f o f th e nex t lemm a follow s immediatel y fro m thes e 
observations. 

Lemma 1.3.22 . Let  CX  G  -L  nrn and  let  the  minimal  polynomial  of 
a over  F q have  degree  d. Consider  the  set  a,a q,aq , . . . , a 9 of 
conjugates of  a.  The  elements  of  this  set  are  distinct  if  m  —  d; 
otherwise each  conjugate  is  repeated  m/d times. 

An automorphism  o f a  field  F  i s a  bijectio n (p:  F — > F  suc h tha t 
(j>(x + y) =  <f>(x)  + c/)(y)  and <j)(xy)  = cj){x)(f){y)  for al l x,y  G  F. Severa l 

properties o f automorphism s ar e describe d i n Exercis e 1.2 . 

Our nex t resul t describe s th e se t o f automorphism s o f a  finite 
field. 

Theorem 1.3.23 . The  distinct  automorphisms  of  F q™ over F q are 
given by  the  functions  <TO , <JI, . . ., crm-i where  o~j  : Fqm — > F qm is  de-
fined by  Gj (a) =  a q for  any  a  G  F qm. 

Proof. W e hav e show n abov e tha t i f (5  i s a  primitiv e elemen t o f F q 

and i  ^  j  G  { 0 , 1 , . . . , m -  1} , then f3 qi ^  (3 qj. Henc e i f i  ^  j , then 

Now le t a  b e an y automorphis m o f F qm ove r F q an d le t f(x) 
be it s minima l polynomia l ove r F q. Direc t calculatio n show s tha t a 

k 

sends (3  t o anothe r roo t o f f(x)  s o we may assum e tha t a((3)  —  f3 q . 
Then a  =  o~k  ? becaus e th e actio n o f an automorphis m o f a  finite field 
is completely determine d b y it s actio n o n a  primitiv e elemen t o f th e 
field. • 

The se t o f automorphisms o f Fq form s a  group with the operatio n 
of functio n compositio n (recal l tha t i f /  an d g  ar e functions , th e 
composition g  o / i s computed fo r a  poin t x  a s g{f{x))).  Thi s grou p 
is calle d th e Galois  group  of  F qm over  F q. I t i s a  cycli c grou p wit h 
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generator G\:  a  i— > a q, whic h i s calle d th e Frobenius  automorphism. 
The conjugate s o f a  ar e thu s th e element s whic h a  i s sen t t o b y 
iterated application s o f the Frobeniu s map . 

Note tha t th e subfield s o f F qm ar e exactl y th e fields  o f th e for m 
Fqn wher e n\m.  Th e prope r subgroup s o f th e Galoi s grou p o f F q™ 
over F q ar e exactl y th e group s generate d b y <j f wher e n\m.  More -
over, er f (a) =  a  i f an d onl y i f a  € F qn. Thu s ther e i s a  one-to-on e 
correspondence betwee n the subfield s o f Fq™ an d th e subgroup s o f it s 
Galois group . 

Remark 1.3.2 4 (Galoi s theory) . I n general , i f L  i s a n extensio n o f 
a field  K,  the n th e se t o f automorphism s o f L  tha t leav e K  fixed 
pointwise i s called th e Galois  group  o f L  ove r K.  Th e field  o f Galois 
theory i s th e stud y o f Galoi s groups , especiall y i n th e cas e whe n L 
is a  finite  extensio n o f K.  W e hav e show n tha t i f K  i s finite  an d L 
is a  finite  extensio n o f K,  the n th e Galoi s grou p i s cyclic . Whe n K 
is infinite , th e Galoi s grou p nee d no t b e cyclic , eve n i f L  i s a  finite 
extension o f K. 

4. Trac e an d nor m function s 

For thi s section , le t K  =  F q an d F  =  Fq™. 

Definition 1.4.1 . Fo r ft G  F, w e define th e trace  o f a  ove r K  a s 

T T F / K O ) =  a  +  a q H  +  a qm~\ 

Equivalently, Tr F/K(a) i s th e su m o f th e conjugate s o f a.  I f K  i s 
the prim e subfiel d o f F,  the n th e trac e functio n i s called th e absolute 
trace. 

Example 1.4.2 . Le t K  =  F 2 an d F  =  F 24. The n Tr F/K(a) = 
a+a2+a4+a8. Fo r if =  F 4 an d F -  F i 6 w e have TrF / x ( /?) =  /?+/3 4. 

Our first  resul t show s that th e rang e o f the trac e functio n i s con-
tained i n th e bas e field.  W e wil l later sho w tha t th e rang e equal s th e 
base field.  I n fact , eac h element o f the base field occurs a s an elemen t 
in th e rang e o f the trac e functio n equall y often . 

Lemma 1.4.3 . For  any  a  G  F, Tr F/K(a) £  K. 
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Proof. Le t f{x)  b e th e minima l polynomia l ove r K  o f a  G  F, an d 
assume tha t th e degre e o f f(x)  i s d.  Recal l [F  :  K]  =  m.  Le t 
g(x) =  / ( x ) m / d s o g(x) i s the characteristic  polynomial  o f a  (i t i s th e 
m/d-th powe r o f the minima l polynomia l o f a).  The n g(x)  wil l hav e 
the sam e root s a s f(x);  an d thes e root s ar e {a , aq,..., a q }  eac h 
repeated m/d  times . S o Tr F / ^ (a ) i s exactly th e su m o f the root s o f 
g(x). Therefor e Tup/x^)  i s the negative o f the coefficien t o f xm _ 1 i n 
g{x), becaus e thi s coefficien t i s the negativ e o f th e su m o f th e root s 
of the polynomia l (se e Exercise 1.34) . • 

We now give a second proof of Lemma 1.4.3 . Thi s proof illustrate s 
an importan t technique : t o sho w tha t a n elemen t a  o f a n extensio n 
field F  i s in a  subfiel d K,  i t i s enough t o sho w tha t a  i s fixed b y th e 
Frobenius automorphis m o f F  ove r K.  Fo r exampl e a  G  Fq i f an d 
only i f a q =  a  and , mor e generally , a  G  Fqd i f and onl y ii  a q =  a. 

Second proo f o f Lemm a 1.4.3 . W e wish to show that TY FIK{O) G 
K fo r an y a  G  F. W e wil l sho w tha t Tr F/K(a)q =  Tr F/x(<^)5 whic h 
implies a  G  K becaus e K  i s precisely th e se t o f al l element s fixed  b y 
the Frobeniu s map . W e comput e 

/ 771— 1 \  q  771— 1 

^ i=0  '  i=0 

Because a  G  Fq™, we kno w tha t a qm =  a.  Thu s th e term s i n th e 
second su m ar e th e sam e a s term s i n th e su m Tr F/K(a) (bu t i n a 
different order) . • 

The trac e functio n i s o f fundamenta l importanc e i n th e stud y o f 
finite field  theory . Th e nex t theore m summarize s som e o f it s proper -
ties. 

Theorem 1.4.4 . The  trace  function has  the  following properties: 

(1) Tr F/K(a +  0) =  TV F/K(a) +  Tc F/K(/?) for  a,/3e  F; 

(2) Tr F/K(ca) =  cTr F/K{a) for  a  € F; 

(3) The  trace  function is  a  linear  map  from  F  onto  K; 

(4) TT F/K (a ) =  ma  for  a  e  K; 

(5) Tr F/K(a«) =  Tr F/K(a) for  a€F. 
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Proof. W e will only prove part (3) , which says that th e trace functio n 
maps ont o th e bas e field  K.  Th e othe r propertie s ar e easil y verified . 
Note tha t Tr F /x(0) =  0 ; w e wil l sho w tha t Tr F/K(a) ^  0  fo r som e 
a G  F. Thi s implie s that th e range o f the function Tr^/ ^ i s all of F qj 

because th e rang e o f Tr^/ x i s close d unde r scala r multiplicatio n b y 
elements o f F q. 

To see that th e range has a  nonzero element , not e tha t th e kerne l 
of th e trac e functio n i s exactl y th e se t o f root s o f th e polynomia l 
Y^T=o x<1  •  ^hi s polynomia l ha s degre e g m _ 1 an d s o i t ha s a t mos t 
qm-i dj stin ct roots , but the field Fqm contains q™ elements. Therefor e 
some elemen t o f F q™ is no t i n the kerne l o f the trac e function . • 

The previou s resul t show s tha t ever y elemen t o f th e bas e field 
is obtaine d a t leas t onc e a s th e trac e o f a n elemen t i n th e extensio n 
field. I t ca n be shown that th e trace function map s onto each elemen t 
in th e bas e field  equall y often ; w e leav e th e proo f o f th e nex t resul t 
to Exercis e 1.24 . 

Lemma 1.4.5 . For  any a  G  K, we  have \{f3  G F |  TrF/K(/3) =  a } | = 

The nex t resul t provide s a n eas y metho d t o generat e al l o f th e 
linear transformation s fro m th e extensio n field  F  t o th e subfiel d K. 

Theorem 1.4.6 . For  f3  G  K  let  Lp  be  the  map  a  \- > TrF/K (/3a). 
Then Lp  ^  L 1 if  (3  ^  7 . Moreover,  the  linear  transformations  from 
F to  K  are  exactly  the  maps  of  the  form  Lp  as  (3  varies over  the 
elements of  the  field K. 

Proof. Becaus e TTF/K  i s a linea r map and the map a  H- » (3a is linear, 
it i s eas y t o chec k tha t Lp  i s linear . Suppos e / ? ^  7 , so/ 3 — 7 7 ^ 0 . 
Choose a  suc h tha t Tr F /x (^ ) 7 ^ 0 an d le t a'  —  ((3  — j)~ 1a. The n 
TrF/K({(3 -  7 ) a / ) =  TV F / K(a) ^  0 , an d henc e Lp(a r) ±  L 7(a'). 

A linear transformation i s completely determine d b y its action o n 
a basis . I n ou r cas e th e field  F  ha s a  basi s o f m  element s ove r th e 
base field  K.  Thu s there ar e a t mos t q™  linea r mappings fro m F q™ to 
Fq. Bu t {Lp  I  (3  G Fqm} i s a set o f q™  distinc t linea r maps . Therefor e 
these ar e al l o f the linea r maps . • 
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Another consequenc e o f th e previou s theore m i s tha t th e ma p 
7 H- > L1 i s a vector spac e isomorphism fro m F q t o Dual(F q), the se t of 
linear functions fro m F q t o itself. W e refer t o Section 6  for a  summar y 
of the importan t propertie s of Dual( V) fo r a  finite-dimensional  vecto r 
space V. 

We en d ou r discussio n o f th e trac e functio n wit h th e followin g 
theorem. 

Theorem 1.4. 7 (Transitivit y o f th e trac e function) . Suppose  that 
K C  F  C  E  are  nested  finite  fields. Then  for  any  a  G  E, 

TrE/K(a) =  Ti F/K{TzE/F{a)). 

Proof. Le t n  =  [E  :  F]  an d ra =  [F  :  if ] an d le t a  G  £ b e fixed. 
The followin g calculatio n prove s th e theorem : 

ra—1 771— 1 • n — 1 \  q % 

TvF/K(TrE/F(a)) =  £  TrE/riaf  =  £  (  5 > * * " ) 
i=0 i= 0 ^  j=0 ' 

m—1n—1 mn—1 

i =0 j = 0 A;=0 

The trac e functio n i s a  linea r functiona l fro m a n extensio n field 
to a  subfield. W e now turn ou r attentio n t o a  multiplicative analogu e 
of the trac e functio n know n a s the nor m function . 

Definition 1.4.8 . Th e norm  o f a n elemen t a  G  F ove r K  i s define d 
to b e 

ra —  1 

Norm F / K (a ) -  aa « •  •  • a9™"1 =  ]J  a q =  a ^ - 1 ) / ^ " 1 ) . 

The norm o f an element a  i s thus calculate d b y taking the produc t o f 
all of the conjugate s o f a, jus t a s the trac e o f a  i s obtained b y takin g 
the su m o f al l o f the conjugate s o f a. 

Theorem 1.4.9 . The  norm  function  has  the  following properties: 

(1) ~Norm F/K(a(3) =  Norm F/^(o;) Normp/KiP)  f or
 OL,(3£  F; 

(2) The  norm  maps  F  onto  K  and  F*  onto  K*; 

(3) Norm F / K (a ) =  a m if  a  G  K; 
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(4) If  K  C  F  C  E  are  nested  finite  fields,  then 

Norm^/xCa) =  Norm jp/x(Norm£;/jp(Q;)) . 

Proof. W e prov e onl y par t (4) , leavin g th e reade r t o chec k th e re -
maining parts . W e us e th e sam e notatio n a s i n th e proo f o f Theo -
rem 1.4. 7 fo r th e transitivit y o f the trac e function . W e then hav e th e 
following calculation : 

NoTmF/K(NoimE/F(a)) =  N o r m ^ ^ a ^ - 1 ^ ™ " 1 ) ) 

= ( a ( 9 ™ - i ) / ( Q m - i ) ) ( 9 m - i ) / ( 9 - i ) 

= a (<rn-i)/(<?-i) =  Norai£ / K (a) . • 

5. Base s 

We have seen that ever y finite field  F  i s a vector space over each of its 
subfields, an d thu s ha s a  vecto r spac e basi s ove r eac h o f its subfields . 
We no w discus s severa l differen t kind s o f base s fo r finite fields,  eac h 
of which facilitate s certai n computations . Whe n doin g computation s 
in a  finite field,  ther e ar e severa l importan t operations : addition , 
multiplication, computin g powers , an d finding  inverses . Wit h som e 
bases additio n will  b e ver y easy , whil e multiplicatio n wil l b e mor e 
involved. Wit h othe r bases , on e ca n d o multiplications an d calculat e 
inverses quickly , a t th e cos t o f mor e complicate d addition . 

Let 0  be a  root o f an irreducibl e polynomia l o f degree m  ove r F q. 
We have alread y show n tha t {1,# , #2 , . . . , # m _ 1 } i s a basis of the field 
Fqm ove r F q. W e now giv e a  name t o thes e kind s o f bases . 

Definition 1.5.1 . Suppos e 8  i s a  roo t o f a n irreducibl e polynomia l 
of degree m  ove r F q. The n th e basi s {1,# , #2 , . . . , # m - 1 } fo r F qm ove r 
Fq i s called a  polynomial  basis. 

When w e us e a  polynomia l basi s fo r F qm w e ca n regar d field 
elements, whic h i n realit y ar e polynomial s i n 0  o f degre e a t mos t 
m —  1 , a s vectors . W e ca n the n ad d vector s i n th e usua l wa y b y 
adding th e correspondin g coefficients . A s wa s see n i n Sectio n 3 , i n 
the multiplicatio n tabl e fo r th e field  F32 , field multiplicatio n i s mor e 
complicated. Thi s i s because w e must gathe r term s wit h lik e power s 
of the basi s element s whe n w e simplify a  product . 
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Definition 1.5.2 . Suppos e ther e i s a  6  G  Fqm suc h tha t {0 qt |  0  < 
i <  m}  i s a  basi s fo r F q™ ove r F q. A  basis o f this for m i s known a s a 
normal basis  of F qm ove r F q. 

For example , le t a  =  a$6  + a\6 q +  •  • •  +  a m-i9q ,  so that a  i s 
represented b y the vecto r (ao , . . . , am _i ) . Then , a s the reade r shoul d 
check, a q i s represente d b y th e shifte d vecto r (a m__i,ao,... ,am_2). 
Thus i f we represent element s usin g normal basis , i t i s extremely eas y 
to rais e a  field  elemen t t o th e powe r q.  Additio n wil l o f cours e stil l 
be eas y t o comput e usin g a  norma l basis , while th e multiplicatio n o f 
field element s i s stil l complicated . I n Sectio n 5.3 , we wil l prov e tha t 
normal base s alway s exis t fo r an y extensio n field  o f F q. 

5.1. Test s fo r independence . Conside r F qm a s a vector space over 
Fq o f dimensio n m.  W e kno w ther e ar e man y base s fo r thi s vecto r 
space. Give n B  =  {a\, ..., a m } C  F q™, ho w can we tell if B  i s a basi s 
for F qm over Fql W e begin with a  test which determines whether a  set 
of elements o f F q™ is independent ove r F q. I f this resul t i s applied t o 
a set containing m  elements , i t can thus be used to determine whethe r 
these element s for m a  basi s o f F q™ over F q (se e Lemm a A.6.4) . W e 
require th e followin g notation . 

Definition 1.5.3 . Le t { a i , . . . , a m } b e a  se t o f m  element s o f F 
viewed as a vector space over a subfield K.  W e define the discriminant 
AF/K a s usin g a  determinant : 

| T r F / K ( a i a i ) •• • Tr F/K(a1arn) I 

A F / K ( « 1 V • • ,ttm ) = 

TrF/K(arna1) •• • T r F / ^ ( a m a m ) 

The nex t tw o result s us e th e discriminan t t o provid e test s tha t 
determine whethe r a  give n se t o f vectors form s a  basis . 

Theorem 1.5.4 . / / cei , . . . , cem G  F, then  the  set  {cei,.. . , am } is  a 
basis for F  over  K if  and  only  if  AF/K(ai,..., a m) is  nonzero  where 
m is  the  dimension  of  F over  K. 

Proof. Assum e first  that a i , . . . , am i s a basis. W e will show that th e 
discriminant i s nonzer o b y showin g tha t th e column s o f th e matri x 
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in th e definitio n o f th e discriminan t ar e linearl y independent . Le t 
C i , . . . , Cm  denot e th e column s o f Ap/K( ai^ •  • • ?  am)- Assum e tha t 
c\C\ +  •  • •  +  CmCm  = 0  so that fo r 1  < j  <  m  w e have , 

ci TrF/jcfaaj) +  •  •  • +  c m TrF/K(amaj) =  0 , 

where eac h Cj  lies i n th e bas e field  K.  Le t / ? =  cia i +  •  • • +  Cm&m 
so that Trpy/r(/3a ) =  0  for al l a  i n the extensio n field.  Thi s ca n onl y 
happen i f (3  =  0 , which implie s c\  —  • • •  = c m =  0 . 

For th e converse , suppos e A J p /^ (a i , . . . , a m ) 7 ^ 0  an d suppos e 
ci^i H  ( - cm a m =  0  for som e c i , . . . , cm i n th e bas e field  X . The n 
for eac h ctj,  1  < j  <  m , 

c\oc\Oij H  +  c m a m a j =  0 

for 1  < j  <  m . W e no w appl y th e trac e functio n t o obtai n 

ci ^ ^ / ^ ( a i o j j) +  •  • •  +  Cm  TrF/K(amCtj) =  0 

for 1  <  j  <  m.  B y assumptio n th e row s C\ ,..., C m o f th e matri x 
in AFIK{OL\,  . . . , a m ) ar e linearl y independent ; sinc e w e hav e show n 
c\C\ +  •  •  • +  CmCm  = 0 , we must hav e c\  —  • • •  = c m =  0 . Henc e th e 
elements a i , . . . , am ar e linearl y independent ; b y Lemma A.6.4 , the y 
thus for m a  basis . • 

The following resul t provide s an alternativ e metho d t o determin e 
whether a  give n se t o f element s form s a  basis . W e not e tha t th e 
calculations fo r thi s metho d mus t b e don e i n the extensio n field,  no t 
in the base field.  Working in the extension field may have a significan t 
computational cost . Fo r example , i f th e bas e field  i s F2  an d th e 
extension field  i s F 2ioooooo, the n computation s i n th e bas e field  ma y 
be muc h faste r tha n computation s i n th e extensio n field. 

Corollary 1.5.5 . The  set  { a i , . . . , a m } is  a  basis  for F  over  K  if 
and only  if  the  determinant 

\ Oil  •  •  •  OLm  \ 

"1 '• • < 

is nonzero. 
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Proof. Le t A  b e the mxm  matri x whose entry i n row i  and colum n 
j i s the elemen t a q- .  Le t A T denot e the transpos e o f the matri x A. 
The reade r shoul d verif y tha t th e matri x produc t A TA1 i s the mxm 
matrix B  whos e entry i n row i  an d colum n j  i s TrF/K(o>iaj). Takin g 
determinants w e obtai n 

AF/K(au...,arn) =  \B\  =  \A\ 2, 

where \A\  denotes the determinan t o f the square matrix A.  Th e proo f 
of the corollar y no w follow s fro m Theore m 1.5.4 . • 

5.2. Dua l bases . I n thi s section , w e show ho w dua l base s fo r finite 
fields fit  int o th e genera l theor y o f dua l space s o f finite  dimensiona l 
vector spaces . 

Definition 1.5.6 . Tw o ordere d base s {a±, ..., a^ } an d {/?i,... , fik) 
are complementary  (o r dual)  i f Tr F/K{aiPj) =  <% ? where 5ij  =  0  i f 
j ^  i  an d Sij  =  1  if i  =  j . A n ordere d basi s i s self-dual  i f i t i s dua l 
with itself . 

The definitio n o f a  dua l basi s jus t give n become s th e sam e a s 
Definition A.6. 8 once we identify eac h 7 G  F wit h the linear functiona l 
(already define d above ) 

L7: X^TTF/K^X) 

(that is , if we apply the vecto r spac e isomorphism fro m F  t o Dual(F ) 
that send s 7  t o L 7) . Thi s ca n b e see n b y examinin g th e proo f o f th e 
next theorem . 

Theorem 1.5.7 . Each  basis  of  Fq™ has a  unique dual  basis. 

Proof. Le t B  =  { a i , . . . , a m } b e a  basi s fo r F q™ over F q. Le t 
{a\,..., a^}  b e the dua l basi s for B,  a s in Definition A.6.8 . Thu s a | 
is defined s o that a*(ctj)  i s 1  if i  =  j  an d 0  otherwise . 

By Theore m 1.4.6 , fo r eac h a ^ ther e i s a  uniqu e 7 ^ G  Fq™ such 
that a * an d L 7. ar e equal a s linear functionals . Thu s { L 7 l , . . . , L7m } 
is a  basi s fo r D u a l ^ m ) , b y Theore m A.6.9 . 

It onl y remain s t o sho w tha t { 7 1 , . . . , 7m} i s a  basi s fo r F q. Thi s 
follows immediatel y fro m th e fac t tha t 7  1— > L1 i s a n isomorphis m 
from F qm t o Dual(F qm). • 
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5.3. Existenc e o f norma l bases . I n thi s section , w e prov e tha t 
every finite field  ha s a  norma l basis . 

Theorem 1.5.8 . For  any  m  >  2,  there  is  a  normal  basis  for Fq™ 
over F q. 

Before provin g Theore m 1.5.8 , we review som e terminology fro m 
linear algebra . Le t T  b e a  linea r operato r o n a  vecto r spac e V.  W e 
say tha t a  polynomia l p(x)  annihilates  T  i f p(T)  =  0 . Th e minimal 
polynomial o f T  i s th e uniqu e moni c polynomia l o f minima l degre e 
which annihilate s T . Th e characteristic  polynomial  o f T i s the forma l 
determinant o f xl  —  T.  Th e degre e o f th e characteristi c polynomia l 
is always th e dimensio n o f the vecto r spac e V.  W e recal l fro m linea r 
algebra that th e minimal polynomial always divides the characteristi c 
polynomial. 

A vecto r v  i s a  cyclic  vector  fo r T  i f {T k(v) \  k >  0 } span s V. 
An importan t resul t i n linea r algebr a show s tha t a  linea r operato r 
has a  cycli c vecto r i f an d onl y i f the characteristi c polynomia l o f th e 
operator equal s it s minima l polynomial . 

Proof o f Theore m 1.5.8 . W e begin b y showin g tha t x m —  1  is th e 
minimal polynomial of the Frobenius map a.  Th e Frobenius automor -
phism i s annihilate d b y x m —  1 , because (a 171 — I)(a)  =  a q —  a  =  0 
for al l a  £  F qm. Le t p(x)  b e a  polynomial o f degree <  m  an d conside r 
the operato r 

p(a) =  a m _ i ( j m _ 1 +  a m_2crm~2 -\  \-  a^a  +  a 0. 

Now th e Frobeniu s automorphis m an d it s power s for m a  collectio n 
of m  distinc t automorphism s (includin g th e identit y automorphism) . 
By Artin' s lemm a (Theore m A.4.3) , ther e i s som e a  G  F suc h tha t 
(p(a))(a) i s nonzero . Thu s p(x)  doe s no t annihilat e th e Frobeniu s 
map. Therefor e x m —  1  is th e minima l polynomia l o f th e Frobeniu s 
map <J . 

The characteristi c polynomia l o f th e Frobeniu s ma p i s als o o f 
degree m.  Therefor e x m —  1  is als o th e characteristi c polynomia l o f 
the Frobeniu s ma p cr , becaus e th e minima l polynomia l mus t divid e 
the characteristi c polynomial . 
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This show s tha t th e Frobeniu s ma p a  ha s a  cycli c vector , sa y a. 
It follow s fro m th e definition s tha t a  cycli c vecto r fo r th e Frobeniu s 
map a  generate s a  norma l basis ; tha t is , i f a  G  Fq™, then {a , o~(a) = 
aq,... , e r m - 1 (a) =  a q }  span s F qm an d s o form s a  basi s o f F qm 
over F q sinc e F q™ is a  vector spac e o f dimension m  ove r F q. • 

Definition 1.5.9 . Fo r f(x)  € F g[x], le t $ q(f) denot e th e numbe r o f 
polynomials ove r F q whic h ar e o f smalle r degre e tha n th e degre e o f 
f{x) an d whic h ar e relativel y prim e t o / . 

A proo f o f th e followin g resul t ca n b e obtaine d alon g th e line s 
used i n proving the corresponding propertie s fo r th e Eule r functio n cf) 
from numbe r theory ; se e also Lidl and Niederreite r [36 , Lemma 3.69] . 

Lemma 1.5.10 . The  function  $ q has  the  following properties: 

(1) $ q(f) =  I  if  the  degree  of f  is  0 ; 

(2) $ q(fg) =  $ q(f)$q(g) if  f  and  g  are  relatively  prime; 

(3) If  f  has  degree  n>l, then 

* , ( / ) =  g n ( i - < r n i ) - - ( i - ? - " - ) , 

where {n^ } are  the  degrees  of the  distinct  monic  irreducible 
polynomials appearing  in  the  unique  factorization  of  f  in 
Fq[x}. 

We not e tha t th e functio n $ q i s analogou s to , an d i n fac t ha s 
many o f th e sam e propertie s as , Euler' s functio n <j>  fro m elementar y 
number theor y (se e Definitio n A . 1.2). Fo r example , $ q{fe) =  q rne — 
^m(e-i) ^  y  j s irreducible an d ha s degree m  ove r F q. W e refer t o Lid l 
and Niederreite r [36 , Theorem 3.73 ] fo r a  proof o f the following resul t 
which enumerate s th e norma l base s o f F„  m over ±*a . 

Theorem 1.5.11 . The  number  of  elements in  Fq™ that generate  nor-
mal bases  over  F q is  ^ q{xrn —  1) . Because  each  normal  basis  has  m 
elements, this  shows  that  there  are  exactly ^^ q{xrn —  1) normal  bases 
of F qm over  F q. 

Our nex t resul t illustrate s on e metho d t o determin e whethe r a 
particular elemen t a  i n a n extensio n field  generate s a  norma l basi s 
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over th e bas e field.  Th e reade r shoul d kee p i n min d tha t th e follow -
ing greates t commo n diviso r computatio n mus t b e performe d i n th e 
extension field  F q™, not i n th e bas e field  F q. W e refe r t o Lid l an d 
Niederreiter [36 , Theorem 2.39 ] fo r a  proo f o f this result . 

Theorem 1.5.12 . The  set  {a , aq,..., a qm }  is  a  normal  basis  for 
Fqm over  F q if  and  only  if  the  greatest  common  divisor  of  the  polyno-
mials x m -  1  and  ax 171'1 +  a qxm-2 +  •  • •  +  a 9""1 is  1 . 

As th e nex t theore m shows , no t al l finite fields  hav e self-dua l 
normal bases . W e showe d i n Sectio n 5. 3 tha t ever y finite  extensio n 
field has a  norma l basi s ove r the bas e field;  thus no t al l normal base s 
are self-dual . Thi s questio n wa s first  resolve d b y Lemp l an d Wein -
berger [33] . 

Theorem 1.5.13 . The  field F qm has  a  self-dual  normal  basis  over 
Fq if  and  only  if  q is  even  and  m is  not  a  multiple of  A, or  both  q and 
m are  odd. 

5.4. Existenc e o f primitiv e norma l bases . I t i s natura l t o as k 
whether th e generato r fo r a  norma l basi s ca n b e take n t o b e a  primi -
tive elemen t o f the field. 

Definition 1.5.14 . A  primitive  normal  basis  fo r a n extensio n field 
Fqm ove r F q i s a  basi s o f the for m {a , aq, a q , . . . , a qm } , where a  i s 
a primitiv e elemen t i n Fq™. 

The proble m of proving that primitiv e norma l bases exist i s quite 
difficult. I n 1952 , Carlit z [6 ] showe d tha t F p™ has a  primitiv e nor -
mal basi s ove r F p fo r larg e m . I n 1968 , Davenpor t [10 ] showed tha t 
for an y ra >  2  the extensio n field  F p™ has a  primitiv e norma l basi s 
over F p fo r p  prime . Finally , i n 198 7 Lenstra an d Schoo f [34 ] showed 
that primitiv e norma l base s exis t fo r ever y prim e powe r q  and ever y 
positive intege r m  >  2 . W e remar k tha t thes e proof s use d a  tech -
nique involvin g th e estimatio n o f characte r sums . Thes e estimate s 
are usuall y obtaine d fo r larg e value s bu t whe n q  an d m  ar e small , 
they usuall y requir e th e us e o f some machin e computatio n t o handl e 
the remainin g case s no t covere d b y the theoretica l techniques . 

Theorem 1.5.1 5 (Lenstra-Schoof) . For  any  prime  power  q and  any 
integer ra >  2  there  is  a  primitive normal  basis  for F q™ over F q. 
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Cohen an d Huczynsk a [7 ] have given a  proof o f the primitive nor -
mal basi s theorem whic h doe s no t requir e an y machin e computation . 
The problem of determining the number o f primitive normal bases fo r 
Fqm ove r F q (a s a  functio n o f q  and m)  remain s unsolved . Al l tha t 
is currently know n i s that th e numbe r o f primitive norma l base s i s a t 
least one ! 

6. Polynomial s 

In thi s sectio n w e discus s variou s propertie s relate d t o polynomial s 
over finite fields.  Ou r firs t resul t i s tha t ever y functio n define d o n 
a finite field  ca n b e represente d b y a  polynomia l wit h coefficient s i n 
that field.  Thi s i s an extremel y importan t propert y o f finite fields;  i n 
fact, i t characterize s finite fields  i n the sens e tha t finite fields  ar e th e 
only commutativ e ring s wit h identit y wit h th e propert y tha t ever y 
function define d o n th e rin g ca n b e realize d b y a  polynomia l wit h 
coefficients i n tha t ring . Th e nex t resul t tell s u s ho w t o obtai n a 
polynomial representin g a  give n functio n ove r a  field. 

Theorem 1.6. 1 (Lagrang e Interpolation Formula) . Let  ao , . . . ,an be 
n-\-l distinct  elements  of  a  field F  and  let  bo,..., 6 n be  n +1 arbitrary 
elements in  F.  Then  there  is  a  unique f{x)  G  F[x] of  degree  at most 
n such  that  f(ai)  —  bi  for 0  < i  <  n. 

Proof. Suc h a  polynomia l i s given b y 

0<i<n V  j=0  J  7 

For finite fields,  w e can d o somewha t better . 

Theorem 1.6.2 . Every  function  f : F q — > F q can  be  represented by 
a unique  polynomial  over  F q of  degree  at most  q  — 1 . 

Proof. Le t /  b e a  functio n fro m F q t o itself . Defin e a  polynomia l 
Pf(x) ove r F q b y 

a(EFq 
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Note tha t (a  — fr) 9-1 i s equal t o 1  if a  ^  b  and equa l t o 0  if a  =  b.  A 
straightforward calculatio n show s tha t Pf{a)  =  f(a)  fo r al l a  G  F q, 
so the polynomia l Pf(x)  indee d represent s th e functio n f(x).  • 

We leav e a s a n exercis e th e proo f o f th e followin g resul t whic h 
extends the abov e theorem t o functions wit h any number o f variables. 

Theorem 1.6.3 . For  any  integer  n  >  1,  let  f : F q — > F q. Then  the 
function f  can  be  represented by  a  unique  polynomial  Pf(x±, ..., x n) 
over F q of  degree  at most  q  — 1  in  each  variable.  Moreover,  such  a 
polynomial is  given  by 

Pf(xi,...,xn)= ^2  f / ( a i , . . . , a n ) Y[  [l-fa-ai)*- 1]). 
(ai,-,fln)eFq

w ^  l<i<n  ' 

6.1. Countin g irreducibl e polynomials . Recal l fro m Sectio n 3 
that N q (n) denote s th e numbe r o f distinc t moni c irreducibl e polyno -
mials o f degre e n  >  1  over F q. I n thi s section , w e deriv e a  formul a 
for N q{n) usin g th e techniqu e fro m numbe r theor y know n a s Mobiu s 
inversion. 

Theorem 1.6.4 . For  any  prime  power  q and  any  n  >  1  we  have 

d\n 

where \i  is  the  Mobius  function  defined  in  Section  l.J,.. 

The proo f o f thi s theore m wil l b e postpone d briefly . W e first 
prove a  resul t abou t polynomial s o f the for m x q —  x. 

Theorem 1.6.5 . Let  T n be  the set  of  all  monic  irreducible  polyno-
mials over  F q of  degree  dividing n.  Then  x qn —  x factors  in  F q[x] as 

rw„ /• 
Proof. Le t f(x)  b e a  moni c irreducibl e polynomia l i n F q[x]. The n 
f(x) divide s x q —  x  i f an d onl y i f th e degre e o f /  divide s n . No w 
xq —  x  ha s n o multipl e roots , becaus e it s derivativ e i s —1 . Henc e 
each moni c irreducibl e polynomia l /  whos e degre e divide s n  occur s 
once i n th e factorizatio n o f / . Therefor e n o powe r o f /  greate r tha n 
1 divide s x qn —  x.  • 
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We require th e followin g theore m fro m numbe r theory ; a  proof i s 
given b y Lid l an d Niederreite r [37 , Theorem 3.24] . 

Theorem 1.6. 6 (Th e additive Mobius inversion formula) . Let  h  and 
H be  two functions from  the  positive  integers  to  an  additive  Abelian 
group G.  Then 

H{n) = Y,Hd) 
d\n 

holds for every  n  if  and  only  if 

h{n) = Y J^)H{d) 
d\n 

holds for all  n. In  this  case  we also  have 

h{n) = Y,^ d)HQ 
d\n 

for all  n. 

Proof o f Theore m 1.6.4 . B y Theorem 1.6.5 , we know that x q —  x 
is th e produc t o f al l th e moni c irreducibl e polynomial s ove r F q o f 
degree dividing n. W e want to enumerate the set o f such polynomials . 
By comparin g degrees , w e see tha t fo r ever y n , 

qn = Y,dN q{d). 
d\n 

We now apply th e Mobiu s inversion formul a wit h G  =  Z , H(ri)  =  q n, 
and h(n)  =  nN q(n). Thi s give s 

nJV,(n) = X>(d) g
n/", 

d\n 

and th e theore m follows . • 

We close this subsectio n b y referring th e reade r t o Exercis e 1.37 , 
which asks for a formula fo r the number of monic irreducibles of degree 
n ove r F q (whe n (q,ri)  =  1 ) fo r whic h th e coefficien t o f x n~1 i s equa l 
to a  give n valu e o f a  G  Fq. 
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6.2. Order s o f polynomials . Th e orde r o f a n irreducibl e polyno -
mial i s th e multiplicativ e orde r o f an y o f it s root s i n th e splittin g 
field. I n thi s section , w e sho w th e orde r o f a  polynomia l i s wel l de -
fined. W e dra w severa l conclusion s abou t primitiv e polynomials , ul -
timately leadin g u s t o a n algorith m fo r determinin g whethe r a  give n 
polynomial i s primitive. W e begin wit h a n eas y lemma . 

Lemma 1.6.7 . Let  f  £  F q[x] have  degree  m >  1  with /(0 ) ^  0 . Then 
there is  an  integer  e  such  that  f{x)  divides  x e —  1 . 

Proof. Th e facto r rin g F q[x]/(f) contain s q 171 —  1  nonzero elements . 
Moreover, th e q m classe s x 3' + ( /), 0  <  j  <  q™ — 1, are nonzero . Thu s 
we mus t hav e x r =  x s (mo d /(#) ) fo r som e 0 < r < s < g m —  1 . I t 
follows tha t x s~r =  1  (mo d f{x))  an d th e resul t follows . • 

Definition 1.6.8 . Le t f(x)  b e an arbitrar y polynomia l i n F q[x\. Le t 
g{x) b e the uniqu e polynomia l suc h tha t #(0 ) ^  0  and f(x)  =  x dg{x) 
for som e d.  The n th e order  o f /  i s the smalles t positiv e integer e  such 
that g(x)  divide s x e —  1 . 

If f{x)  i s irreducible ove r F  an d /(0 ) ^  0 , then th e orde r o f f(x) 
can b e see n t o b e th e multiplicativ e orde r o f x  i n F[x]/(f(x)).  W e 
know tha t i f a  i s an y roo t o f f(x),  the n F(a)  contain s al l th e root s 
of f(x).  I t follow s fro m Theore m 1.3.2 0 an d th e characterizatio n o f 
the automorphism s o f a  finite field  tha t ther e i s an automorphis m o f 
F(a) takin g an y roo t o f f(x)  t o an y othe r roo t o f f(x)\  thu s an y tw o 
roots shar e th e sam e multiplicativ e order . Thi s prove s th e followin g 
theorem. 

Theorem 1.6.9 . / / f(x)  G  F q[x] is  irreducible  of  degree  m with 
f(0) 7 ^ 0 , then  the  order  of  f  is  equal  to  the  multiplicative  order 
of every  root  of  f(x) in  any  extension  field  containing  a  root of  f(x). 

Our next resul t follows from the fact tha t th e multiplicative grou p 
of nonzero element s o f F q™ has orde r q™  —  1 . 

Corollary 1.6.10 . If  f  £  F q[x) is  irreducible  of  degree  m, then  the 
order of  f  divides  q™  —  1 . 

Corollary 1.6.11 . If  f(x)  is  irreducible  over  Fq and  one  root  of f(x) 
is primitive,  then  every  root  of  f(x)  is  primitive. 



30 1. Finit e Field s 

Proof. Thi s follow s fro m th e fac t tha t al l root s o f a n irreducibl e 
polynomial ove r F q hav e th e sam e order . • 

In ligh t o f th e previou s corollary , a  polynomia l i s define d t o b e 
primitive i f an y o f it s root s ar e primitiv e elements . 

In ou r futur e wor k w e wil l no t requir e a  formul a fo r calculatin g 
the orde r o f an arbitrar y polynomia l ove r the field  F q an d s o we refe r 
the reade r t o Lid l an d Niederreite r [36 , Theore m 3.11 ] fo r suc h a 
result. 

Definition 1.6.12 . Fo r a polynomial f(x)  =  Y^i=Q aix% ^  F q[x\ o f de-
gree n, the reciprocal  polynomial f*(x)  o f f{x) i s f*(x) —  x nf(l/x) — 

Z^2=o aiX 

We leave t o Exercis e 1.3 5 th e proo f o f ou r nex t result . 

Proposition 1.6.13 . The  reciprocal  of  an  irreducible  polynomial  is 
again irreducible  and  the  reciprocal  of a  primitive polynomial  is  again 
primitive. 

We close this section by stating two tests for determining whethe r 
a polynomia l i s primitive . W e refe r t o Lid l an d Niederreite r [36 , 
Theorems 3.1 6 an d 3.18 ] fo r proof s o f these results . 

Theorem 1.6.14 . A  polynomial  f  (x)  of  degree m over  Fq is  primitive 
if and  only  if  f  is  monic,  /(0 ) = ^ 0, and  the  order  of  f  is  q m —  1 . 

The followin g theore m provide s a n algorith m whic h ca n b e use d 
to determin e i f a  given polynomia l i s a  primitive polynomia l ove r F q. 

Theorem 1.6.15 . A  monic  polynomial  f(x)  of  degree  m over  F q is 
primitive if  and  only  if  the  following hold: 

(1) (—l) m/(0) is  a  primitive element  in  F q. 

(2) The  least  r for  which  x r is  congruent  to  an  element  a  G  Fq 

is 
qm - 1 

r =  —  . 
q-1 
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6.3. Linearize d polynomials . Le t L(x)  —  XT=o &i%q >  wher e oti  G 
Fqm. A  polynomia l o f thi s for m i s calle d a  linearized  polynomial 
(another nam e i s q-polynomial  becaus e th e exponent s ar e al l power s 
of q). Thes e polynomials for m a n important clas s of polynomials ove r 
finite fields  becaus e the y induc e linea r function s fro m F q™ t o F q. W e 
state thi s fac t i n th e nex t theorem . 

Theorem 1.6.16 . Let  L(x)  be  a linearized polynomial.  Then  for  all 
a, (3  G  F qm and  all  c  G F q: 

(1) L( a +  /3 ) = L(a ) +  L(/J) , 

(2) L(ca)  =  cL(a). 

Theorem 1.6.17 . Let  L(x)  be  a nonzero  linearized  polynomial  over 
Fqm and  assume  that  the  roots  of L(x) lie  in the  field F qS, an  extension 
field of  Fqm. Then  each  root of  L(x) has  the  same  multiplicity,  which 
is either  1,  or  a power of  q. Moreover,  the  roots  form a  linear subspace 
of the  vector  space  F qS. 

Proof. Fro m the previous theorem i t i s clear that th e roots of L(x) = 
Yl7=o aixQ f ° r m a  subspac e of Fqs. I t i s easy to check that L'{x)  =  a® 
so, b y th e derivativ e test , L{x)  onl y ha s simpl e root s i f a$  ^  0 . 
Otherwise, fo r som e k  >  1  we would hav e a®  =  •  • •  = otk-i  —  0 , wit h 
ak ^  0 . The n a  computatio n show s tha t 

L(x) =±aiX* =±af\* =  (X>f _1,^~ Y-
i=k i—k  i—k 

This polynomia l i s th e q k-th powe r o f a  linearize d polynomia l 
having only simple roots . Henc e each root o f L(x)  ha s multiplicity q k 

and th e proo f i s complete . • 

We have already see n severa l examples o f linearized polynomials . 
The Frobeniu s automorphis m x  t— > x q i s on e suc h example , an d th e 
trace functio n provide s anothe r importan t exampl e o f a  linearize d 
polynomial ove r F q. Propertie s o f linearized polynomial s ca n b e use d 
to obtai n a  formul a fo r th e numbe r o f norma l base s o f a n extensio n 
field; i n particular , i n th e proo f o f Theore m 1.5.11 . The y ar e als o 
useful i n th e constructio n o f set s o f mutuall y orthogona l frequenc y 
squares. 
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6.4. Permutatio n polynomials . I n this final section we briefly dis-
cuss permutatio n polynomials , a  clas s o f polynomial s whic h ar e no t 
only interestin g i n thei r ow n right , bu t whic h als o hav e variou s ap -
plications i n combinatoric s an d cryptography . W e begi n b y definin g 
a polynomia l f(x)  ove r F q t o b e a  permutation  polynomial  i f f(x) 
induces a n injectiv e mappin g o n th e fiel d F q. Recal l tha t a  mappin g 
from a  finit e se t t o itsel f i s injectiv e i f an d onl y i f i t i s surjective , s o 
we may als o sa y tha t f(x)  i s a  permutatio n polynomia l i f i t induce s 
a bijectiv e mappin g fro m F q ont o F q. 

In Exercis e 1.43 , w e as k th e reade r t o sho w tha t i f f(x)  i s a 
permutation polynomial , the n s o i s a  fix +  b) + c  for al l a  ^  0 , b, c G 
Fq, an d thes e ar e distinct . Thus , give n on e permutation polynomial , 
we ca n easil y generat e q 2(q —  1) others . Give n a  polynomia l f(x) 
over F q, ho w doe s on e determin e i f f(x)  i s actuall y a  permutatio n 
polynomial on Fql On e could of course substitute th e q  field element s 
into th e polynomia l an d the n chec k i f th e q  imag e value s f(a)  ar e 
distinct. Thi s i s no t efficient , however , i f q  i s ver y large . I n fac t 
no efficien t test , i n term s o f th e coefficient s o f th e polynomial , i s 
known. W e stat e th e followin g test ; a  proo f i s give n b y Lid l an d 
Niederreiter [37 , Theorem 7.4] . 

Theorem 1.6.1 8 (Hermite-Dickso n criterion) . Letq  =  p 171 where  p is 
a prime. Then  a  polynomial f(x)  over  Fq is  a  permutation polynomial 
on F q if  and  only  if  the  following two  conditions  hold: 

(1) f(x)  has  exactly  one  root  in  F q. 

(2) For  each  integer  t  with  1  <  t  <  q  — 2  and  t  ^  0  (mo d p), 
the reduced  polynomial (/(#)) * (mo d x q —  x)  has  degree  at 
most q  — 2. 

We obtai n a  simpl e corollar y b y applyin g th e Hermite-Dickso n 
criterion (wit h t  =  (q  — l)/d) t o a  polynomial o f degree d  >  1  over F q. 

Corollary 1.6.19 . There  is  no permutation polynomial  of  degree d > 
1 over  F q if  d  divides  q  — 1 . 

Theorem 1.6.20 . The  polynomial  x n induces  a  permutation of  F q 

if and  only  if  (n , q — 1 ) =  1 . 
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Proof. Th e proof follow s fro m th e fac t tha t th e multiplicative grou p 
of F q i s cyclic ; see Lemma A.4.2 . • 

In Exercis e 1.4 8 w e ask th e reade r t o provid e a  differen t proo f o f 
this theorem . 

We briefly conside r anothe r importan t clas s of permutation poly -
nomials. I f a  G  Fq an d n  >  2  i s a n integer , w e defin e th e Dickson 
polynomial of  degree  n and  parameter  a  by 

|n /2j /  _  \ 

i=0 V  7 

For n  =  0  we define DQ(X 1 a)  =  2  and similarl y w e define D\(x,  a)  — 
x. Not e tha t D n(x,0) =  x n fo r n  >  1 , s o Dickso n polynomial s 
may b e viewe d a s generalization s o f the cyclic , o r powe r polynomial , 
xn. Thes e polynomial s satisf y a  secon d orde r recurrence , namel y 
-Dn+2(#,a) =  xD n+i(x1 a ) — aDn(x, a)  for n  >  0; see Lidl et  al.  [35, p. 
10]. Dickso n polynomial s wer e firs t studie d b y L . E . Dickso n i n hi s 
PhD thesi s i n 1896 . I f on e work s ove r th e fiel d o f comple x numbers , 
Dickson polynomial s ar e relate d t o th e classica l Chebyshe v polyno -
mials, a s explaned b y Lid l et  al.  [35 , p. 9] . 

Dickson polynomial s satisf y a  functiona l equatio n whic h ca n b e 
obtained a s follows. Le t x  —  y  + a/y fo r some y  G  Fq2. W e can alway s 
find suc h a  y  by solving the quadrati c equatio n y 2 —  xy-\-a —  0 , which 
must hav e a  solutio n i n th e fiel d F q2. Usin g Waring' s formul a (se e 
Lidl and Niederreite r [37 , Theorem 1.76 ] fo r a  statement an d proo f of 
the formula) , w e obtai n 

|n /2j /  _  \ 

"r +  *2= E  - ^ 1  •  j H W ( t i i +  ti2)n-2i, 

so Ui  +  ^  =  D n{u\ +  1x2,1*1^2) . I f w e substitut e u\  =  y,  U2  =  a/y, 
and x  =  y  + a/y , w e obtain th e extremel y usefu l functiona l equatio n 
for Dickso n polynomials : 

an 

Dn(x,a) =  y n +  - . 

We refer t o Lidl et  al  [35 ] for furthe r detail s an d basi c propertie s 
of Dickson polynomials . 
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The followin g resul t provide s a  clas s o f permutation polynomial s 
over F q, wher e we note that , a s long as a  G  Fq i s nonzero, the value of 
a doe s no t ente r int o th e proble m o f determinin g whethe r th e Dick -
son polynomia l D n(x,a) permute s th e field  F q. Fo r nonzer o a  G  F q, 
whether o r no t th e polynomia l D n(x, a)  induce s a  permutation poly -
nomial o n F q i s determine d onl y b y th e greates t commo n diviso r o f 
n an d q 2 —  1 . 

Theorem 1.6.21 . For  any  nonzero  a  G  Fq, the  Dickson  polynomial 
Dn(x, a)  is  a  permutation polynomial  on  Fq if  and  only  if  (n , q2 — 1) = 
1. 

Proof. Fo r sufficiency , assum e tha t D n(b,a) =  D n(c,a) fo r som e 
b,c e  F q. The n there are /? , 7 G  F*2 with /? + a//? =  b  and j  +  a/7 =  c . 
Using th e functiona l equatio n implie s afte r som e simplification , tha t 

(f3n-<yn)(f3njn-an)=0. 

Since (n , q2 —  1) =  1 , x n i s a  permutatio n polynomia l o n F q an d 
hence i f (3 n =  7 n , the n / ? =  7  s o tha t 6  =  c . Als o i f /? n7n =  a n , 
then (3  — a /7 an d i t agai n follow s tha t b  = c.  Henc e D n(x,a) i s a 
permutation polynomia l o n F q. 

Conversely, assum e tha t (n , q2 —  1 ) =  d  >  1 . I f a 7 is even , the n 
a i s odd an d n  i s even s o the Dickso n polynomia l contain s onl y eve n 
powers o f x.  Henc e fo r nonzer o c  G  Fq, D n(c,a) =  D n(—c,a), an d 
thus th e polynomia l D n(x, a)  i s not a  permutation polynomia l o f F q. 
Thus we may assum e tha t d  is odd, whic h means tha t ther e i s an od d 
prime r  dividin g d  an d henc e als o dividin g n.  Sinc e r  i s a  prime , i t 
either divide s q  — 1  or q  + 1 . 

If r  divide s q  — 1, then th e equatio n x r —  1 has r  solution s i n F 9 . 
Because r  >  3 , there i s an elemen t b  e F q wit h 6  7^ 1 or a  with 6 r =  1 
so b n —  1. Th e functiona l equatio n implie s tha t 

L>n(6 + a&~ \ a) =  l  +  a n =  D n ( l +  a , a). 

If 6  + afr -1 =  1  + a , the n 6  = 1  or b  = a , whic h i s a  contradiction . 
Hence D n(x,a) doe s no t permut e th e field  F q. 

If r  divide s g  -h 1, choose 7 G  F% so that 7 94"1 =  a.  Th e equatio n 
x r =  1  has r  solution s i n F^ 2 s o ther e i s a  (3  G  Fq2 wit h /3 r = 1  and 
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/? 7^ 1 and (3  y^  aj 2 . Henc e f3 q+1 —  1 and (3 n —  1 so once again fro m 
the functiona l equatio n w e hav e 

£>n(7 + a^-\a)  =  D n(Pj +  a((3j)-\a). 

In addition , 7  + a 7 _ 1 =  7  + 79 an d /? 7 + a(pj)- 1 =  £ 7 + (/?7) 9 G  Fq . 
If/?7-fa(/?7)_1 =  7  + a 7_ 1 , then / ? = 1  or /3 = cry -2, a  contradiction . 
Hence D n(x,a) i s not a  permutation polynomia l on  F q. • 

Dickson polynomial s ar e intimatel y tie d t o a  famou s conjectur e 
posed b y Schu r [57 ] i n 1923 . W e firs t not e fro m Exercis e 1.4 5 an d 
Exercise 1.4 6 tha t whe n considere d modul o a  prim e p , th e polyno -
mial x n an d th e Dickso n polynomia l D n(x,a) permut e th e field  F p 

for infinitel y man y prime s p.  Ar e ther e othe r polynomial s wit h inte -
ger coefficient s whic h permut e F p fo r infinitel y man y prime s pi  Th e 
answer i s yes , because polynomial s o f the for m ax n +  6 , where a  i s a 
nonzero integer , wil l be permutatio n polynomial s fo r infinitel y man y 
primes p.  Ar e there stil l othe r suc h integra l polynomial s o r classe s of 
integral polynomials ? 

Conjecture 1.6.2 2 (Schu r 1923) . I f f(x)  i s a  polynomia l wit h inte -
ger coefficient s whic h i s a  permutatio n polynomia l o f F p (whe n con -
sidered modul o p)  fo r infinitel y man y prime s p , the n f(x)  mus t b e a 
composition o f binomials ax n +  b  and Dickso n polynomials . 

This conjectur e remaine d ope n unti l 1970 ; see Lid l et  al.  [35 ] fo r 
a proo f o f the Schu r Conjectur e alon g wit h discussio n o f man y othe r 
algebraic an d numbe r theoreti c propertie s o f Dickson polynomials . 

We close this section b y alluding to the fac t tha t Dickso n polyno-
mials have applications in several areas of combinatorics. Exercis e 2. 8 
illustrates ho w they ca n b e use d t o construc t complet e set s o f MOL S 
of an y prim e powe r orde r q.  Fo r p  a  prime , i t i s conjectured tha t al l 
complete set s ofp—1  MOL S of order p  ar e isomorphic , an d thu s on e 
could argu e tha t al l such set s o f p — 1 MOLS com e from a  set o f p — 1 
MOLS obtained b y using Dickson polynomials . A  class of translatio n 
planes, called j-planes,  an d severa l infinite familie s o f flocks of a cone 
in the projective spac e PG(3, q), a s well as certain translatio n planes , 
can b e constructed fro m Dickso n polynomial s o f small degrees . Dick -
son polynomial s hav e als o bee n use d t o construc t oval s i n projectiv e 
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planes PG(2,g) , wit h q  =  2 e, an d e  odd . Oval s ca n b e constructe d 
from certai n powe r permutatio n polynomial s x n. W e refer th e reade r 
to Lid l et  al.  [35 ] for mor e details . 

We also briefly mentio n severa l applications of power and Dickso n 
polynomials t o cryptography . I f on e want s t o quickl y enciphe r mes -
sages, one ca n simpl y choos e a  value o f n  wit h (n , q — 1 ) = 1 , so tha t 
the polynomial xn i s a permutation polynomia l over Fq. The n one can 
encrypt th e messag e m  b y calculatin g m n. Thi s ca n b e easil y deci -
phered b y using the invers e polynomial x k wher e kn  =  1  (mo d q  — 1). 
One ca n als o us e a  Dickso n analogu e o f thi s metho d o f encryption . 
There i s a  Dickso n polynomia l analogu e o f th e RS A cryptosyste m 
for th e secur e transmissio n o f information ; an d ther e i s a  Dickso n 
Diffie-Hellman schem e fo r th e exchang e o f keys ; see  Chapte r 4  fo r 
details. 

7. Note s 

There ar e numerous book s dealin g with theoretica l a s well as applie d 
aspects o f finit e fields.  Withou t question , th e standar d referenc e o n 
the subjec t i s b y Lid l an d Niederreite r [37] . Thi s i s a  ver y compre -
hensive an d thoroug h surve y o f th e theor y an d application s o f finite 
fields. Thi s volum e als o contain s a n incredibl y complet e lis t o f refer -
ences through 1983 . A  second boo k b y Lid l an d Niederreite r [36 ] is a 
very readable an d shortene d textboo k versio n o f [37] . I t als o contain s 
a chapte r o n cryptographi c application s o f finite fields.  W e als o re -
fer t o Jungnicke l [25 ] for a  very readabl e textboo k whic h approache s 
many o f th e finite field  topic s fro m a  computationa l poin t o f view . 
Small [59 ] and Wan [65 ] provide very readable text s dealing with var -
ious aspects , especiall y theoretica l aspects , o f finite fields.  Th e boo k 
by Lidl , Mullen , an d Turnwal d [35 ] provides a  summary o f numerou s 
algebraic an d numbe r theoreti c propertie s o f Dickso n polynomials . 

The followin g book s discus s additiona l topic s relate d t o finite 
fields. Meneze s [43 ] provides a treatment o f applications of finite fields 
to ellipti c curve s an d ellipti c curve cryptosystems . Hachenberge r [21 ] 
provides a n extensiv e discussio n o f topic s relate d to , an d extension s 
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of, norma l base s ove r finite fields.  Finally , w e mention th e ver y com -
prehensive monograp h b y Shparlinsk i [58 ] that deal s wit h man y the -
oretical a s wel l a s computationa l topic s relate d t o finite fields.  Thi s 
monograph als o contain s a  collectio n o f 307 5 references . 

8. Exercise s 

1.1. Fo r a  commutativ e rin g R  o f characteristi c p , sho w tha t 

(ai +  --- + asf
n =af  +---+af 

for ever y n  >  1  and ai , a2, .. •, as G  R. 

1.2. Le t F  b e a  field  (no t necessaril y finite)  an d le t 0  b e a n au -
tomorphism o f F.  Sho w tha t 0(0 ) =  0  an d 0(1 ) =  1 . Sho w tha t 
0 ( x - i ) =  (^(x))- 1 fo r al l xeF. 

1.3. Fi x a  field  F.  Le t S  b e th e se t o f expression s o f th e for m 
f{x)y)/g(xJy) wher e /  an d g  ar e polynomial s ove r F  usin g th e vari -
ables x  an d y  an d g(x,y)  i s no t th e zer o polynomial . I f a  suitabl e 
equivalence relatio n E  i s placed o n S,  the n S/E  wil l be a  field  unde r 
the ordinary operation s o f fraction additio n an d multiplication . Stat e 
this equivalenc e relatio n an d prov e tha t S/E  i s a  field.  Thi s field  i s 
called th e field  of  rational  functions  i n th e variable s x , y ove r F  an d 
is ofte n denote d F(x,y).  Not e tha t eve n i f F  i s finite,  th e field  o f 
rational function s i n on e o r mor e variable s ove r F  wil l be infinite . 

1.4. Le t p be a prime number an d le t F p(x, y)  b e the field of fraction s 
in th e variable s x,y  ove r F p (se e Exercis e 1. 3 fo r a  definitio n o f thi s 
field). Le t K  —  Fp(x

p,yp) b e th e smalles t subfiel d o f F p(x,y) con -
taining F p an d the elements xp an d y p. Sho w that [F p(x, y)  :  K] =  p 2, 
and tha t a p G  K fo r an y a  G  Fp(x, y).  Us e thes e fact s t o prov e tha t 
Fp(x, y)  i s a  finite  extensio n o f K  tha t i s not a  simpl e extension . 

1.5. Le t f(x)  =  x n +  a n-ix
n~l +  •  • •  +  a o b e a  moni c polynomia l o f 

degree n  ove r a  field  F.  Conside r th e followin g algorithm . I f a o = 0 , 
calculate f{x)/x.  I f ao ^  0 , let j  wit h 1  < j  <  n  be the smalles t valu e 
so that aj  ^  0 . I n thi s cas e calculat e 
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Show tha t fo r an y polynomial f(x)  ove r F  o f degree n  >  1 , upon it -
eration o f this algorithm, w e always obtain a  sequence of polynomials 
that end s a t 1 . Hint : Us e induction o n the degree n. 

This proble m i s analogous t o the Collatz  3 n + 1  problem fo r the 
integers where one divides by 2 if the number n  is even and calculate s 
3n + 1  if n i s odd. Th e famous, an d stil l unsolved , 3 n + 1  conjectur e 
postulates tha t startin g wit h an y positiv e intege r n , thi s algorith m 
will produce a  sequence o f positive integer s whic h alway s end s a t 1 . 

Fini te Fields . 

1.6. Construc t th e addition an d multiplication table s for F2[x]/(x3 + 
x2 +  x).  Determin e whethe r o r not thi s rin g i s a field. 

1.7. Le t f(x)  =  15x + 2x 100. Evaluat e /(4 ) i n F3 an d F 7. 

1.8. Construc t a  field  with 8  elements. 

1.9. I f p  i s a  prime , the n th e field  F p i s th e sam e (isomorphic ) a s 
the rin g Z p o f integers modul o p. Explai n wh y the field  F4 is not the 
same a s th e rin g Z4 . I n fact , i t turn s ou t tha t i f m  >  1 , th e field 
Fpm ^  Z pm, th e ring o f integers modul o pm. Explai n why. 

1.10. Assum e tha t F 2e =  F 2(a) , wher e a 6 - f a 5 +  1  = 0 . Comput e 
a40 i n F2e as a polynomial o f degree less than 6  in a. Fin d the unique 
n <  64 such tha t a n =  a 4 +  a  +  1 . 

1.11. Determin e th e multiplicativ e orde r o f eac h nonzer o elemen t 
in F 17. 

1.12. Construc t a  field  of order 1 6 and determin e th e multiplicativ e 
order o f each nonzer o elemen t i n the field. 

1.13. Determin e th e number o f functions mappin g F q t o itself . Ho w 
many o f these function s ca n be represented b y a polynomial ove r F ql 
By representin g a  functio n f(x)  b y a  polynomia l Pf(x)  ove r F q, w e 
mean, a s in Theorem 1.6.2 , tha t Pf(a)  =  f(a)  fo r al l a  G Fq. 

1.14. Sho w that an y polynomial of degree two over Fq split s over Fq2 
into a  product o f two linear polynomials . 

1.15. Sho w tha t th e sum of all elements o f a finite field  i s 0, excep t 
for th e field  F 2. 
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1.16. Prov e tha t (f(x)) q =  f(x q) fo r f(x)  G  F q[x\. Th e propert y 
described i n thi s exercis e i s of grea t us e i n finite field  calculations . 

1.17. Le t F  b e a  finite  extensio n o f K  =  F q an d le t a  =  (3 q — (3 
for som e (3  G F. Prov e tha t a  =  ^ q —  7  wit h 7  G  F i f an d onl y i f 
(3-jeK. 

1.18. Construc t th e field  F\Q  by viewin g i t a s a  vecto r spac e o f di -
mension fou r ove r th e bas e field  F2 . Similarly , construc t th e sam e 
field b y viewin g i t a s a  vecto r spac e o f dimensio n tw o ove r th e bas e 
field F4 . W e know sinc e u p t o isomorphis m ther e i s only on e field  of 
a give n prime power order , tha t thes e two constructions mus t lea d t o 
the sam e field  F±Q.  Ca n yo u construc t a n isomorphism betwee n thes e 
two fields? 

1.19. Prov e Lemm a 1.2.10 . 

1.20. Prov e Corollar y 1.3.11 . 

1.21. Le t K  b e a n extensio n o f F  an d le t a  G  K  hav e minima l 
polynomial p(x)  G  F[x\. I f q(x)  G  F(x) i s suc h tha t q(a)  =  0  in F , 
then p(x)\q(x). 

Trace an d Norm . 

1.22. Le t F  b e a  finite  extension o f the finite field  K  o f characteristi c 
p. Prov e tha t Tr F/K(apn) =  (Tr F / K (a ) ) p n fo r al l a  G  F an d n  >  1 . 

1.23. Prov e tha t th e dua l basi s o f a  norma l basi s o f F qm ove r F q i s 
again a  norma l basi s o f F qm ove r F q. 

1.24. Prov e Lemm a 1.4. 5 whic h state s tha t th e trac e functio n map s 
Fqm ont o eac h elemen t o f th e bas e field  equall y often . Wha t ca n b e 
said abou t th e distributio n o f values fo r th e nor m function ? 

1.25. Le t F  b e a  finite  extensio n o f K  —  Fq. Prov e tha t fo r a  G  F 
we have N F / ^ ( a ) =  1  if and onl y i f a  —  (3 q~1 fo r som e (3  € F*. 

Bases. 

1.26. Sho w tha t i f one takes int o accoun t th e orde r o f the elements , 
then th e tota l numbe r o f distinc t base s o f F q™ ove r F q i s given b y 

(qm-l)(qm-q)'-(qm-qm-1). 
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1.27. Construc t a  self-dua l basi s o f F 24 ove r F 2 . 

1.28. Prov e tha t i f {c*i,... , am } i s a  basi s o f F  =  F gm ove r X  = = Fq, 
then Tr^/x(^i ) 7 ^ 0 for a t leas t on e i , 1  < i  <  ra. 

1.29. Prov e tha t ther e exist s a  norma l basi s {a , a9 , . . . ,  a9™ }  o f 
F =  F qm ove r K  =  F q wit h Tr F/K{a) =  1 . 

1.30. Sho w tha t ther e i s a  self-dua l norma l basi s o f F4 ove r F 2 , bu t 
no self-dua l norma l basi s o f Fi e ove r F 2 . 

Polynomials. 

1.31. Le t F q b e a  finite fiel d o f characteristic p.  Prov e tha t /  G  F q[x] 
satisfies f'{x)  =  0  i f an d onl y i f f(x)  =  g(x p) fo r som e polynomia l 
g(x) i n F 9[x]. 

1.32. Sho w tha t f(x)  —  xA - f x  +  1  G  F2[x] i s irreducibl e ove r F 2 . 
Then construc t th e additio n an d multiplicatio n table s fo r th e simpl e 
extension F 2(0), wher e 6  is a  roo t o f / . 

1.33. I n th e previou s exercis e th e reade r wa s aske d t o sho w tha t 
p(x) =  x 4 +  x  +  1  i s irreducibl e ove r F 2 . I s thi s polynomia l prim -
itive ove r F 2? Tha t is , doe s p(x)  hav e a  roo t whic h generate s th e 
multiplicative grou p F ^ o f al l nonzer o element s i n the fiel d F 24 ? 

1.34. Le t g(x)  b e a  moni c polynomia l wit h degre e ra  ove r a  fiel d F 
such that g  has m  distinc t roots . Sho w that th e coefficient o f x rn~k i n 
g(x) i s the sum of all k\  ( )̂ ordere d products of k roots of g multiplied 
by (-l) f e . 

1.35. Prov e tha t th e reciproca l polynomia l o f an irreducibl e polyno -
mial /  ove r F q i s again irreducibl e ove r F q. Prov e tha t th e reciproca l 
of a  primitive polynomia l i s also primitive . 

1.36. Sho w tha t i f /  i s a  self-reciproca l polynomia l o f degre e m 
(f(x) =  f*(x)  =  x^fil/x))  i n F q[x] o f degre e m  >  1 , the n ra  mus t 
be even . 

1.37. I f (n,p ) =  1 , show tha t th e numbe r o f monic irreducibl e poly -
nomials o f degree n  ove r F q whic h hav e th e trac e coefficien t equa l t o 
any fixe d valu e o f a  G  Fq i s given b y 
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where p  i s the characteristi c o f F q. 

Linearized polynomials . 

1.38. Prov e Theorem 1.6.16 , which states that linearize d polynomial s 
indeed giv e linea r mappings . 

1.39. Sho w that a  linearized polynomia l L{x)  i s a permutation poly -
nomial o n the field  F qr i f and onl y i f L(x)  onl y ha s the roo t 0  in F qr. 

1.40. Le t L(x)  =  X 5̂= o asXq3 be a linearized polynomial over the field 
Fqr. I t ca n be shown, a s for exampl e i n Lidl and Niederreite r [37 , pp. 
361-362], tha t L{x)  induce s a  permutatio n o n th e field  F qr i f an d 
only i f th e determinan t o f th e matri x AL  =  {a q_ •) where 0  <  i,j  < 
r —  1  and th e subscrip t i  — j i s calculate d modul o r , i s nonzero . I n 
fact, th e se t o f all such permutation polynomial s form s a  group unde r 
composition o f functions modul o (x q —  x),  calle d th e Betti-Mathieu 
group, whic h i s isomorphi c t o th e general  linear  group  GL(r , Fq) o f 
all nonsingula r r  x  r  matrice s ove r F q unde r matri x multiplication . 

(i) Sho w tha t th e polynomia l x q induce s a  permutatio n o n th e 
field F qr fo r an y r  >  1 . 

(ii) I f q  = 3 e , show tha t th e polynomia l x 3 —  ax i s a  permutatio n 
polynomial o n th e field  F q i f an d onl y i f a  i s no t a  square , tha t is , if 
a^b2 fo r an y b  e F q. 

Permuta t i on polynomials . 

1.41. Fo r q  = 2 , 3 , and 5 , construc t al l permutatio n polynomial s o n 
the field  F q o f degre e n o highe r tha n q  — 1 . 

1.42. Sho w tha t ther e ar e q\  permutation s o n th e field  F q. Sho w 
that thes e permutation s for m a  grou p unde r functiona l compositio n 
modulo x q —  x,  an d tha t thi s grou p i s isomorphi c t o th e symmetri c 
group S q. 

1.43. I f f(x)  i s a  permutatio n polynomia l ove r th e field  F q, sho w 
that fo r al l a  ^  0,6 , c G  Fq, th e polynomia l af(x  +  b)  -f c  i s als o a 
permutation polynomia l ove r F q. Sho w tha t th e se t {af(x  - f b)  + c  | 
a,b,c e  F q,a^O} contain s q 2(q —  1 ) polynomials . 
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1.44. Fo r a n od d prim e p,  sho w tha t th e polynomia l x p~2 +  x p~3 + 
\-x2+2x-\-l represent s the permutation which consists of the trans-

position (01 ) tha t interchange s 0  an d 1  and fixes  al l othe r element s 
of the field  F p. 

1.45. Sho w that th e polynomial xn permute s the field Fp fo r infinitel y 
many prime s p  i f an d onl y i f n  i s odd . Hint : us e Dirichlet' s theore m 
which state s tha t i f (a , b) = 1 , then th e arithmeti c progressio n ax  +  b 
contains infinitely man y primes a s x range s over the positive integers . 
Note tha t th e specia l cas e o f Dirichlet' s theore m whe n a  =  2  an d 
b = 1  is Euclid's theore m tha t ther e ar e infinitel y man y primes . 

1.46. Sho w tha t th e Dickso n polynomia l D n(x,a), wit h a  =£ 0, per -
mutes the field Fp fo r infinitely man y primes p if and only if (n, 6) =  1 . 
Hint: us e Dirichlet' s theore m fro m Exercis e 1.45 . 

1.47. Fo r a  polynomia l f(x)  ove r F g , le t th e value  set  Vf  of  f(x)  b e 
defined b y Vf  =  {/(a ) |  a G  Fq}. Sho w tha t th e valu e se t V xn o f th e 
polynomial x n ove r F q ha s cardinalit y \V xn| =  1  + (q  — l)/(n,q  —  1) , 
where (a , 6) denote s th e greates t commo n diviso r o f th e integer s a 
and b. 

1.48. Us e th e precedin g exercis e t o sho w x n induce s a  permutatio n 
polynomial o n F q i f and onl y i f (n , q — 1 ) =  1 . 



Chapter 2 

Combinatorics 

1. Introductio n 

Combinatorics i s a  very large , fascinating , an d extremel y activ e are a 
of mathematic s which , i n addition , ha s numerou s practica l applica -
tions. I n this chapter , w e briefly discus s several area of combinatoric s 
in whic h finite fields  pla y majo r roles . Thes e includ e set s o f mutu -
ally orthogona l lati n squares , affin e an d projectiv e planes , balance d 
incomplete bloc k designs , an d Hadamar d matrices . W e begin wit h a 
discussion o f lati n square s an d set s o f orthogona l lati n squares . W e 
will later see  that lati n square s ar e closely related t o finite  geometrie s 
and algebrai c codes , an d hav e application s i n cryptography . 

2. Lati n square s 

Latin square s hav e fascinated individual s fo r centuries . Becaus e the y 
have so many interesting properties, useful applications , and ar e asso-
ciated wit h man y open questions , the y ar e stil l being actively studie d 
today. 

Definition 2.2.1 . A  latin  square  of  order  n  i s an n  x  n  matri x con -
taining n  distinc t symbol s (usuall y denote d b y 0 , 1 , . . . , n  —  1 ) suc h 
that eac h row and colum n of the matrix contains each symbol exactl y 
once. 

43 

http://dx.doi.org/10.1090/stml/041/02



44 2. Combinatoric s 

Example 2.2.2 . A  latin squar e o f order 6 : 

0 
1 
2 
3 
4 
5 

1 
2 
3 
4 
5 
0 

2 
3 
4 
5 
0 
1 

3 
4 
5 
0 
1 
2 

4 
5 
0 
1 
2 
3 

5 
0 
1 
2 
3 
4 

While th e reade r ca n n o doub t convinc e himsel f o r hersel f tha t 
there i s indee d a t leas t on e lati n squar e o f orde r n  fo r an y positiv e 
integer n , th e followin g give s a  mor e forma l proo f o f this fact . 

Theorem 2.2.3 . There  is  a  latin  square  of  order  n for  each  n >  1 . 

Proof. Th e additio n tabl e o f th e additiv e grou p Z/n Z o f integer s 
modulo n  i s alway s a  lati n squar e o f orde r n . I n fact , th e Cayle y 
table o f an y finite  grou p o f order n  i s a  lati n squar e o f order n.  • 

Although th e lati n square s constructe d i n Theore m 2.2. 3 ar e th e 
Cayley table s o f groups , no t ever y lati n squar e i s the Cayle y tabl e o f 
a group ; se e Exercise 2.13 . 

A centra l proble m i n th e theor y o f lati n square s i s t o determin e 
how many lati n square s o f each siz e exist . 

Definition 2.2.4 . Le t L n denot e the number o f distinct lati n square s 
of order n . 

How ca n w e determine th e valu e o f L n? W e begin b y restrictin g 
our focus to reduced lati n squares . A  latin square of order n  i s said t o 
be reduced  i f it s firs t ro w an d firs t colum n ar e i n th e standar d orde r 
0 , 1 , . . . , n - l . 

Definition 2.2.5 . Le t l n denot e the number o f distinct reduce d lati n 
squares o f order n. 

The valu e o f l n ca n b e compute d b y han d fo r smal l value s o f n , 
and b y compute r fo r slightl y large r value s o f n , bu t th e valu e o f l n i s 
unknown fo r n  >  12 . A s o f th e writin g o f thi s book , n o formul a fo r 
ln ha s bee n foun d an d i t seem s possibl e tha t non e exists . Th e nex t 
theorem show s tha t w e can comput e L n fro m l n, an d vice  versa. 
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Theorem 2.2.6 . For  any  n>2,  L n =  n\(n-l)\l n. 

Proof. Give n a latin square of order n , i t i s easy to see that, b y inter -
changing (permuting ) th e n  columns , w e can obtai n n ! lati n square s 
of order n  an d eac h suc h squar e wil l be different . Similarly , b y inter -
changing th e las t n  —  1  rows, we can obtai n (n  —  1) ! distinct square s 
of orde r n . Moreover , eac h o f thes e square s wil l b e differen t fro m 
those obtaine d b y the colum n permutations . Thu s i f we begin wit h a 
reduced lati n squar e o f order n , w e can generat e a  tota l o f n\(n  —  1) ! 
distinct lati n square s o f orde r n , exactl y on e o f whic h i s reduced . 
Since ther e ar e l n distinc t reduce d lati n square s o f orde r n , w e ca n 
construct n\(n  —  l)!Z n distinc t lati n square s o f order n.  Moreover , b y 
permuting th e row s and column s o f any lati n square , we can obtain a 
unique reduce d lati n squar e o f order n , an d s o the resul t follows . • 

The value s o f l n fo r 2  <  n  <  7  are show n i n th e followin g table . 
In Exercis e 2.1 , we as k th e reade r t o comput e th e firs t thre e value s 
by hand , an d th e las t thre e value s b y machine . 

n 2  3  4  5  6  7 
ln 1  1  4  5 6 9,40 8 16,942,08 0 

The value s o f Zi o an d In  hav e recentl y bee n determine d usin g 
large amount s o f machin e computation . Usin g thes e values , w e ob -
tain: 

Lio -  10 ! • 9! • 7,580, 721,483,160,132,811,489,280 , 
L n -  11 ! • 10 ! • 5,363,937,773,277,371,298,119,673,540,771,840 . 

See McKay and Wanless [42 ] for a  discussion of the computationa l 
effort use d t o determin e th e valu e In  an d verif y th e value s o f l n fo r 
n< 10 . 

2.1. Set s o f orthogona l lati n squares . Give n tw o lati n square s 
of the sam e size , w e can superimpos e the m t o creat e a  singl e squar e 
of ordered pairs , a s show n below . 
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0 1 2 
1 2 0 
2 0 1 

Square 1 

0 1 2 
2 0 1 
1 2 0 

Square 2 

(0,0) (1,1) (2,2) 
(1,2) (2,0) (0,1) 
(2,1) (0,2) (1,0) 

Superimposed square 

Notice that eac h of the nine possible ordered pair s based on thre e 
symbols appears exactly once in the superimposed square . Extendin g 
this concept to latin squares of any order gives the following definition . 

Definition 2.2.7 . Tw o lati n square s o f orde r n  ar e orthogonal  i f 
when th e square s ar e superimpose d eac h o f th e n 2 ordere d pair s o f 
symbols appears exactly once. A  collection { L i , . . . , L t} o f t >  2 latin 
squares o f the sam e orde r i s said t o b e mutually  orthogonal  i f ever y 
pair o f distinc t square s i n th e collectio n i s orthogonal . 

Let N(n)  denot e th e siz e o f th e larges t collectio n o f mutuall y 
orthogonal lati n square s (MOLS ) o f orde r n.  W e remin d th e reade r 
that N(n)  denote s th e maximu m numbe r o f MOL S o f orde r n  tha t 
exist, no t th e maximu m numbe r tha t w e have been abl e to construct . 
The remainde r o f thi s sectio n wil l presen t severa l result s abou t th e 
function N{n). 

Theorem 2.2.8 . N(n)  <  n  -  1  for any  n  >  2 . 

Proof. I t i s eas y t o se e tha t th e n  symbol s i n a  lati n squar e L  o f 
order n  ca n b e rename d i n an y wa y withou t affectin g th e square' s 
orthogonality wit h a  secon d lati n square , sa y M , als o o f orde r n . 
Thus i n an y se t o f orthogona l square s o f orde r n , w e ma y assum e 
that th e first  ro w is in the standar d orde r 0 , 1 , , . . . , n  — 1. Th e reade r 
is asked t o prov e these statement s i n Exercis e 2.24 . 

Now consider th e element s that occu r i n the secon d row, first  col -
umn o f each o f the N(n)  orthogona l lati n square s o f order n . Clearl y 
the symbol i n this cel l in any o f the N(n)  square s cannot b e 0  or tha t 
square woul d no t b e latin . Sinc e th e symbol s i n thi s cel l mus t b e 
different i n eac h squar e t o preserv e orthogonality , ther e ar e a t mos t 
n —  1 possibilities. Thu s w e have tha t N(n)  <  n  — 1, and ou r proo f i s 
complete. D 

Definition 2.2.9 . A  set of t >  2  MOLS of order n  i s called a  complete 
set i f t  =  n  —  1 . 
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We no w sho w tha t i f q  i s a  prim e power , the n w e ca n us e th e 
finite field  F q t o easil y construc t a  complet e se t o f q  — 1 MOL S o f 
order q.  Th e famou s India n mathematica l statisticia n Ra j Chandr a 
Bose (1901-1987 ) [3 ] is usually credite d wit h th e followin g importan t 
result, althoug h h e wa s preceded b y E . H . Moor e [46] . 

Theorem 2.2.1 0 (Bos e 1938) . If  q  is  a  prime power,  then  N(q)  ~ 
q-1. 

Proof. Le t F*  =  { a i , . . . , a ^ i }. Labe l th e row s an d column s o f a 
q x  q  matri x wit h th e element s o f F q, liste d i n an y order . Fo r eac h 
I <  i  <  q  — 1  we construc t a  lati n squar e Li  a s follows . Le t /;(# , y) 
be th e linea r polynomia l fi{x,y)  =  aix  +  y.  I n th e locatio n (x,y)  i n 
the squar e Li  plac e the field element fi(x,y).  I t i s straightforward t o 
verify tha t eac h polynomia l fi(x,y)  generate s a  lati n squar e o f orde r 
#, an d tha t an y tw o lati n square s s o generated ar e distinct . 

We now show that th e latin squares are mutually orthogonal , tha t 
is, tha t an y tw o distinc t square s i n th e se t ar e orthogonal . Le t 1  < 
i <  j <  Q  — 1 , and le t (6i , 62) be an y pai r o f elements o f F q. Showin g 
that thi s pai r occur s whe n th e square s Li  an d Lj  ar e superimpose d 
is equivalent t o showin g tha t th e syste m o f equation s 

ctiX + y =  b u 

djX + y =  b2 

has a  solutio n (x,y)  ove r F q. Thi s follow s fro m basi c linea r algebra , 
because i f ai  ^  ctj , then th e coefficien t matri x 

U v 
is invertible, and hence the pair of equations has a unique solution. • 

Example 2.2.11 . Fo r q  = 3 , using th e polynomial s x  +  y  an d 2x  + 
y ove r F3 , w e obtai n th e pai r o f MOL S o f orde r 3  give n nea r th e 
beginning o f this section . 

We now presen t a  large r exampl e usin g th e finite field  F4 , whic h 
is generated ove r F2  by a n elemen t a  satisfyin g a 2 +  a  + 1  = 0. Fro m 
the thre e polynomial s x  +  y , ax  +  y,  an d a 2x -f - y,  w e obtai n th e 
following complet e se t K\,K<i,  K$  o f three MOL S o f order four : 
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0 
1 
a 
a2 

1 
0 

a2 

a 

a 
a2 

0 
1 

a2 

a 
1 
0 

0 
a 
a2 

1 

1 
a2 

a 
0 

a 
0 
1 

a2 

a2 

1 
0 
a 

0 
a2 

1 
a 

1 
a 
0 
a2 

a 
1 

a2 

0 

a2 

0 
a 
1 

# 1 # 2 # 3 

We have shown that i f n is a prime power, then N(n)  =  n—1. Th e 
problem o f determinin g iV(n ) fo r othe r n  i s much mor e difficul t an d 
for most n  remains an open question. A n important conjectur e i s that 
only prim e powe r value s o f n  hav e the propert y tha t N(n)  =  n  —  1 . 

Conjecture 2.2.1 2 (Th e Prim e Powe r Conjecture) . Fo r n  >  2 , 
N(n) =  n  — 1  if and onl y i f n  i s a  prim e power . 

After Fermat' s Las t Theore m wa s prove d i n 1994 , th e firs t au -
thor propose d [48 ] the Prime Powe r Conjectur e a s a candidate fo r th e 
"Next Ferma t Problem. " W e no w provid e som e motivatio n an d evi -
dence fo r attachin g suc h a  lofty titl e t o th e Prim e Powe r Conjecture . 
We begin wit h a  famou s conjectur e o f Leonard Euler . 

Conjecture 2.2.1 3 (Eule r 1782) . I f n  i s a n od d multipl e o f 2 , tha t 
is, i f n  =  2(2k  +  1 ) with k  >  0, then N(n)  =  1 . 

Euler's conjectur e i s true fo r k  =  0  and k  =  1  (that is , for n  =  2 
and n  =  6) , bu t i s no w know n t o b e fals e fo r al l othe r value s o f k\ 
see Theore m 2.2.19 . Eule r wa s unabl e t o prov e eve n th e cas e whe n 
k =  1 , an d ma y hav e bee n le d t o hi s conjectur e throug h unsuccess -
ful attempt s t o construc t 2  MOL S o f order s 6,10,14 , W e no w 
provide a  brie f histor y relate d t o Euler' s conjecture . A  partia l posi -
tive resul t wa s obtained ove r on e hundred year s later ; se e Denes an d 
Keedwell [11 , p. 140] . 

Theorem 2.2.1 4 (Tarr y 1899-1900) . N(6)  =  1 . 

We remin d th e reade r tha t i n 1900 , withou t th e ai d o f a  com -
puter, Tarry' s resul t wa s n o smal l feat ; recal l tha t th e numbe r o f 
latin square s of order 6  is given by LQ  =  6 ! • 5! • 9,408 «  8  • 108. A n el-
egant moder n proo f (usin g properties fro m codin g and desig n theory ) 
that N(6)  =  1  is due t o Stinso n [61] . 
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For lati n square s o f orde r 6 , on e ca n ge t ver y clos e t o havin g a 
pair o f MOLS. Exercise 2. 3 asks you to construc t tw o latin square s of 
order 6  which, when superimposed, yiel d a  total of 34 distinct ordere d 
pairs. 

Thinking tha t Euler' s conjectur e wa s likely tru e (afte r all , i t wa s 
true i n th e firs t tw o cases , an d Eule r ha d suc h a  fabulou s abilit y t o 
compute) H . F. MacNeish [40 ] was led to generalize Euler's conjectur e 
in the followin g way . 

Conjecture 2.2.1 5 (MacNeis h 1922) . Suppos e n  =  q\  • •  -q r, wher e 
the number s qi  are powers of distinct prime s and q\  <  •  • • < q r. The n 
N(n) = q i - l . 

MacNeish's conjectur e i s o f cours e tru e a t n  =  6  an d al l prim e 
powers. I t howeve r suffere d a  negativ e fat e i n 195 9 when Parke r [52 ] 
constructed a  counterexample . 

Counterexample 2.2.1 6 (Parke r 1959) . N(21)  >  4. 

Parker use d finit e field s t o buil d th e necessar y orthogona l lati n 
squares. I n particular , h e showe d tha t i f m  >  3  is a  Mersenn e prim e 
(a prim e o f th e for m 2 n —  1 ) o r i f m  +  1  is a  Ferma t prim e ( a prim e 
of the for m 2 2n +  1 ) greater tha n 3 , then ther e i s a  se t o f m  MOL S of 
order m 2 + m + l . Usin g the Fermat prim e m  +1 =  2 2 - f1, Parke r wa s 
able to construc t 4  MOLS o f order 21 , thus showin g tha t MacNeish' s 
conjecture i s false. W e refer t o Dene s and Keedwel l [11 , pp. 394-396 ] 
for furthe r details . 

The sam e year , Euler' s conjectur e suffere d th e sam e fate . 

Counterexample 2.2.1 7 (Bose  an d Shrikhand e 1959) . N(22)  >  2 . 

Bose and Shrikhand e als o used finite field s i n their disproo f o f the 
Euler conjecture . I n particular , the y showe d tha t i f q  = 3  (mo d 4 ) i s 
a prim e power , the n ther e exist s a  pai r o f MOLS o f orde r (3q  — l) /2 . 
Taking q  =  7  yield s a  pai r o f MOL S o f orde r 10 ; se e Dene s an d 
Keedwell [11 , pp. 397-400 ] fo r detail s o f this orde r 1 0 construction . 

These two results o f course showed tha t bot h th e Eule r an d Mac -
Neish conjectures wer e false. I t turned out that Euler' s conjecture wa s 
incorrect a t othe r value s a s well , including n  —  10; see Parke r [53] . 
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Counterexample 2.2.1 8 (Parke r 1960) . AT(IO ) >  2 . Th e followin g 
table show s tw o superimpose d MOL S o f orde r 10 . 

1,2 
7,4 
5,1 
0,7 
3,5 
2,0 
4,3 
8,9 
6,8 
9,6 

2,3 
4,2 
1,4 
7,1 
5,7 
0,5 
3,0 
9,8 
8,6 
6,9 

3,1 
2,7 
4,5 
1,0 
7,3 
5,2 
0,4 
6,6 
9,9 
8,8 

4,6 
0,9 
6,7 
3,8 
8,2 
9,1 
5,5 
2,4 
7,0 
1,3 

5,9 
6,1 
0,8 
8,3 
9,4 
7,7 
2,6 
3,2 
1,5 
4,0 

6,4 
5,8 
8,0 
9,2 

1,1 
3,6 
7,9 
0,3 
4,7 
2,5 

7,8 
8,5 
9,3 
4,4 
0,6 
1,9 
6,2 
5,0 

2,1 
3,7 

8,7 
9,0 
2,2 
5,6 
4,9 
6,3 
1,8 
7,5 
3,4 
0,1 

9,5 
3,3 
7,6 
2,9 
6,0 
4,8 
8,1 
1,7 
0,2 
5,4 

0,0 
1,6 
3,9 
6,5 
2,8 
8,4 
9,7 
4,1 
5,3 
7,2 

The followin g resul t o f Bose , Shrikhande , an d Parke r [4 ] i s th e 
most fundamenta l resul t i n the theor y o f MOLS sinc e the 193 8 proof 
by Bos e tha t N(n)  =  n  —  1  if n  i s a  prim e power . Th e author s no t 
only prove d tha t a  pai r o f MOL S exist s fo r ever y n  ^  2,6 , they , i n 
passing, sho w that Euler' s conjectur e i s false fo r ever y value of A; >  2 . 
To b e fai r t o Euler , h e o f cours e di d no t hav e a t hi s disposa l an y 
computer o r h e migh t hav e mad e a  conjectur e alon g th e line s o f th e 
Prime Power Conjecture . I n some sense, the Prime Power Conjectur e 
is more likel y t o b e tru e sinc e on e i s trying t o sho w the nonexistenc e 
of a highly complex structur e ( a set o f n — 1 MOLS o f order n)  rathe r 
than th e nonexistenc e o f a  significantl y simple r structur e ( a pai r o f 
MOLS o f orde r n) . 

Theorem 2.2.1 9 (Bose , Shrikhande, Parke r 1960) . N(n)  >  2  for all 
n except  2  and  6 . 

After n  =  6 , the nex t nonprim e powe r cas e occur s whe n n  =  10 . 
The value of N(10) remain s unknown t o this day; i n fact, w e are very 
far fro m knowin g the exact value of iV(10). Ther e was a lot of interes t 
in whethe r iV(10 ) =  9 , an d a  lo t o f mathematica l effor t wa s pu t int o 
this proble m usin g variou s idea s fro m codin g theor y (se e Chapte r 3 ) 
and projectiv e plane s (se e Section 3  of this chapter) . Progres s o n th e 
value o f iV(10 ) remaine d ver y elusiv e unti l a  resul t b y Lam , Thiel , 
and Swierc z [29 ] in 1989 . 

Theorem 2.2.2 0 (Lam , Thiel , Swierc z 1989) . N(10)  <  9 . 
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This resul t require d sophisticate d mathematica l tool s fro m alge -
braic codin g theor y togethe r wit h ove r 200 0 hour s o f computatio n 
on a  Cra y supercomputer ! Nevertheless , i t i s stil l no t know n toda y 
whether ther e exis t thre e MOL S o f orde r 10 . I t i s know n tha t i f 
n >  4  an d N(ri)  <  n  —  1 , the n N(n)  <  n  —  4  (se e Dene s an d Keed -
well [11 , p. 385]) . I t follow s tha t 2  < JV(10 ) <  6 . 

To prove Theore m 2.2.2 4 below , MacNeis h invente d a  method o f 
combining lati n square s o f size s n\  an d ri2  into a  large r lati n squar e 
of orde r ni7i2 . W e no w describ e thi s construction , whic h i s closel y 
related to the Kronecker produc t o f matrices, in detail. Le t H  =  (hij) 
be a  lati n squar e o f orde r n\  an d le t K  =  (k rs) b e a  lati n squar e o f 
order ri2-  We wil l form a n n\U2  x  ri\n2  matrix , denote d H  0  K.  W e 
replace eac h elemen t h^  o f H  wit h th e ri2  x 77- 2 matrix whos e entrie s 
{ars} ar e ordere d pairs : a rs = 

As a n illustratio n o f thi s constructio n wit h n\  —  2 an d ri2  = 3 , 
let H  an d K  b e th e followin g squares . 

0 1  °  X  2 

1 0  l  2  ° 
2 0  1 

H K 

The Kronecke r produc t constructio n yield s th e followin g 6 x 6 
square H  (g ) K whos e element s ar e ordere d pair s (fo r simplicity , w e 
have omitte d th e parenthese s an d commas) . 

00 0 1 0 2 1 0 1 1 1 2 
01 0 2 0 0 1 1 1 2 1 0 
02 0 0 0 1 1 2 1 0 1 1 
10 1 1 1 2 0 0 0 1 0 2 
11 1 2 1 0 0 1 0 2 0 0 
12 1 0 1 1 0 2 0 0 0 1 

H®K 

Of course one can easily replace the ordered pairs 00,01,02,10,11,1 2 
by the integer s 0,1,2,3,4 , 5  to obtai n a  latin squar e o f order 6  whose 
elements ar e th e usua l symbols . 
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Example 2.2.21 . Figur e 2. 1 belo w illustrate s th e Kronecke r prod -
uct constructio n fo r a  pai r Hi  0  K\ , H2  0  ^ 2 o f MOL S o f orde r 1 2 
constructed fro m th e pai r o f MOLS o f order 3  given a t th e beginnin g 
of thi s section , an d th e firs t tw o MOL S Ki  an d K2  o f orde r 4  give n 
above. W e replac e th e symbol s 0 , 1 , a , a 2 i n th e MOL S o f orde r 4 
by 0 , 1 , 2 , 3 , respectively . 

The nex t tw o lemma s sho w tha t th e constructio n w e hav e jus t 
demonstrated ca n b e used t o construc t set s o f MOLS. The proof s ar e 
left a s exercise s fo r th e reader . 

Lemma 2.2.22 . If  H  and  K  are  latin  squares  of  orders  ni  and  n2, 
then H  0  K  is  a  latin  square  of  order  niU2-

Proof. Exercis e 2.25 . • 

Lemma 2.2.23 . If  Hi  and  H2  are  orthogonal  latin  squares  of  order 
ni and  Ki  and  K2  are  orthogonal  latin  squares  of  order  n2,  then 
Hi 0  Ki  and  H2  0 K2  are  orthogonal  latin  squares  of  order  niU2-

Proof. Exercis e 2.26 . D 

Except fo r positiv e integer s of the form n  =  2(2k  -f 1), we can us e 
this constructio n t o yiel d a  pai r o f MOL S o f orde r n . (Th e proble m 
with n  =  2(2A : + 1 ) i s that JV(2 ) =  1. ) I t thu s follow s tha t fo r 3/ 4 o f 
the positiv e integer s n , w e have N(n)  >  2 . 

Theorem 2.2.2 4 (MacNeis h 1922) . Let  n  =  qi  • • -q r, where  qi  are 
distinct prime  powers  and  qi  <  •  • •  < q r. Then  N(n)  >  qi  —  1 . 

Proof. I f q is a prime power greater than 2 , then N(q)  >  2.  B y usin g 
the constructio n outline d above , w e ca n construc t a  se t o f MOL S o f 
order n  fro m collection s o f MOLS o f orders qi  for 1  < i  <  r. • 

If n  i s a  prim e power , the n th e lowe r boun d i n MacNeish' s theo -
rem i s exact . I t wa s know n t o MacNeis h tha t AT(6 ) =  2  — 1  = 1 , s o 
the boun d i s optimal i n tha t cas e a s well . 

As indicated earlier , AT(21 ) >  2 . A  more recent conjectur e i s tha t 
Conjecture 2.2.1 5 i s almos t completel y wrong . Thi s rathe r darin g 
conjecture wa s raise d b y Laywine , Mullen , an d Whittl e [32] , I t say s 
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0 1 2 
1 2 0 
2 0 1 

0 1 2 
2 0 1 
1 2 0 

# 1 # 2 

0 
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3 

1 2 
0 3 
3 0 
2 1 
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0 
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3 
1 

1 2 
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0 3 
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Figure 2 .1 . Kronecke r product s o f tw o pair s o f MOL S o f 
orders 3  an d 4 
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00 
10 
20 
30 
40 
50 
60 
70 
80 
90 

0 
-
2 
4 
4 
7 
6 
4 
6 
9 
6 

1 
-
10 
5 
30 
40 
5 
60 
70 
80 
7 

2 
1 
5 
3 
31 
5 
5 
5 
7 
8 
6 

3 
2 
12 
22 
5 
42 
52 
6 
72 
82 
6 

4 
~~3~ 
3 
7 
4 
5 
5 
63 
5 
6 
6 

5 
4 
4 
24 
5 
6 
6 
7 
7 
6 
6 

6 
1 
15 
4 
8 
4 
7 
5 
6 
6 
7 

7 
6 
16 
26 
36 
46 
7 
66 
6 
6 
96 

8 
7 
3 
5 
4 
8 
5 
5 
6 
7 
6 

9 
8 
18 
28 
5 
48 
58 
6 
78 
88 
8 

Tab le 2 . 1 . Know n lowe r bound s o n N(n) 

that, lik e th e Eule r conjecture , th e MacNeis h conjectur e i s alway s 
wrong excep t a t n  =  6  and prim e powers . 

Conjecture 2.2.2 5 (Laywine , Mullen , Whittl e 1995) . Excep t fo r 
prime power s n  an d n  =  6 , th e MacNeis h conjectur e i s alway s false . 
That is , i f n  —  q\- -  q r, wher e q\  <  •  • •  <  q r ar e prim e power s o f 
distinct primes , the n N(n)  >  q\  —  1 . 

The firs t unresolve d cas e of MacNeish's conjectur e occur s fo r th e 
value n  =  63. 

Theorem 2.2.2 6 (Bruc k an d Ryse r 1949) . For  infinitely  many  n, 
N(n) <  n  —  1 . In  particular,  if  n  is  congruent  to  1  or  2  modulo  4 
and the  squarefree  part of  n contains  a  prime of  the  form 4k  ~f 3, then 
N(n) <  n-  1 . 

The proo f use s Lagrange' s fou r square s theorem , whic h state s 
that ever y positiv e intege r n  ca n b e writte n i n th e for m n  —  a\ + 
a2 +  a i +  a 4 f° r integer s a^ . I t i s interestin g t o se e ho w Lagrange' s 
number theoretic result i s so useful i n the result o f Bruck and Ryser [5] 
concerning set s o f MOLS. 

Table 2. 1 gives  lowe r bound s fo r N(n)  fo r n  <  100 . T o rea d 
the table , locat e th e desire d ten s digi t o n th e lef t han d sid e an d th e 
desired one s digi t o n th e top . 



2. Lati n square s 55 

For much more latin square information, w e refer the reader to the 
monographs b y Colbourn an d Dinit z [8] , Denes and Keedwel l [11,12] , 
and Laywin e and Mulle n [31] . I n particular, w e refer t o Colbour n an d 
Dinitz [8 ] for a  tabl e o f lower bound s fo r N(n)  fo r n  <  10 , 000. 

2.2. Sudok u squares . Ther e ha s been a  tremendous amoun t o f re-
cent worldwid e activit y relate d t o Sudok u puzzles , whic h are , i n ou r 
terminology, partia l lati n square s o f orde r 9 . Th e goa l o f th e puzzl e 
is to complet e th e partia l lati n squar e o f order 9  to a  ful l lati n squar e 
of orde r 9  wit h th e additiona l propert y tha t eac h o f th e nin e 3 x 3 
subsquares contain s eac h o f th e nin e number s exactl y once . Suc h 
squares ar e calle d Sudoku  squares,  whic h translate s t o "th e numbe r 
that i s alone." Sudok u puzzles are published i n many newspapers an d 
the square s ar e bein g sol d commercially . Th e followin g partia l lati n 
square i s an exampl e o f a  Sudok u puzzle : 

2 

8 

7 

5 

6 

4 

8 

6 

7 

1 

3 

4 

9 

2 

5 

4 

5 

7 

1 

6 

8 

6 

3 

9 

5 

7 

1 

6 

4 

2 

We say tha t a  latin squar e o f order q 2 i s a  Sudoku  square  i f eac h 
of th e q  x  q  subsquare s contain s eac h numbe r exactl y once . A n or -
dinary Sudok u puzzl e i s thu s a  partia l lati n squar e o f orde r 9  wit h 
the propert y tha t i t ha s a  uniqu e extensio n t o a  ful l Sudok u squar e 
of order 9 . 

We now provide a simple construction fo r Sudoku squares of order 
g2, wher e q  is an y prim e power . I n addition , ou r constructio n yield s 
a Sudok u squar e wit h th e additiona l propert y tha t eac h o f th e row s 
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and eac h o f the columns , o f each o f the q 2, q  x  q  subsquares, ha s th e 
same constant sum . W e might cal l such a  square a  row/column  magic 
Sudoku square. 

As indicate d i n Exercis e 2.11 , i f on e ha s a  pai r L\  an d L2  o f 
orthogonal diagona l lati n square s o f orde r n , the n th e squar e M  = 
nLi-\-L/2 is a magic square of order n, where the square M i s computed 
using arithmetic modulo n2. Her e a magic square  of  order n is an n x n 
array based on the numbers 0 , 1 , . . . , n  — 1 with the property tha t eac h 
row, eac h column , an d bot h o f th e mai n diagonals , hav e a  constan t 
sum, calle d th e magic  sum. 

For q  a prim e power , conside r a  pai r o f polynomials a±x  + y  an d 
&2# + y  wher e a\  ^  a2  € F q an d neithe r ai  no r a2  i s zero . Thes e 
polynomials yiel d a  pai r o f orthogona l lati n square s o f orde r </ , an d 
in fac t the y will  both b e diagona l i f neither a\  o r a2  is 1  or —  1. No w 
form a  row/colum n magi c squar e o f order q  as illustrate d above . 

Given a  row/colum n magi c squar e M  o f orde r n , on e ca n con -
struct a  Sudok u magi c squar e o f orde r n 2 b y th e followin g construc -
tion. Firs t not e tha t an y rearrangemen t o f the row s o r column s o f a 
row/column magi c squar e yield s anothe r row/colum n magi c square . 
Place th e magi c squar e M  i n th e to p lef t corne r o f th e bi g squar e 
and the n cyclicall y shif t th e row s dow n b y one , an d plac e th e ne w 
row/column magic square next t o the right, then shif t agai n and plac e 
a thir d row/colum n magi c square , continuin g unti l on e ha s place d 
n —  1  shifte d row/colum n magi c square s acros s th e to p o f th e bi g 
square. Similarl y shif t th e column s o f M  t o fil l i n th e lef t sid e o f th e 
square, an d the n shif t eac h o f thos e square s acros s t o th e righ t a s 
above. 

As an illustration conside r th e case where q  = 3  and th e resultin g 
orthogonal lati n square s o f orde r 3  ar e a s a t th e beginnin g o f Sec -
tion 2.1 . The resultin g nonmagi c squar e o f orde r 3  is shown below . 

0 4  8 
5 6  1 
7 2  3 

Using th e abov e construction , w e obtai n th e followin g Sudok u 
latin squar e o f orde r 9  wit h th e propert y tha t eac h o f th e nin e 3  x 
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3 subsquare s i s a  row/colum n magi c squar e o f orde r 3  wit h magi c 
sum 12 . 
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A Sudok u puzzl e ca n b e obtaine d b y removin g a  smal l numbe r 
of element s fro m suc h a  square . Bu t ho w man y element s ca n b e 
removed? Littl e research seem s to have been conducted o n this inter -
esting question . I t i s know n tha t ther e ar e Sudok u puzzle s wit h 7 7 
cells filled but whic h do not hav e a  unique extension t o a  latin squar e 
of order 9 , an d a  Sudok u puzzl e wit h 1 7 cells filled  in tha t doe s hav e 
a uniqu e extension , bu t unknow n whethe r ther e i s a  Sudok u puzzl e 
with onl y 1 6 cell s filled  tha t ha s exactl y on e extensio n t o a  Sudok u 
square. Th e reade r ma y enjo y tryin g t o construc t example s o f suc h 
squares. 

2.3. Generalization s o f lati n squares . W e close this section wit h 
a brie f discussio n o f severa l possibl e generalization s o f lati n squares . 
First, on e coul d retai n tw o dimension s an d allo w repetition s o f ele -
ments i n each ro w and column . Suc h squares ar e known a s frequenc y 
squares, an d will  shortl y b e define d mor e formally . Proceedin g i n a 
different direction , on e coul d kee p th e numbe r o f symbol s fixed  a t n 
and exten d th e dimensio n fro m tw o (a s i n a  square ) t o a n arbitrar y 
dimension d  >  2 . Thi s leads to the stud y o f sets of orthogonal (latin ) 
hypercubes of order n  an d dimension d.  Finally , to generalize further , 
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one coul d stud y d- dimensional frequenc y hypercubes , o r eve n hyper -
rectangles, base d o n m  symbols , a s i n Suchowe r [62] . W e wil l no t g o 
into thos e detail s here , however . 

Definition 2.2.27 . Le t n  =  Am . A n F(n;  A ) frequency square  i s a n 
n x  n  matri x consistin g o f m  distinc t symbol s suc h tha t eac h symbo l 
appears exactl y A  times i n eac h ro w an d column . 

Example 2.2.28 . A n F(4 ; 2) frequenc y square : 

0 1 0 1 
1 0 1 0 
1 0 1 0 
0 1 0 1 

Definition 2.2.29 . Tw o F(n; A) frequency square s ar e orthogonal  i f 
when the y ar e superimpose d eac h o f the m 2 pair s appear s exactl y A 2 

times, an d a  se t o f F(n ; A) frequenc y square s i s orthogonal  i f ever y 
pair o f distinc t square s i n the se t i s orthogonal . 

We not e i n passin g tha t a n F(n;  1 ) frequenc y squar e i s simpl y 
a lati n squar e o f orde r n , an d a  se t o f F(n;  1 ) mutuall y orthogona l 
frequency square s (MOFS ) i s a  se t o f MOLS o f orde r n. 

The followin g resul t provide s a n uppe r boun d o n th e maximu m 
possible number of MOFS; a proof is given by Lay wine and Mullen [31, 
Theorem 4.1] . W e not e tha t whe n n  =  m  (s o th e frequenc y square s 
are lati n square s o f orde r n) , thi s uppe r boun d reduce s t o n  — 1 , th e 
maximum possibl e numbe r o f MOLS o f order n. 

Theorem 2.2.30 . Let  n  —  Am. The  size  of  any  orthogonal  set  of 
F(n; A ) frequency squares  is  less  than  or  equal  to ( n — l) 2 / (ra —  1) . 

In Exercis e 2.14 , w e as k th e reade r t o construc t a  complet e se t 
of F(q t;ql~1) MOF S fo r a  prim e powe r q  and positiv e intege r i ; se e 
Mullen [47 ] for suc h a  constructio n usin g finit e fields. 

Definition 2.2.31 . A  d-dimensional  hypercube  of  order  n  i s a n n  x 
• • •  x n  arra y containin g n d cell s with th e propert y tha t whe n an y o f 
the d  coordinates i s fixed,  each o f the n  symbol s occur s exactl y n d~2 

times i n th e resultin g subarray . 
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We not e tha t whe n d  —  2 , d- dimensional hypercube s ar e sim -
ply lati n squares , an d set s o f suc h orthogona l hypercube s ar e set s o f 
MOLS. Laywine , Mullen , an d Whittl e [32 ] sho w tha t th e maximu m 
number o f suc h mutuall y orthogona l hypercube s o f dimensio n d  >  2 
and orde r n  i s bounde d abov e b y (n d —  l ) / ( n —  1) — d; whe n d  =  2 
this specialize s t o (n 2 —  l ) / ( n —  1 ) — 2 which yield s th e boun d n  — 1 
for th e cardinalit y o f a  maxima l (complete ) se t o f MOLS o f order n. 

In Exercis e 2.15 , w e as k th e reade r t o construc t a  complet e se t 
of ^-dimensiona l hypercube s o f order q,  where d  >  2  and q  is a  prim e 
power. W e als o mentio n tha t a  complet e se t o f d-dimensional hyper -
cubes can be used in the next sectio n to construct th e affin e geometr y 
AG(d, q) o f dimensio n d  ove r th e fiel d F q. 

We close thi s sectio n b y mentionin g tha t Laywin e et  al.  [32 ] give 
a recursive method fo r constructin g set s o f orthogonal cube s or , mor e 
generally, set s o f orthogona l hypercubes , fro m set s o f MOLS. 

3. Affin e an d projectiv e plane s 

In thi s section , w e briefly develo p the theor y o f some finit e analogue s 
of Euclidean geometry . No t onl y are these object s interestin g i n thei r 
own right , the y als o provide ver y natura l way s to construc t th e bloc k 
designs tha t will  be studie d i n th e nex t section . 

As geometric objects, projectiv e an d affine plane s have been stud -
ied fo r man y years . Highe r dimensiona l projectiv e an d affin e geome -
tries ove r finit e field s hav e als o bee n studie d widely . A s o f today , 
no suc h finit e object s ar e know n t o exis t excep t i n th e cas e o f prim e 
powers q  when o f cours e w e als o hav e a  finit e fiel d F q containin g q 
elements. 

We will define thes e object s shortly , bu t throughou t thi s section , 
and a s i s standard, w e will denote a  projective plan e an d affin e plan e 
defined ove r th e fiel d F q, respectively , b y PG(2,F q) an d AG(2,F q). 
More generally , PG(ra , Fq) wil l denot e a  projectiv e spac e ove r F q o f 
dimension m  >  2, and AG(ra , Fq) wil l denote a n affin e spac e over F qi 

also o f dimension m  >  2. 

Definition 2.3.1 . A  projective plane  consist s o f a set o f points, a  set 
of lines , an d a n incidenc e relatio n tha t determine s whic h point s li e 
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on whic h lines . Th e incidenc e relatio n need s t o satisf y th e followin g 
three axioms : 

(1) Ever y tw o lines intersec t i n exactl y on e point . 

(2) Ever y tw o point s hav e a  uniqu e lin e inciden t wit h them . 

(3) Ther e ar e a t leas t fou r point s o f which n o thre e ar e o n th e 
same line . 

Note tha t th e definitio n o f a  projectiv e plan e ha s a  dualit y be -
tween line s and points ; i f the words lines and point s ar e exchanged i n 
the definition , the n th e first  tw o axioms ar e preserved. Moreover , th e 
dual versio n o f the thir d axio m i s a  consequence o f the origina l thre e 
axioms. Thu s an y proof abou t line s can b e turned int o a  proof abou t 
points, an d vice  versa. 

Theorem 2.3.2 . Let  U  be  a  finite projective  plane.  There  is  an 
integer ra >  2  such that  every  point  (line)  is  incident  with  m  +1 lines 
(points, respectively).  Moreover,  I I has  exactly  m 2 +  m  +  1  points 
(lines, respectively). 

We omi t a  proo f o f th e abov e result , whic h ca n b e locate d i n 
many combinatoric s books . Th e importan t poin t fo r u s i s tha t th e 
positive integer m  i n the theorem i s called the order  o f the projectiv e 
plane. A s allude d t o above , ther e i s n o know n cas e wher e th e orde r 
m o f a  projectiv e plan e i s no t a  prim e power , an d a s a  resul t o f 
Conjecture 2.2.1 2 an d Theore m 2.3. 8 below , i t i s conjecture d tha t 
nonprime powe r orde r projectiv e plane s d o no t exist . 

Definition 2.3.3 . A n affine  plane  consist s o f a  se t V  o f points , a 
set C  of lines, and a n incidence relation tha t determine s whic h point s 
lie o n whic h lines . Th e incidenc e relatio n mus t satisf y th e followin g 
three axioms : 

(1) Ever y pai r o f points determine s a  uniqu e line . 

(2) Fo r ever y poin t p  no t o n a  lin e /  ther e i s a  uniqu e lin e m 
incident wit h p  an d no t intersectin g / . 

(3) Ther e ar e fou r points , n o thre e o f whic h ar e o n th e sam e 
line. 
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The nex t resul t illustrate s ho w t o construc t a n affin e plan e ove r 
any field  K.  W e leave the proo f t o th e reade r a s Exercis e 2.27 . 

Theorem 2.3.4 . Let  K  be  a field. Let  V  =  {{x,y)  \  x,y G  K}. Let 
C be  the set  of  graphs  of  linear  functions  over  K:  each  L  G  C is  of 
the form L  =  {(x,y)  \  ax + by  + c = 0 } for some  a,b,c  G  K. Then  the 
pair (V,C),  with  its  natural  incidence  structure,  is  an  affine  plane, 
denoted by  AG(2,K). 

We now illustrate a  method t o extend a n affin e plan e to a  projec -
tive plane . T o do this , w e will ad d a  "lin e a t infinity, " L^.  Begi n b y 
renaming eac h poin t (x , y) i n AG(2 , K) a s (x , y, 1). Hence , fo r a  ^  0 
and 6 ^ 0 , vie w ax  +  by  +  cz  =  0  a s th e equatio n o f a  line . Pu t 
Loo = {(1,0 , 0)} U {(#, 1,0) |  x G  K} s o that w e can vie w thi s lin e a s 
having z  =  0 . Le t V'  b e th e unio n o f V  an d th e point s o n L ^ . Le t 
C^CUiL^}. 

Theorem 2.3.5 . If  (V,£)  is  an  affine  plane  over  a  field  K,  then 
(V,£') is  a  projective plane  over  K. 

Corollary 2.3.6 . Ifq  is  a prime power,  thenPG(2,F q) and  AG(2,F q) 
both exist. 

Example 2.3.7 . W e wil l no w explicitl y construc t AG(2 , F2). W e 
have th e se t o f equation s {ax  - f by  =  c  |  a,b,c  G  F2 , (a, b) ^  (0,0) } 
along wit h th e followin g incidenc e relation : 

Line Equatio n Point s 
~TX x  +  y =  l  10 1 01 1 

L2 x  =  l  10 1 11 1 
L3 y  =  l  01 1 11 1 
L4 x  + 2 / = 0  00 1 11 1 
L5 x  =  0  01 1 00 1 
L6 y  =  0  10 1 00 1 

Here, as usual, we omit the parentheses and commas in ordered tuples . 
For example , 10 1 denote s (1,0,1) . I t i s eas y t o chec k tha t thi s i s a 
model o f the affin e plan e AG(2,F 2) axiom s (se e Exercise 2.18) . 

We no w ad d th e point s 100 , 010 , an d 11 0 t o for m a  projectiv e 
plane PG(2, F2), often calle d the Fano  plane, illustrate d i n Figure 2.3. 



62 2. Combinatoric s 

Line 

ii 

L2 

L3 

U 
U 
L6 

L7 

Equation 
x + y + z = 0 

x + z = 0 
y + z = 0 
x + y = 0 
x = 0 
y = o 
z = 0 

101 
101 
Oil 
001 
Oil 
101 
100 

Points 

011 
111 
111 
111 
001 
001 
010 

110 
010 
100 
110 
010 
100 
110 

The followin g resul t i s on e o f th e mos t fundamenta l result s i n 
combinatorics, providin g a n equivalenc e betwee n affin e plane s an d 
complete set s o f MOLS. 

Theorem 2.3. 8 (Bos e 1938) . There  are  n  —  1  mutually  orthogonal 
latin squares  of  order n if  and  only  if  there  is  an  affine  plane  A G (2, n) 
{or, equivalently,  there  is  a  projective plane  PG(2,n)) . 

Proof. W e firs t assum e tha t w e hav e a  complet e se t M i , . . . , M n_i 
of n  —  1  MOLS o f orde r n , an d construc t th e affin e plan e AG(2,n) . 
Let P  denot e th e se t o f al l pair s (x , y) wit h 0  <  x,y  <  n  —  1 . Thu s 
the point s o f AG(2 , n) wil l consis t o f ordered pairs . 

For each d  with 1  < d  < n — 1, and fo r eac h c  with 0  <  c  < n — 1, 
form th e lin e 

L^ =  {(x,y)\M d(x,y)=c}, 

where Md(x,y)  —  c means tha t symbo l c  occurs i n positio n (x,y ) o f 
the dth  lati n square Md  in the set of MOLS. This gives n lines for eac h 
of the n  — 1 latin squares, and hence it gives a total of (n —l)n =  n 2 — n 
lines. 

We no w for m 2 n mor e line s fro m th e canonica l ro w an d colum n 
squares (whic h are not lati n squares) . Th e row square R  consistin g of 
rows wit h constan t value s x  =  c , give s n  lines : fo r 0  < c  < n  —  1  the 
line R c consist s o f al l pairs with firs t coordinat e c . Similarl y conside r 
the colum n squar e C  define d b y y  =  c ; thi s generate s a n additiona l 
n line s C c, eac h consistin g o f thos e point s wit h secon d coordinat e c , 
where 0  <  c  < n —  1 . 
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We hav e no w forme d a  tota l o f n 2 —  n  +  2 n =  n 2 +  n  lines . W e 
leave i t t o th e reade r t o verif y tha t th e se t 

{ L ^ , i ? 0 , . . . , ^ n - i , C 0 , . . . , C n _ i | l < d < n - l , 0 < c < n - l } 

forms a n affin e plan e AG(2,n) . 

Conversely, give n th e affin e plan e AG(2 , n), w e no w construc t 
n—1 MOL S o f order n.  W e first labe l the n  + 1  parallel classe s of th e 
affine plan e a s 0 , 1 , . . . , n , an d the n labe l th e n  line s i n eac h clas s a s 
0 , 1 , . . . , n  —  1 . Th e nex t ste p i s t o us e tw o paralle l classe s t o se t u p 
a correspondenc e betwee n th e element s i n th e affin e plane , an d th e 
numbers 0 , 1 , . . . , n  —  1  which wil l b e use d t o buil d th e se t o f n  —  1 
MOLS o f orde r n.  W e ca n obtai n suc h a  correspondenc e a s follows : 
assign the ordered pai r (i,j)  t o the unique point o f intersection o f line 
i o f clas s 0  and lin e j  o f clas s n. 

In order to construct th e n — 1 squares of order n , we place symbo l 
s in cel l (i,j)  o f the squar e L e i f line s  o f class e  contains th e ordere d 
pair (i , j) . Th e lati n propert y o f th e square s follow s sinc e an y lin e 
in on e o f th e classe s 1 , 2 , . . ., n  —  1 intersect s an y lin e fro m classe s 
0 o r n  i n exactl y on e point . Similarly , an y lin e fro m clas s e  wit h 
e =  l ,2 , . . . ,n— 1 intersect s any line from clas s /, /  j^  e , 0, n i n exactly 
one point . Henc e th e lati n square s L e an d Lf  ar e indee d orthogonal . 
This complete s th e proof . • 

We no w illustrat e th e abov e connectio n betwee n set s o f MOL S 
and affin e plane s i n th e cas e whe n q  — 2. Conside r th e square s 

M _  o  i  o  o  o i 

so that Mi  i s a latin square of order 2 , and R  an d C  ar e the canonica l 
row an d colum n square s o f orde r 2 . For m th e line s 

Ll =  00 1 1 R 0 =  00 0 1 C 0 =  0 0 1 0 

L } = 0 1 1 0 i? i =  1 0 1 1 C i = 0 1 0 0 

It i s easily checke d tha t {Lj , L\, Ro,  i?i, Co, C±} give s a n affin e plan e 
AG(2,2). 

Conversely, conside r th e followin g affin e plan e AG(2,3) . 
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Class 

0 
0 
0 
1 
1 
1 

Line 
0 
1 
2 
0 
1 
2 

Points 
0 5 7 
1 3 8 
2 4 6 
0 4 8 
1 5  6 
2 3 7 

Class 
2 
2 
2 
3 
3 
3 

Line 
0 
1 
2 
0 
1 
2 

Points 
0 1  2 
3 4 5 
6 7 8 
0 3 6 
1 4 7 
2 5 8 

The correspondenc e betwee n th e number s 0 , 1 , . . . , 8  in the affin e 
plane an d th e nin e ordere d pair s (wher e w e have omitte d th e paren -
theses) i s given b y 

0 ^ 0 0 

7H->01 

5 ^ 0 2 

3 ^ 1 0 

1 H ^ 1 1 

8 ^ 1 2 

6 ^ 2 0 
4 ^ 2 1 

2 H - + 2 2 

Finally, usin g thi s correspondence , w e obtai n th e followin g pai r 
of MOLS o f order 3 : 

0 1  2 
2 1  0 
1 0  2 

0 2  1 
1 0  2 
2 1  0 

Prom ou r earlie r Prim e Powe r Conjectur e fo r MOL S (Conjec -
ture 2.2.12) , w e obtain th e followin g conjecture . 

Conjecture 2.3. 9 (Th e prim e powe r conjectur e fo r affin e an d pro -
jective planes) . Ther e ar e n  — 1 mutually orthogona l lati n square s of 
order n  i f an d onl y i f n  i s a  prim e power . Equivalently , ther e i s a n 
affine plan e o f orde r n , o r equivalentl y a  projectiv e plan e o f orde r n , 
if an d onl y i f n  i s a  prime power . 

We digres s fro m ou r combinatoria l construction s fo r a  momen t 
to discus s th e notio n o f "different, " o r nonisomorphic , planes . I t 
is know n tha t ther e i s onl y on e plan e o f eac h o f th e order s n  — 
2,3,4,5, 7,8. B y thi s w e mea n tha t an y tw o plane s o f th e sam e or -
der n  <  8  ar e isomorphic . I t i s know n tha t ther e ar e exactl y fou r 
nonisomorphic projectiv e plane s o f order n  =  9 ; see Denes an d Keed -
well [11 , Section 8.4 ] an d Lam , Kolesova , an d Thie l [28] . 
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A plan e i s calle d Desarguesian  i f th e theore m o f Desargue s con -
cerning perspective triangles is universally valid. Al l projective plane s 
constructed i n the manner o f Example 2.3.7 , that is , with linea r poly -
nomials ove r finite fields,  ar e Desarguesian . A  famou s conjectur e i s 
that al l planes of prime orde r ar e Desarguesian (se e Denes an d Keed -
well [11 , p. 276] ) bu t thi s has only been validate d fo r th e prime s 2 , 3, 
5, an d 7 . 

Definition 2.3.10 . Le t m  b e a  natura l number , m  >  2 . A  triangle 
is a  se t o f three line s (th e sides ) suc h tha t an y tw o o f the thre e line s 
intersect. 

A poin t i s a  0- space, als o calle d a  0-flat.  A  lin e i s a  1-space,  also 
called a  1-flat.  A  k-flat,  k  >  1 , wil l b e determine d b y k  +  1  point s 
which do not li e in any (k  — l)-flat. A n m-space  i s a set o f points an d 
lines suc h that : 

(1) Ther e i s a  uniqu e lin e through an y tw o distinc t points . 

(2) A  line which intersects tw o sides of a triangle mus t intersec t 
the thir d side . 

(3) Ever y lin e contain s a t leas t thre e points . 

(4) Ther e i s no ( m + l)-flat . 

Normally ra-spaces  ar e constructed ove r fields, and since our focu s 
is on finite fields,  we will now illustrate the construction o f an m-spac e 
over th e finite field  F q. A s i s customary , thi s spac e wil l b e calle d a 
projective geometr y PG(ra , Fq) o f dimension m  >  2  over the field  F q. 

A point wil l be an (ra-f - l)-tuple o f elements of Fq no t al l of which 
are zero. W e identify tw o points (ao , . . . , am) an d (bo, ..., b m) a s being 
equivalent i f there is a c G F* suc h that (bo,...,b m) —  (cao, . . ., cam). 
It i s easy to check that ther e are (q m+1 —  l)/(q —  l) equivalenc e classe s 
of points . 

A k-flat  i n PG(ra , Fq) i s th e se t o f al l solution s t o a  syste m o f 
m —  k  independen t linea r homogeneou s equations , tha t is , a  syste m 
of equations o f the for m 

/ Ol O ' • * a lrn \  (  XQ" 

\Q"m—k,0 '  '  '  Q"m—k,m/ 

o, 
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where th e matri x (a^ ) i s nonsingula r an d s o ha s ran k m  —  k.  Eac h 
&-nat ha s (q k+1 —  l)/(q —  1) points o n i t (recal l tha t point s ar e equiv -
alence classe s o f solutions) . 

Definition 2.3.11 . A  hyperplane  i n PG(ra , Fq) i s a n (m  —  l)-flat. 

From a  projectiv e geometr y o f dimensio n m  >  2 , w e no w con -
struct a n affin e geometr y AG(ra , Fq) o f dimension m  >  2  by deletin g 
a hyperplane . W e begin with PG(ra , Fq), an d remov e any hyperplan e 
and th e point s tha t li e on it . Th e resultin g spac e ha s 

qm+l _  1  q m _  1  ^  m 

q-1 q-1  q 

points. Suppos e we remove the hyperplane corresponding to the equa -
tion x m =  0 . Th e remainin g point s ca n b e rescale d t o hav e x m =  1 . 
Therefore th e remainin g &-flat s ca n b e viewed a s solution set s t o sys -
tems o f linea r equation s o f the for m 

\O"m-k,0 

where (a^ ) i s nonsingula r an d s o ha s ran k m  —  k.  Thi s yield s th e 
affine geometr y AG(ra , Fq) o f dimensio n m  >  2  over th e fiel d F q. I n 
Exercise 2.20 , th e reade r i s aske d t o construc t th e affin e geometr y 
AG(3,F2). 

4. Bloc k design s 

Informally, a  combinatoria l o r bloc k desig n i s a  collectio n o f subset s 
from a  finit e set . Invariabl y certai n specifie d condition s ar e impose d 
on th e selectio n o f the subsets . 

Definition 2.4.1 . A  tactical  configuration  i s a  se t o f v  symbol s ar -
ranged i n b  sets, calle d blocks , suc h tha t eac h bloc k i s o f siz e k  an d 
each symbo l occur s i n exactl y r  blocks . I f v  =  6 , the configuratio n i s 
said to be symmetric.  Not e that vr  =  bk  in any tactical configuration . 

atr 

^m — k,m/ 

I Xo  \ 

V i  / 

= 0. 
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Definition 2.4.2 . A  (y,  k, A) balanced incomplete block  (BIB) design 
is a  tactica l configuratio n wit h v  symbol s an d block s o f siz e k  suc h 
that eac h pai r o f distinc t symbol s occur s i n exactl y A  blocks. 

Hereafter w e wil l omi t th e ter m BI B an d simpl y sa y design . 

Proposition 2.4.3 . In  a  (v,  k, A) design,  the  following relations  hold 
among the  five parameters  v,  r, 6, k, A: 

vr =  bk, 

r(k-l) =  A ( v - l ) . 

Proof. T o prov e tha t vr  =  bk  w e simpl y not e tha t vr  i s th e tota l 
number o f times, countin g multiplicities , tha t th e v  distinc t element s 
occur i n the design . Sinc e the element s ar e arrange d i n b  blocks eac h 
containing exactl y k  elements , we must hav e vr  =  bk.  Fo r th e secon d 
equality, eac h symbo l a  occur s i n r  block s togethe r wit h k  —  1  other 
symbols i n eac h block . Henc e a  i s a  membe r o f r(k  —  1 ) ordere d 
pairs. Als o element a  must occu r A  times with eac h of the v  — 1 other 
symbols, s o the secon d equalit y follows . • 

Hence give n (v , fc, A), we ca n alway s determin e b  and r . I n fact , 
given an y thre e o f th e parameters , w e ca n uniquel y determin e th e 
remaining two . 

Example 2.4.4 . Th e row s show n i n Figur e 2. 2 for m th e block s o f 
a (7 , 3,1) design . Notic e tha t th e row s ar e develope d cyclicall y fro m 
the first  b y successivel y addin g 1  modul o v  =  7  t o eac h element . 
Moreover, w e wil l soo n se e tha t eac h ro w ha s a  specia l property : i f 
we take th e 6  possible difference s modul o 7  between ordere d pair s i n 
that row , we obtain each nonzero residue modulo 7  exactly once . Th e 
rows ar e als o th e line s i n th e projectiv e plan e PG(2,i<2 ) wit h point s 
{0,1, 2, 3, 4, 5, 6}, a s show n i n Figur e 2.3 . 

The followin g i s a  fundamental , an d stil l unresolved , proble m i n 
the theor y o f designs . 

Question 2.4.5 . Characteriz e th e value s o f (v,  k, A) for whic h ther e 
is a (v,  k, A) design. I f integer value s satisfy th e condition s fo r a  block 
design an d i f such a  desig n exists , ho w doe s on e construc t it ? 
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0 1  3 
1 2  4 
2 3  5 
3 4  6 
4 5  0 
5 6  1 
6 0  2 

F i g u r e 2.2 . A  (7,3,1 ) bloc k desig n 

It is known that th e conditions in Proposition 2.4.3 are not enoug h 
to guarante e th e existenc e o f a  design . Th e value s v  =  22 , r  =  7 , 
k =  7 , an d A  = 2  satisf y vr  =  bk  an d r(k  —  1 ) =  X(v  —  1 ) bu t i t 
can b e show n tha t n o (22,7,2 ) desig n exists . Thi s proo f use s a  mor e 
general for m o f the Bruck/Ryse r theore m (2.2.26) ; see Colbourn an d 
Dinitz [8 , p. 76] . 

Open Proble m 2.4.6 . I s there a  (22,8,4 ) design ? I n suc h a  design , 

v =  22 , k  =  8 , A  = 4 , b  =  33 , an d r  =  12 . Thi s i s th e smalles t 
unresolved cas e o f Questio n 2.4.5 . 

Definition 2.4.7 . A  se t D  =  {di , dk}  o f residue s modul o v  i s 
a (v , k, A) difference  set  i f ever y nonzer o residu e modul o v  occur s 
exactly A  time s a s a  differenc e di  — dj. 

Example 2.4.8 . Th e set {0,1,3 } from Exampl e 2.4.4 forms a  (7,3,1 ) 
difference set . 

Theorem 2.4.9 . Let  {d±, ..., dk}  be  a (v,k,  A ) difference  set.  Define 

Bt =  {d { +  t (mo d v)\l<i<k} 

for 0  <  t  <  v — 1. The  collection  {B t \0  <t  <  v — 1} forms a  (v, k, A) 
design. 

Proof. Le t a  b e a  nonzero residue modul o v.  W e can se e that a  is in 
Br fo r eac h r  whic h ca n b e obtaine d a s a  — di  fo r som e i.  S o a  i s i n 
exactly k  blocks . Conside r th e pai r (a , c). I f a  =  di  + t an d c  = dj  +£ , 
that is , a  an d c  are bot h i n bloc k B t, the n a  — c = di  — dj.  Sinc e D 
is a  differenc e set , thi s occur s exactl y A  times. • 
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Figure 2.3 . Th e projectiv e plan e PG(2,F2 ) ha s seve n lines , 
each containin g thre e points . 

We leave it to the reader to check that fo r k  >  3 , the existence of a 
symmetric (v,  k, 1) design is equivalent t o the existence of a projectiv e 
plane o f order v. 

Corollary 2.4.10 . If(di, ..., dk}  is  a  (v, fc, 1) difference  set  with  k  > 
3, then  the  collection  {B t} forms  a  finite projective  plane  PG(2 , k — 1). 

Finite fields  ca n b e use d t o construc t man y differen t kind s an d 
types o f designs. W e summarize, withou t proof , the following results . 

Let q  be a  prime power , le t m  >  2  be a  positive integer , an d le t t 
be a  positiv e intege r wit h 1  < t  <  m.  W e now for m design s b y usin g 
the element s o f PG(ra , Fq) o r AG(m , Fq) a s point s o f the desig n an d 
the t-flat s a s blocks . I n thi s wa y on e ca n buil d a n infinit e numbe r o f 
(v, /c, A) design s whos e parameter s i n th e projectiv e cas e ar e show n 
below: 

t ^ n m—t+i - I *  ^m—t+i  i 

i=l i=l 

We note tha t thes e designs ar e symmetric i f t =  m —  1, the cas e when 
the t-flat s ar e hyperplane s i n PG(ra , Fq). I f t  —  1, then th e produc t 
for A  is interpreted t o b e 1 . 

qm+l _  X 

qt+l -  1 
q-l ' 
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In the affine case , the designs are not symmetric ; thei r parameter s 
are show n below : 

^ „rn  —  t-\-i i  ~m  — t-\-i i 

x x q l —  1  ± x q l —  1 
t~l n m-t+i _  i 

As in the projective case , if t —  1 , then the product fo r A  is interpreted 
to b e 1 . 

We now illustrate ho w a  projective spac e ove r the field  F q ca n b e 
used t o construc t differenc e sets . 

Theorem 2.4.11 . The  points  in  any  hyperplane  ofPG(m,F q) de-
termine a  (u,/c , A) difference  set  with  v  =  (g m + 1 —  l)/( g —  1) , k  — 
(qm ~  l)/(q  ~  I),  and  A  =  (g— 1 -  \)/{q  -  1) . 

Proof. Assum e a  i s a  primitive elemen t o f F qm+i so that th e multi -
plicative grou p F* m+1 i s generate d b y a.  Th e se t {1 , a, a2 , . . . , a 771} 
forms a  polynomia l basi s fo r F qm+i ove r F q s o ever y elemen t a 1 o f 
Fqm+i can no w b e represente d a s a 2 =  a o + a\ct  +  •  • • +  a m a m , wit h 
aj G  Fg fo r eac h j  =  0 , 1 , . . . , ra.  Thu s w e ca n associat e th e elemen t 
a1 wit h the (r a + l)-tuple (ao , a i , . . ., am ) . I n this way we can identif y 
the point s o f PG(ra , Fq) wit h power s o f a . 

Let i f =  { a d l , . . . , a dk} b e an y hyperplan e o f PG(2 , Fg). The n 
any othe r hyperplan e ca n b e pu t i n th e for m H e =  a eH, wher e 0  < 
e<v-l. Not e tha t PG(ra,F g) ha s v  =  (g m + 1 -  \)/{q  -  1 ) distinc t 
hyperplanes, eac h o f whic h contain s k  =  (q m —  l)/(q —  1) points . 
The nex t tabl e give s a  lis t o f th e point s i n eac h o f th e hyperplane s 
# 1 , #2 ? • • • j  Hv-i i n term s o f H  =  HQ.  I n listin g th e element s o f th e 
hyperplane iJ , w e lis t onl y th e exponent s o f a  i n th e representatio n 
above. 

Hyperplane Point s (exponent s o f a) 
HQ d\  d<i  . . . dk 
ffi d i +  1  d 2 + 1 . . . 4  +  1 

Hv-i d 1+v-l d 2 +  v-l . . . d f c + v - 1 
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In th e abov e table , conside r onl y th e row s whic h contai n th e 
exponent 0  (actuall y an y fixed  valu e wil l work , bu t notationall y i t 
is easie r t o wor k wit h 0) . Thes e ar e th e row s o f th e k  hyperplane s 
containing th e poin t a 0. Henc e th e exponent s o f a  i n th e point s fo r 
these k  hyperplane s ma y b e liste d as : 

d\ —  d\  d<i  —  d\  . . . dk  —  d\ 

d\ —  d<i  d<i  —  c/ 2 •  •  •  dk  ~  &2 

d\ —  dk  d<z  —  dk  . . . dk  —  dk 

Note tha t a  poin t a 1 ^  a 0 appear s i n a s man y row s o f thes e k 
hyperplanes a s there ar e hyperplanes containin g an y two fixed points, 
which is A =  (g m _ 1 — l)/(q —  l). Henc e the off-diagona l entrie s repea t 
each nonzer o residu e modul o v  exactl y A  times. W e thu s hav e a 
{v, A:, A) difference set . • 

5. Hadamar d matrice s 

Hadamard's inequalit y states that i f H =  {hij)  i s a real square matri x 
of size n suc h that \hij\  <  1  for al l 1  < i , j <  n , the n |  det{H)\ <  n nl2. 
Furthermore, these will be equal if and only if HHT =  nl,  wher e / de -
notes the identit y matri x o f size n, an d |e | denotes the absolut e valu e 
of e . Matrice s tha t achiev e thi s uppe r boun d ar e calle d Hadamar d 
matrices; constructing such matrices is a classical combinatorics prob-
lem whic h w e will investigat e briefl y here . Fo r mor e information , se e 
Wallis [64 , Chapters 8  and 9] . 

Definition 2.5.1 . A  Hadamard  matrix  H n i s an n  x  n  matrix , eac h 
of whose entrie s i s either — 1 or 1 , such tha t H nH^ =  n / , wher e /  i s 
the identit y matri x o f size n . 

We not e tha t i n a  Hadamar d matrix , an y tw o distinc t rows , o r 
columns, ar e orthogona l a s vectors . Thi s i s equivalen t t o thei r inne r 
product (do t product ) bein g zero . 
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Examples 2.5.2 . Som e Hadamar d matrice s o f orders 1 , 2, and 4 : 

w ( 1 - J 
/ l 1  1  1 \ 

1 - 1 1 - 1 
1 1 - 1 - 1 

Vi - i - i i / 

Our nex t resul t limit s th e possibl e order s fo r whic h Hadamar d 
matrices exist . 

Theorem 2.5.3 . If  H n is  a  Hadamard matrix  with  n  >  2,  then  n  is 
divisible by  4. 

Proof. B y multiplyin g th e row s and column s o f H n b y —  1 as neces-
sary, w e ca n assum e tha t th e first  ro w an d colum n o f H n consis t o f 
only Is . 

Now consider th e su m 

^ ( a i j + a 2 j - ) ( a i j + a 3 i ) 
j=i 

= Yl  a h +  ^2  ai Ja*i +  ^2  a2 3al3 + ^Z a2j°3j 
j-1 j = l j = l j=l 

$̂ a?„. = n . 
3=1 

We not e tha t (aij  +  a2j){a\j  - h asj) i s eithe r 0  o r 4 , an d thu s n  i s 
divisible b y 4 . • 

Question 2.5.4 . I s ther e a  Hadamar d matri x o f siz e A.k  for eac h 
Jfe> 1 ? 

It i s believe d tha t th e answe r i s affirmative , bu t thi s i s stil l no t 
proved; th e first  unresolve d cas e occur s whe n 4k  =  668. 

Let G  be a finite Abelian group. A  (multiplicative) character  ofG 
is a  homomorphis m fro m G  int o th e multiplicativ e grou p o f comple x 
numbers o f absolut e valu e 1 . Henc e i f x  i s a  characte r o f G , the n 
x(a&) =  x (a)x(6)foral la ,6€G . 
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We refer t o Lid l and Niederreite r [36 , Chapter 5 ] [37] for a  discus-
sion and variou s properties o f characters defined ove r a  finite field  F q. 
Proofs o f the followin g result s ca n b e foun d there . 

Proposition 2.5.5 . For  any nontrivial  multiplicative  character  \  w e 
have 

£xto = o. 
ceFq* 

For od d q,  le t £  be define d o n Fq  b y 

1 c  = b 2 i s a  square , 

— 1 otherwise . 
Z(c) 

The reade r shoul d verif y tha t £  i s a  characte r o n F*,  calle d th e 
quadratic character.  Moreover , i t ca n b e show n tha t £(—1 ) =  — 1 if 
and onl y i f q  = 3  (mo d 4) . 

The followin g theore m wil l b e i n th e constructio n o f Hadamar d 
matrices. A  proof is given by Lidl and Niederreiter [37 , Theorem 5.18]. 

Theorem 2.5.6 . If  q  is  odd,  let  f{x)  =  a 2x
2 +  ai£-|-ao be  a polyno-

mial over  F q with  a 2 7 ^ 0, and  let  d = a\  —  4aoa2 be  the discriminant 
of f{x).  Then 

£ «/w) 
ceFq 

-£(a 2) ifd^O, 

fa-l)£(a2) ifd  =  0. 

We are now ready t o prov e our mai n resul t concernin g th e us e of 
finite fields  i n th e constructio n o f Hadamard matrices . 

Theorem 2.5.7 . Let  q  = 3  (mo d 4 ) be  a prime power,  and  let  F q = 
{ a i , . . . , aq}. Define  a  matrix 

H = 

/l 1 
1 -1 
1 621 

1 631 

1 
bi2 

-1 
&32 

V 1 Vql O q2 

1 
&13 

&23 

-1 

Vq3 

hq 

b2q 

hq 

- 1/ 
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with bij  =  £(a,j  — di)  where  1  < i,j  <  q  for i  ^  j  (here  £  denotes  the 
quadratic character).  The  matrix  H  is  a  Hadamard  matrix  of  order 
n =  q  + l. 

Proof. W e need to verify tha t th e rows of the matrix ar e orthogonal , 
that is , verif y tha t th e inne r product s o f th e distinc t row s o f th e 
matrix ar e al l zero . Th e proo f consist s o f a calculation whic h wil l use 
some propertie s o f character s referre d t o above . 

We firs t calculat e th e inne r produc t o f th e first  ro w wit h som e 
other ro w 2  + 1 , where 1  < i  <  q.  W e obtai n 

i - 1 + ]r b^ = J2 £(%• - ai)  = J2  £(c)> 

which b y on e o f the abov e propertie s o f characters , i s 0 . 

We now calculate the inner product o f rows i  +1 an d k  -f 1, where 
k ^  i , wit h 1  < i  <  k  <  q.  I n thi s cas e we obtai n 

1-bki -  bik  + 2_j  bijb kj 

= 1-  €(a,i -  a k) -  £(a k -  a^  +  ^  £(aj  -  a^aj  -  a k), 

which, afte r som e simplification , ca n b e rewritte n a s 

1 - [ 1 + £(-!)]£(«; -  a k) +  Yl  ^° 2 ~  ( ai +  ak^c +  a iak)-
c<EFq 

Since q  = 3  (mo d 4) , £(—1) =  —  1. B y Propositio n 2.5.5 , this reduce s 
t o l — £(1 ) =  1  — 1  = 0 , an d henc e ro w i  + 1  is indeed orthogona l t o 
row k  + 1 , and th e proo f i s complete . • 

Once w e hav e a  Hadamar d matri x H n, w e ca n obtai n other s a s 
follows. 

Proposition 2.5.8 . Let  H n is  a  Hadamard matrix  of  order  n. Then 
the matrix 

{Hn H n \ 

\Hn —H nJ 

is a  Hadamard matrix  of  order  2n. 
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In particular , i f m  =  2 fe, k  >  0 , the n w e can obtai n a  Hadamar d 
matrix o f siz e m  b y startin g wit h th e trivia l Hadamar d matri x Hi 
and repeatin g thi s construction . 

6. Note s 

For a  comprehensiv e treatmen t o f th e theor y o f lati n square s a s wel l 
as a  discussio n o f som e applications , w e refe r t o Dene s an d Keed -
well [11] . Se e als o Dene s an d Keedwel l [12 ] fo r furthe r theor y o f 
latin squares . Th e boo k b y La y wine an d Mulle n [31 ] i s a  textboo k 
at th e undergraduat e leve l whic h discusse s variou s topic s i n discret e 
mathematics, eac h topic being motivated b y some connection t o lati n 
squares. W e refer t o Section III, Chapter 1  of Colbourn an d Dinit z [8 ] 
for a  discussion o f latin square s an d t o Chapte r 3  of the sam e sectio n 
for a  tabl e o f the bes t value s fo r th e numbe r o f MOL S o f orde r n  fo r 
n< 10,000 . 

The Handbook  of  Combinatorial  Designs  [8] , edited b y Colbour n 
and Dinitz , contain s a  hug e amoun t o f materia l relate d t o th e prop -
erties an d construction s o f many differen t kind s o f combinatoria l ob -
jects, man y o f whic h ca n b e constructe d usin g variou s propertie s o f 
finite fields  an d polynomial s ove r finite fields. 

Further readin g relate d t o afrin e an d projectiv e plane s ma y b e 
found i n Denes and Keedwell [11 , Chapter 8] . Colbour n and Dinitz [8] 
provide a  magnificen t surve y o f man y structure s i n th e are a o f com -
binatorics know n a s desig n theory ; a  detaile d discussio n fo r th e con -
struction o f block design s occurs in Section II , an d a  survey o f result s 
related t o Hadamar d matrice s an d thei r constructio n i s in Sectio n V , 
Chapter 1 . 

7. Exercise s 

Latin squares . 

2.1. Comput e b y han d th e value s o f l n fo r n  =  2,3,4 ; an d the n 
calculate b y machin e th e value s o f l n fo r n  =  5,6 , 7. 

2.2. Fo r eac h n  >  2 , construc t a  partial  latin  square  of  order  n  wit h 
n cell s filled  which canno t b e complete d t o a  lati n squar e o f order n . 
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A partia l lati n squar e o f orde r n  i s a n n  x  n  squar e wit h som e cell s 
filled bu t filled  i n suc h a  wa y tha t n o ro w o r colum n contain s an y 
symbol twice . 

2.3. Construc t a  pai r o f lati n square s o f orde r 6  wit h th e propert y 
that whe n th e tw o square s ar e superimpose d ther e ar e 3 4 distinc t 
ordered pairs . Explai n wh y ther e i s n o pai r o f lati n square s o f orde r 
6 with exactl y 3 5 distinct pairs . 

2.4. Construc t 3  MOLS o f each o f the order s 5 , 8 , an d 9 . 

2.5. Construc t a  pai r o f MOLS o f order 21. 

2.6. Construc t a  lati n squar e L  o f orde r 4  whic h doe s no t hav e a n 
orthogonal mate , tha t is , for whic h there does not exis t a  latin squar e 
of orde r 4  orthogona l t o L.  Prov e tha t you r lati n squar e doe s no t 
have a n orthogona l mate . 

2.7. Fo r q  an odd prim e power , sho w that th e lati n squar e L  o f order 
q — 1  which represent s th e multiplicatio n tabl e o f F*  doe s no t hav e 
an orthogonal mat e (tha t is , there is not anothe r lati n square of order 
q — 1  orthogonal t o th e squar e L) . 

2.8. Le t q  be a  prime powe r an d le t n  >  1  be a  positive intege r wit h 
(n, q2 — 1) = 1 . Le t a  ^ 0  G Fq. Sho w that a s b varies over the nonzer o 
elements o f F q, th e Dickso n polynomial s D n(x,a) +  bD n(y,a) giv e a 
complete se t o f q  — 1  mutually orthogona l lati n square s o f orde r q. 
(For th e definitio n o f Dickson polynomials , se e Sectio n 6.4. ) 

2.9. I f q  > 5 is an od d prim e power , construc t a  se t o f q  — 3 diagonal 
MOLS of order q,  that is , MOLS fo r whic h each square i n the se t ha s 
distinct element s o n eac h o f the tw o main diagonals . 

2.10. Construc t q 2 —  q  mutually orthogona l Sudok u lati n square s o f 
order g 2, wher e q  is a n arbitrar y prim e power . 

2.11. Sho w that i f one has a  pair o f orthogonal diagona l latin square s 
L\, Z/ 2 of order n , then one can construct a  magic  square  based on th e 
symbols 0 , 1 , . . . , n 2 —  1  (th e su m o f th e element s i n eac h row , eac h 
column, an d eac h o f th e tw o mai n diagonal s i s th e same ) o f orde r 
n vi a th e constructio n nL\  +  L2  wher e th e arithmeti c i s performe d 
modulo n 2. Construc t a  magic squar e o f order 5 . 
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2.12. Le t g  7 ^ 2, 3 b e a  prim e power . Construc t a  lati n squar e o f 
order q  which i s orthogonal t o it s transpose . Suc h a  squar e i s said t o 
be self-orthogonal. 

2.13. Giv e an example of a latin square which is not th e Cay ley tabl e 
of an y group , althoug h th e firs t ro w an d firs t colum n o f th e squar e 
are i n th e standar d order . 

Frequency square s an d lati n hype r cubes. 

2.14. Fo r q  a prime power an d a n integer i  >  1 , construct a  complet e 
set o f (q i -  l) 2/(q -  1 ) MOF S o f type F ( ^ ; q^ 1). 

2.15. Fo r q  a prime power and a n integer d  >  2 , construct a  complet e 
set of (q d — l)/(q—1) — d mutually orthogonal hypercubes of dimension 
d and orde r q. 

2.16. Fo r q  a prim e powe r an d d  >  2  an integer , construc t a  se t o f 

1 d  / ^ \ 

J L y  d )(q-l)k 

q-1 ^  U / 
H k=j+i  x  7 

mutually orthogona l hypercube s o f order q,  type j  wit h 1  < j  <  d—  1 
and dimensio n d.  B y havin g type  j , we mean tha t whe n an y j  o f th e 
d coordinate s ar e fixed,  eac h o f the q  symbols occur s exactl y q d~i~x 

times i n tha t subarra y consistin g o f q d~i cells . Als o not e tha t a 
hypercube o f type j  automaticall y ha s typ e i  wit h 0  <  i  <  j. 

2.17. Le t i  >  1  be a  positiv e integer . Sho w tha t fo r a  G  Fqi an d b  £ 
Fqi bu t wit h n o two of the b  values being F*  multiple s o f each other , 
the square s o f orde r q l constructe d wit h th e elemen t Tr F/K(b(ax + 
y)) bein g place d a t th e intersectio n o f ro w x  an d colum n y  give s a 
complete se t o f F(q i; q 1'1) MOFS . 

Fini te geometries . 

2.18. Verif y tha t th e finite  geometrie s constructe d i n Exampl e 2.3. 7 
are actuall y a n affin e plan e an d a  projectiv e plane . 

2.19. Construc t a n affin e plan e AG(2,3 ) usin g a  complet e se t o f 
MOLS of order 3 , and show this plane is the same as that constructe d 
using Theore m 2.3.4 . 
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2.20. Construc t th e affin e geometr y AG(3,F 2) an d th e projectiv e 
geometry PG(3,F 2) . 

2.21. Usin g th e projectiv e geometr y constructe d i n th e abov e exer -
cise, construc t a  (15 , 7,3) differenc e se t arisin g fro m Theore m 2.4.11 . 

Hadamard matrices . 

2.22. Construc t Hadamar d matrice s o f orders 8  and 12 . 

2.23. Explai n wh y th e constructio n fro m Theore m 2.5. 7 canno t b e 
used t o construc t Hadamar d matrice s whe n q  = 1  (mo d 4) . 

Proofs lef t t o th e reader . 

2.24. Assum e tha t tw o nxn  lati n square s L\  an d L 2 ar e orthogonal . 
Prove tha t i f th e symbol s o f L\  ar e permuted , the n th e resultin g 
square i s stil l orthogona l t o L 2. Prov e tha t i f Li , L2 , . . . , Li  for m a 
set o f MOLS o f order n , the n ther e i s a  se t L' l5 L2 , . . . , L\  o f i  MOL S 
of siz e n  suc h tha t th e firs t ro w o f eac h squar e L fj i s i n th e standar d 
order. 

2.25. Prov e Lemm a 2.2.22 . 

2.26. Prov e Lemm a 2.2.23 . 

2.27. Prov e Theore m 2.3.4 . 



Chapter 3 

Algebraic Codin g 
Theory 

1. Introductio n 

In today' s worl d o f moder n communications , w e ofte n wan t t o sen d 
messages o r file s fro m on e place t o another , o r fro m on e compute r t o 
another. Scientifi c progres s i n area s suc h a s deep-sea an d deep-spac e 
research require s the abilit y t o transmit informatio n throug h difficul t 
environments. 

When w e sen d a  message , w e hop e th e perso n o n th e receivin g 
end ca n obtai n th e origina l messag e withou t error s whic h ma y hav e 
been introduce d durin g th e transmissio n process . Th e difficult y i s 
that whe n on e transmits informatio n vi a a  communication line , nois e 
and othe r environmenta l factor s ofte n introduc e error s s o tha t th e 
received message is not the same as the original message. Fo r example, 
radiation from th e sun interferes wit h transmissions between the eart h 
and communicatio n satellites . 

In orde r t o analyz e situation s suc h a s this , w e first  assum e tha t 
there i s a  fixe d se t M  o f message s tha t w e migh t wis h t o send , an d 
that thi s lis t i s known t o bot h th e sende r an d th e receiver . 

In common applications , a  message migh t b e a  word, a  single let -
ter, o r a fixed finite  word on a fixed finite  alphabet. Thu s a "message " 
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A • — B  — • • • 
D — • • E  • 
G « - • H  • • • • 

M • • - N  - • 

S • • • T  -
V • • • H W  I M 

2 - - - - - 3  - - - - -
5 • • • • • 6  • • • • • 

Table 3 .1 . Th e codeword s o f Mors e cod e 

in th e ordinar y sens e ma y b e a  sequenc e o f wha t w e cal l messages . 
A code  i s a n injectio n fro m a  se t o f message s t o a  se t o f word s o n 
a fixed finite  alphabe t (th e word s i n th e rang e o f thi s functio n ar e 
called codewords).  W e requir e a  cod e t o b e injectiv e s o tha t w e ca n 
decode th e sequenc e tha t i s received . 

We wil l us e Mors e Cod e a s a  simpl e exampl e o f wha t w e mea n 
by a  code . Thi s cod e ca n b e viewe d a s a  syste m fo r translatin g th e 
messages {A,  B, ..., Z,  1,2,.. . , 9,0} t o sequence s o f letter s fro m th e 
alphabet { • , • • } (usuall y •  i s called dot  an d ™  i s called dash).  Th e 
assignment functio n fo r thi s cod e i s shown below . T o send a  word b y 
Morse code, each letter i n the word is translated an d sent i n sequence. 

One o f th e goal s o f codin g theor y i s t o mak e i t possibl e fo r th e 
person receivin g a  messag e t o detec t an d correc t error s tha t hav e 
arisen durin g th e transmissio n process . Th e detectio n o f errors i s ac-
complished b y noticing tha t th e receive d sequenc e i s not a  codeword . 
For example , i f a  Mors e Cod e operato r receive s •  " • • • • then th e op -
erator wil l immediately kno w that a n error has occurred, becaus e thi s 
sequence is not assigne d to any letter o r number. Th e operator ha s no 
way o f tellin g whic h messag e wa s intended , an d thu s canno t correc t 
the error . 

C 
F 
I 
L 
O 
R 
U 
X 
1 
4 
7 
0 
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For som e codes , i t i s possible fo r th e receive r t o determine , wit h 
high probability , th e intende d messag e whe n the receive d sequenc e i s 
not a  codeword . Suc h code s ar e ofte n calle d error-correcting  codes. 
Because error s during transmissio n ar e inevitable i n many situations , 
error-correcting code s ar e essentia l fo r transmittin g dat a efficiently . 
These code s ar e ofte n calle d algebraic  codes  because the y ar e usuall y 
constructed usin g som e algebrai c system , ver y ofte n a  finit e field . 

It i s important t o not e tha t th e code s w e discuss i n thi s chapte r 
are no t mean t t o kee p informatio n secret . Fo r example , anyon e wh o 
knows Mors e Cod e an d ha s suitabl e radi o equipmen t ca n snoo p o n 
other people' s conversations . Th e goa l o f error-correctin g code s i s 
only t o allo w th e intende d recipien t t o correc t error s tha t hav e oc -
curred durin g transmission . Th e field  o f cryptography,  whic h w e wil l 
discuss i n Chapte r 4 , i s devoted t o keepin g informatio n private . 

In thi s chapte r w e firs t develo p a  fe w basi c propertie s o f codes , 
discuss som e bound s o n cod e parameters , an d discus s som e encod -
ing and decodin g techniques. W e then illustrat e severa l construction s 
for classe s o f code s usin g finite fields,  briefl y discus s perfec t codes , 
as wel l a s severa l connection s betwee n code s an d combinatoria l de -
signs. W e conclud e th e chapte r wit h som e connection s betwee n set s 
of orthogonal lati n square s an d codes . 

2. Basi c propert ie s o f code s 

In order t o us e algebraic properties an d method s fo r th e constructio n 
of ou r codes , w e wil l restric t ou r attentio n t o th e theor y o f linea r 
codes. I n thi s wa y w e wil l b e abl e t o vie w ou r code s a s subspace s o f 
a vecto r spac e ove r th e finit e field  F q. 

Let F^  denot e th e se t o f al l n-tuple s ove r th e field  F q: 

Fq =  {0l > •  • '  > an) |  di £  F qi l  =  1 , . . . ,  7l}. 

The reade r shoul d recal l tha t F™  i s a  vecto r spac e ove r th e field  F q. 
It ha s dimensio n n , wit h a  standar d basi s consistin g o f th e n  uni t 
vectors o f length n . 

In thi s chapter , w e wil l assum e tha t th e message s w e wis h t o 
transmit ar e element s o f F*  fo r som e k  >  1 . W e ma y thu s vie w 
these message s a s word s o f lengt h k  o n th e alphabe t whic h consist s 
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of the q  elements o f Fq. I n particular , i f q  = 2 , then ou r message s ar e 
binary string s o f lengt h k.  Unde r th e assumptio n tha t th e message s 
are the elements of Ft, w e have q k distinc t message s that ca n be sent . 
To appl y ou r theor y t o th e rea l world , w e firs t tak e th e tru e se t o f 
messages w e wis h t o sen d an d assig n eac h on e t o a n elemen t o f F k. 
This assignmen t functio n (whic h mus t b e injective ) i s share d wit h 
the desire d recipient . Becaus e th e creatio n an d us e o f assignmen t 
functions i s routine , w e will ignore i t fo r th e res t o f thi s chapter . 

When w e assum e ou r message s com e fro m th e se t F k, w e will 
always assum e ou r codeword s com e fro m th e se t F™  fo r som e n>  k. 
A code thus gives an injective functio n fro m F£  t o F™\  th e codeword s 
are the rang e o f this function . W e are particularly intereste d i n thos e 
codes fo r whic h th e rang e i s a  subspac e o f F™ , fo r the n w e ca n us e 
results o f linea r algebr a t o analyz e th e code . 

Definition 3.2.1 . A  linear  code  C i s a  subspac e o f the vecto r spac e 
F^. Suc h a  cod e i s calle d a  q-ary  code ; th e cod e i s binary  i f q  =  2 
and ternary  i f q  -- 3 . Th e numbe r n  i s the length  o f the code . 

Since a  linea r cod e C  i s a  subspac e o f F™ , i t wil l contai n q k 

distinct codeword s fo r som e k  with 0  < k  <  n.  Th e intege r k  i s called 
the dimension  o f th e linea r cod e C.  W e ca n als o recogniz e k  a s th e 
length o f eac h uncode d message , fo r ou r message s wil l b e element s 
from th e se t F*.  W e wil l denot e suc h a  cod e C  a s a n [n , k] linea r 
code. 

Examples 3.2.2 . W e briefly discus s severa l elementar y example s of 
linear codes . W e ca n defin e a  code , calle d a  q-ary  repetition  code, 
which act s b y repeatin g th e messag e a  G  Fq tha t i s t o b e encode d a 
total o f n  times : a  —• a. . .a . Clearl y thi s i s a  linea r cod e o f length n 
and dimensio n 1 . 

A binar y parity-check  code  over F 2 ca n b e constructe d wit h th e 
map ( a i , . . . , an) »— > ( a i , . . ., an , Y^l=i  a0 - Thi s cod e i s als o linear , 
and ha s a  larg e dimensio n n  — 1 , but (a s wil l be see n later ) n o error -
correcting ability . 

There ar e various ways to encod e messages , but w e will focus ou r 
efforts o n tw o matri x methods . On e use s a  parity-chec k matri x an d 
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the othe r use s a  generato r matrix . W e begi n wit h th e parity-chec k 
method. 

Assume fo r th e momen t tha t th e message s we wish to encod e ar e 
of the for m (c i , . . . , c&) where eac h Q  G  Fq. W e encode eac h messag e 
by appendin g a n additiona l n  —  k  digits , calle d parity-check  digits 
(cfc+i,..., c n), wit h eac h Ci  als o in F q. W e wil l then hav e a  codewor d 
c =  ( c i , . . . , cn) G  F^ wher e th e firs t k  digit s ar e informatio n digit s 
and th e las t n  —  k  digit s ar e parity-chec k digits . W e no w sho w ho w 
to find  th e parity-chec k digits . 

Let H  b e an (n  — k) x  n matri x ove r F q o f rank n  — k. Give n suc h 
a matri x i7 , we can construc t a  code C  b y lettin g c  be a  codeword i f 
and onl y i f Hc T =  0 , wher e T  denote s th e transpose . Th e matri x H 
is called a  parity-check  matrix  fo r th e cod e C. 

Lemma 3.2.3 . Let  H  be  a (n — k) x  n  matrix  over  F q of  rank  n  — k. 
Then C  =  {c G F™  \  HcT =  0 } is  a  linear  [n , k] code. 

Proof. Th e code C will indeed be linear because (fro m linear algebra ) 
if ci , C2 G C, the n H(aci  - f bc2) T =  0 . Sinc e the ran k o f H  i s n  —  £; , 
the cod e C  ha s dimensio n k.  • 

The equatio n Hc T =  0  lead s t o a  syste m o f linea r equation s 
over th e field  F q whic h ca n b e use d t o determin e c^+i , . . . , c n give n 
Ci , . . . , Cfc. Thes e equations ar e often calle d the parity-check equations 
for th e linea r cod e C.  I f H  i s of the for m H  =  (A\I n-k), wher e I n-k 
is the identit y matri x o f order n  — k, the n th e cod e C  i s said t o b e i n 
systematic form.  Not e tha t i f H  i s i n systemati c form , the n w e ca n 
compute th e parity-chec k digit s wit h particula r ease . 

We no w tur n fro m parity-chec k matrice s t o conside r a  dua l wa y 
of formin g a  linea r [n , k] code. T o thi s end , le t G  b e a  k  x  n  matri x 
(with n o zer o columns ) o f ran k k  ove r F q. W e for m a  cod e C  b y 
putting c  G  C i f c  i s i n th e ro w spac e o f th e matri x G.  Thu s C  wil l 
consist o f al l vector s o f th e for m c  =  SLG  where a  run s throug h al l 
messages o f lengt h £; , tha t is , al l 1  x  k  vector s ( a i , . . . , a^) ove r F q. 
The matri x G  i s called a  generator  matrix  fo r th e cod e C. 

Lemma 3.2.4 . Let  G  be  a k x  n matrix  over  F q. The  set  C  =  {a G | 
a.e F^}  is  a  linear  code.  The  dimension  of  C is  the  rank  of  G. 
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The proo f o f Lemma 3.2. 4 i s lef t a s Exercis e 3.15 . 

If G  i s of the for m G  = (Ik\  —  AT), wher e A  i s of size ( n — k) x  n 
and Ik  denote s the k  x k identity matrix , then G  is in systematic  form. 
In thi s case , le t H  b e the matri x (A\I n-k). The n th e matrice s G  an d 
H ar e related by the matrix equation GH T =  0 ; in this case, the cod e 
generated b y H  i s the sam e a s the cod e fo r whic h G  i s the generato r 
matrix (se e Exercise 3.9) . Thu s give n eithe r a  generato r matri x G  o r 
a parity-chec k matri x H,  w e can obtai n th e other . W e no w conside r 
a smal l exampl e t o illustrat e thes e concepts . 

Example 3.2.5 . W e work ove r th e binar y fiel d F 2. Le t 

/ l 0  1  1  1  0  0 \ / l 0  1  1 \ 
H= 1 1 1 0 0  1 0 A = I  1 1  1  0 1 

\0 1  1  1  0  0  1 / \ 0 1  1  1 / 

so tha t th e parity-chec k matri x H  i s i n systemati c for m wit h n  =  7 

and k  =  4 . W e thus hav e a  binar y [7,4 ] linea r code . 

Recall tha t a  vecto r c  G  F2
7 i s a  codewor d i f Hc T =  0 , whic h i s 

equivalent t o satisfyin g th e followin g syste m o f linea r equations . 

c\ +  c 3 + c 4 + c 5 =  0 , 

ci +  c 2 + c 3 + c 6 =  0 , 

C2 +  C 3 + C 4 + C 7 = 0 . 

These ca n b e rewritte n a s the syste m 

C5 = C i + C 3 + C 4, 

C6 =  C i + C 2 +C3 , 

C7 =  C 2 +C 3 +C 4 , 

which gives an efficient schem e for encoding the message (ci , 02,03,04): 
one ca n encod e a  messag e (ci , c2, c3, c4) usin g th e formul a 

(ci, c2, c3, c4) 1- ^ (ci, c2, c3, c4, ci - f c 3 + c 4, cx +  c 2 -f c 3, c2 + c 3 4- c4). 

Using th e sam e exampl e a  generato r matri x G  i s given b y 

/ l 0  0  0  1  1  0 \ 
0 1 0 0  0  1 1 1 

" 0 0 1 0 1 1 1 
\0 0  0  1  1  0  1 / 
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so tha t w e have a  [7,4 ] linea r binar y cod e C  ove r th e fiel d F2.  Sinc e 
C ha s dimensio n 4 , i t wil l contain 2 4 =  1 6 binary codeword s eac h of 
length 7 . Th e actua l codeword s wil l be give n i n Exampl e 3.5.1 . 

Prom the abov e discussion, i t i s clear tha t w e can construct man y 
linear code s b y simpl y writin g dow n matrice s t o us e a s generato r 
or parity-chec k matrices . A s wil l b e see n later , th e difficult y i s t o 
determine i f th e code s ar e usefu l fo r detectin g an d correctin g errors . 
In orde r t o answe r thes e questions , w e will  nee d th e concep t o f th e 
weight o f a  vecto r an d th e distanc e betwee n tw o vectors . 

Definition 3.2.6 . Th e Hamming  distance  d(x,y ) betwee n tw o vec -
tors x  an d y  i n F™  i s th e numbe r o f coordinate s wher e th e vector s 
differ. Th e Hamming  weight  wt(x ) o f a  vecto r x  i s th e numbe r o f 
coordinates wher e th e vecto r i s nonzero . 

In a  linea r code , th e Hammin g distanc e d(x , y) i s alway s equa l 
to th e Hammin g weigh t o f th e vecto r x  —  y. I n particular , w e hav e 
d(x,0) =  wt(x) . 

Proposition 3.2.7 . The  Hamming  distance  function  is  a  metric. 
That is,  for  all  vectors  u,  w,  and  w ; 

(1) d(u,v ) > 0 . 

(2) d(u , v) =  0  if  and  only  ifu  =  v. 

(3) d(u,v ) =  d(v,u) . 

(4) d(u,w ) <  d(u,v ) +  d(v,w) . 

Definition 3.2.8 . I f C  i s a  linea r code , the n th e minimum  distance 
dc o f C  i s defined a s 

dc =  min{d(x,y ) | x , y G C , x ^ y } =  min{wt(x ) | x G C , x ^ O } . 

Let x  € Fq  b e a  vecto r o f lengt h n  ove r F q. Th e sphere  of 
radius t  about  x i s the se t o f al l vector s y  € F™  fo r whic h d(x , y) < 
t. Exercis e 3. 1 ask s th e reade r t o determin e th e numbe r o f distinc t 
vectors i n a  spher e o f radius t. 

Let C  b e a n [n , k] code . W e sa y tha t C  ca n correct  t  errors 
if wheneve r n o mor e tha n t  coordinate s o f a  codewor d ar e change d 
the origina l codewor d ca n b e effectivel y recovere d fro m th e change d 
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codeword. Fo r s  >  0 , w e say tha t C  ca n detect  s  errors  i f wheneve r 
no mor e tha n s  coordinate s o f a  codewor d ar e change d th e resultin g 
word i s not i n C. 

Definition 3.2.9 . A  cod e C  i s sai d t o b e t-error  correcting  i f fo r 
every vecto r x  G  F™  ther e i s a t mos t on e codewor d c  G  C  withi n 
distance t  o f x , tha t is , with d(x , c) <  t. 

If C  i s a  linea r cod e ove r F q o f length n , dimensio n &; , and mini -
mum distanc e d,  we say that C  i s a g-ary linea r [n , fc, d) code. A s will 
be see n i n ou r nex t result , th e minimu m distanc e o f a  cod e i s wha t 
determines it s erro r correctin g ability . 

Theorem 3.2.10 . Let  C  be  a code. 

(1) C  can  correct  t errors  if  and  only  if  dc  >2t  +  1 . 

(2) C  can  detect  s  errors  if  and  only  if  dc  >  s  + 1 . 

Proof. Fo r par t (1) , i f a  codeword c  i s transmitted an d th e receive d 
vector r  contains t  o r fewer errors , tha t is , differs fro m c  i n t  o r fewe r 
coordinates, the n dc  (c, r) <t.  I f c ' G  C i s any othe r codeword , the n 
dc(c', r) >  t  +  1 , for i f not , w e would hav e 

d c (c , c' ) <  d c (c , r) +  d c ( r , c' ) <  2* , 

a contradiction . 

For par t (2) , assum e th e receive d vecto r i s obtaine d afte r th e 
introduction o f s  o r fewe r errors . The n i t canno t b e mistake n fo r a 
codeword sa y c' , becaus e then dc(c , c') <  5 , which i s a contradiction . 

• 
The followin g resul t provide s a n efficien t wa y t o obtai n a  lowe r 

bound o n th e minimu m distanc e o f a  code . 

Theorem 3.2.11 . A  linear  code  C over  F q with  parity  check  matrix 
H has  minimum  distance  dc  >  s  + 1  if  and  only  if  any  s  columns  of 
H are  linearly  independent  over  F q. 

Proof. Fo r th e necessity , i f w e hav e s  linearl y dependen t columns , 
then fo r som e c  G  C, wit h c  ^  0 , Hc T =  0  an d s o wt(c ) <  s.  Fo r 
the converse , i f any s  column s ar e linearly independen t ove r F q, the n 
there i s no c  G  C wit h wt(c ) <  5 , and s o dc  >  s  + 1 . • 
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We not e tha t dc  =  s  +  1  i f an y s  column s o f H  ar e linearl y 
independent an d ther e ar e 5  + 1  column s o f H  whic h ar e linearl y 
dependent ove r F q. 

Suppose on e want s t o construc t a  cod e C  t o b e a n [n , &, d] linear 
code. I n orde r t o maximiz e th e utilit y o f our cod e on e would like : 

(1) d  to b e larg e i n orde r t o b e abl e t o correct , o r detect , larg e 
numbers o f errors . 

(2) n  t o b e smal l i n orde r t o onl y hav e t o transmi t shor t mes -
sages. 

(3) Th e rate  o f a  cod e i s defined t o b e k/n.  On e woul d lik e t o 
have th e rat e b e a s clos e t o 1  a s possibl e s o tha t mos t o f 
the coordinate s i n the transmitte d messag e ar e informatio n 
digits (fo r whic h ther e ar e k  coordinates) , no t parity-chec k 
digits, whic h ar e adde d t o allo w fo r error-correctio n an d 
detection. 

As wil l b e seen , thes e goal s ar e somewha t contradictory . A s on e 
improves th e cod e i n on e o f the properties , on e usuall y mus t weake n 
the given code relative to some of the other properties . Thu s we are in 
a trade-of f situation . I n orde r t o find  th e bes t solutio n t o th e codin g 
problem, w e would first  nee d t o determin e whic h parameter s ca n b e 
obtained b y a  code . Thi s i s not a n eas y task , however . 

Open Proble m 3.2.12 . Fo r whic h n , k,  d  an d prim e power s q  i s 
there a n [n , k, d] linear cod e ove r F q? 

We en d thi s sectio n wit h a  probabilisti c argumen t tha t a  cod e 
that correct s relativel y fe w error s ma y correc t "enough " error s i n 
practice. I f n  <  m  ar e nonnegativ e positiv e integers , a  reasonabl e 
assumption ma y b e tha t i t i s less likel y fo r a  receive d vecto r t o hav e 
m error s tha n i t i s t o hav e n  errors . Th e reasonabilit y o f thi s as -
sumption depend s o n the precis e communication channe l causin g th e 
errors. Man y probabilisti c model s hav e bee n develope d fo r specifi c 
communications channels . 

Let u s assum e tha t eac h coordinat e o f a  transmitte d vecto r wil l 
be correctly receive d wit h probability p >  0, independent o f the othe r 
coordinates. Thi s assumption i s a reasonable mode l of the error s tha t 
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occur, fo r example , whe n readin g fro m a  computer har d dis k drive . 
It i s not a  reasonable mode l fo r radi o transmission , wher e errors ten d 
to com e i n bursts . 

Under th e assumptio n tha t error s occu r independentl y wit h a 
fixed probabilit y 1  — p, th e probabilit y P(i)  o f havin g i  error s in a 
received vecto r o f length n  is given b y the formul a 

p(«) =  Q( i -p)y- i . 
The followin g tabl e shows these probabilites whe n n = 5  and p =  0.9 . 

i P(i) 
0 0.59049 
1 0.32805 
2 0.07290 
3 0.00810 
4 0.00045 
5 0.00001 

In thi s cas e there i s less than a 9/1000 chanc e tha t a  received vecto r 
will arrive with 3  or more errors . Thu s a code with the abilit y to cor -
rect onl y 2  errors will  be abl e t o correctl y decod e almos t al l receive d 
messages. 

3. Bound s fo r parameter s o f code s 

In this section we provide several bounds on the possible values of the 
parameters n , A; , and d  for a  linear [n , fc, d] code ove r Fq. 

Theorem 3.3. 1 (Hammin g bound) . Suppose  C  is a linear [n , fe], 
t-error correcting  code  over F q of  length  n.  Then 

« * ( l + ( " ) ( 9 - l ) +  - + ( " ) ( ? - l ) * ) < 9 » . 

Proof. W e firs t notic e tha t th e ter m qn on th e right-han d sid e sim -
ply count s th e tota l numbe r o f vector s o f lengt h n  over F q tha t ar e 
available. Similarly , q k is the numbe r o f codeword s i n the cod e C 
since C has dimensio n k.  Als o not e tha t 

i+(>-i)+-+Q(,-i)' 
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is th e numbe r o f distinc t vector s i n a  spher e o f radiu s t  aroun d an y 
codeword; se e Exercise 3.1 , from whic h th e resul t follows . D 

Codes whose parameters yield an equality in the Hamming bound , 
sometimes als o calle d th e sphere-packing  bound,  form a  ver y specia l 
class o f codes . 

Definition 3.3.2 . A  t-error correctin g cod e C  ove r F q o f length n  i s 
perfect i f F™  i s th e disjoin t unio n o f th e sphere s o f radiu s t  aroun d 
the codeword s o f C. 

We will  provid e a  brie f discussio n an d classificatio n (withou t 
proof) fo r al l <?-ary linear perfec t code s i n Sectio n 5.4 . 

Theorem 3.3. 3 (Plotki n bound) . For  a  linear  code  C over  F q with 
parameters [n,k,dc],  we  have 

nqk-1{q-l) 
dC <  z  :  • 

qK — 1 
Proof. W e sho w tha t nq k~l(q —  1 ) i s n o les s tha n th e tota l weigh t 
of al l th e codewords . Fi x a n intege r 1  <  i  <  n.  Le t D  b e th e se t 
of codeword s wit h a  0  i n coordinat e i . The n D  i s a  subspac e o f C 
containing |C | / |D | =  \C/D\  =  q k~x codewords . Therefor e th e tota l 
weight o f al l codeword s i n D  i s les s tha n o r equa l t o q k~1{q —  1) , 
and thu s th e tota l weigh t o f al l codeword s i n C  i s n o mor e tha n 
nqk~l{q-l). • 

Another ver y simple , bu t usefu l bound , i s containe d i n th e nex t 
result. 

Theorem 3.3. 4 (Singleto n bound). If  C is  a  linear [n , /c, d] code over 
Fq, then 

(2) q k <q n~d+\ 

which is  equivalent  to  the  inequality  d  <  n — k  + 1 . 

Proof. Le t C  b e a n [n , &, d] linea r cod e ove r F q. Delet e th e las t 
d —  1  coordinates o f eac h cod e wor d o f C.  Thi s leave s n  —  (d —  1 ) 
coordinates. Distinc t element s o f C  canno t agre e o n eac h o f the firs t 
n —  (d  — 1 ) coordinates , becaus e th e cod e ha s distanc e d.  Therefor e 
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there ca n i n tota l b e n o mor e tha n q n ( d ^  —  qn d + 1 codewords , 
from whic h th e resul t follows . • 

We note that th e Singleton bound ca n also be obtained a s a corol-
lary t o Theore m 3.2.1 1 becaus e th e ran k o f th e parity-chec k matri x 
for C  i s n  —  k. I f equalit y hold s i n (2) , the n th e cod e i s calle d a 
maximum distance  separable  (MDS)  code.  I n th e las t sectio n o f thi s 
chapter, w e will see that set s of orthogonal lati n square s ar e usefu l i n 
the constructio n o f some MD S codes . 

The Hamming, Plotkin , an d Singleton bounds give only necessary 
conditions fo r a  linea r [n , fc, d] code ove r F q t o exist . Th e nex t resul t 
provides a  sufficien t conditio n fo r th e existenc e o f such a  code . 

Theorem 3.3. 5 (Gilbert-Varshamo v bound) . There  is  a  linear [n , k] 
code over F q with  minimum  distance  no  less  than  d  if 

i=0 ^  %  J 

Proof. Th e proo f i s obtaine d b y formin g a  parity-chec k matri x o f 
rank n  — k  whos e column s hav e the propert y tha t an y d  — 1  columns 
are linearl y independen t vector s ove r F q. T o thi s end , w e us e an y 
nonzero vecto r a s the firs t column . Th e secon d colum n ca n b e take n 
to b e an y nonzer o vecto r whic h i s no t dependen t wit h th e first , tha t 
is, whic h i s no t a  nonzer o scala r multipl e o f th e first  column . The n 
the thir d colum n ca n b e taken t o b e an y nonzer o vecto r whic h i s no t 
a linea r combinatio n o f th e firs t tw o columns . W e thu s continu e t o 
add ne w column s a s long a s new vector s ar e available . 

We ca n ad d anothe r vecto r o f lengt h n  —  k  a s a  colum n o f H 
as lon g a s on e i s available . Assum e tha t w e hav e chose n a  tota l o f 
m vector s o f lengt h n  —  k  ove r F q fo r whic h an y d  — 1  columns ar e 
linearly independen t ove r F q. Th e collectio n o f vectors which ar e no t 
available i s the se t o f al l linear combination s o f these m  vectors . Th e 
number o f such linea r combination s i s seen t o b e t , wher e 

'-(?>.-^-+G:>-»(">-
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lit <  qn~k —  1, we can choos e anothe r vecto r o f length n  — k.  I n 
particular, i f m  =  n  —  1 , we wil l b e abl e t o choos e a n n-t h vecto r a s 
a colum n o f ou r parit y chec k matri x H.  Th e cod e thu s constructe d 
will hav e lengt h n  an d minimu m distanc e a t leas t d.  Becaus e H  ha s 
n —  k  rows , it s ran k i s a t mos t n  —  k,  an d thu s th e dimensio n o f th e 
code wil l be a t leas t k.  • 

4. Decodin g method s 

As w e hav e see n earlie r on , give n a  linea r cod e C  i t i s ver y eas y t o 
encode a  message . On e ca n eithe r us e a  parity-chec k matri x H  o r 
generator matri x G  t o encod e a  message , sa y m , int o a  codewor d c . 
For example , c  =  m G o r Hc T =  0  using th e parity-chec k equations . 

On th e receivin g end , ho w ca n on e decod e a  receive d vecto r r  t o 
obtain th e origina l codewor d c ? Give n a  particula r code , ther e ma y 
be specia l method s whic h ca n b e use d t o efficientl y decod e receive d 
vectors. W e wil l discus s onl y on e genera l metho d whic h ca n b e use d 
to decod e an y linea r code . 

We begin with the assumptio n tha t th e receiver , seeing a received 
vector y  wit h error s will  decod e y  t o th e codewor d c  G  C whic h i s 
nearest, i n Hammin g distance , t o y . Thi s metho d o f decodin g i s 
known a s nearest  neighbor  decoding.  I t i s clea r tha t i f C  i s t-erro r 
correcting an d y  ha s no more than t  errors , then the neares t neighbo r 
decoding metho d produce s th e correc t result . 

Let C  b e a  linea r [n , k] code s o tha t \C\  =  q k. W e construc t th e 
collection o f coset s { a + C  \  a € F™}.  (Recal l C  i s a  subgrou p o f F™ 
under addition , s o this definition make s sense.) Ther e ar e qn~k coset s 
which partitio n F™. 

We nex t describ e a n arra y fo r a  linea r cod e C.  Le t th e coset s of 
C b e {a i + C} , wher e eac h a i i s chosen to b e a n elemen t o f minimu m 
Hamming weigh t i n it s coset . Th e element s a.{  ar e know n a s coset 
leaders. Whil e in theory thes e cose t leader s ar e very useful , on e mus t 
point ou t tha t i n a  larg e code , i t wil l b e fa r fro m eas y t o determin e 
all o f the cose t leaders . 
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We use the cose t leader s t o writ e th e element s o f F™  i n a n array , 
called th e standard  array  fo r th e linea r cod e C: 

0 +  C  =  O  + c i 0  + c 2 •  0  + c gfc 

ai +  C  =  a i +  c i a i +  c 2 •  • •  a x +  c qk 

3LS + C = as -h ci as + c2 • • • a5 + cqk 

where s  =  q n~k. Th e elemen t i n positio n (i,j)  o f th e arra y i s thu s 
the vecto r a ^ +  Cj. 

Now given a  received vecto r a  G  Fq, i f we find the cose t leade r a ' 
of the cose t containin g a , the n w e assume tha t th e correc t codewor d 
for a  i s a  —  a' . Thu s w e assum e tha t th e erro r introduce d durin g 
transmission i s the coset leade r a^ . Sinc e each coset leader i s assumed 
to hav e minima l weigh t i n the give n cose t containin g it , thi s metho d 
of decoding i s often calle d nearest  neighbor  decoding. 

One problem wit h usin g the standard arra y fo r decodin g a n [n , k] 
linear cod e C  i s it s larg e size . Recal l tha t th e standar d arra y fo r 
C will  contai n q k columns , th e numbe r o f codeword s i n C , an d th e 
number o f rows wil l be q n~k. 

The followin g notio n wil l be very helpfu l i n ou r decodin g efforts . 
If y  G  F™, the n th e syndrome  S(y)  i s # y T , wher e H  i s th e parity -
check matri x fo r C. 

Lemma 3.4.1 . Let  y  be  a vector  in  F™.  Then 

(1) 5(y ) =  0  if  and  only  ify  G  C. 

(2) 5(y ) =  5(z ) if  and only  if  the equality  of  cosets y+C —  z+C 
holds. 

Proof. Par t (1 ) i s jus t a  restatemen t o f th e conditio n involvin g a 
parity-check matri x fo r a  vecto r y  t o b e i n th e cod e C.  Par t (2 ) 
follows fro m a  simpl e calculation , namel y tha t 5(y ) =  5(z ) i f an d 
only i f H(y  —  z )T =  0 . Th e detail s ar e lef t t o Exercis e 3.11 . • 

Thus an y tw o element s i n th e sam e ro w o f th e standar d arra y 
have the sam e syndrome , whil e any tw o elements fro m differen t row s 
have differen t syndromes . 
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To implemen t th e syndrom e decodin g method , w e comput e th e 
syndrome o f eac h cose t leade r an d stor e thes e syndrome s fo r futur e 
reference. W e then comput e th e syndrom e o f each incomin g messag e 
and compar e i t wit h th e precompute d syndrome s t o find  th e cose t 
leader. Subtractin g th e cose t leade r fro m th e receive d messag e give s 
us the codeword . 

We en d thi s sectio n wit h a  fe w word s regardin g a  drawbac k o f 
the cose t leade r decodin g algorithm . I f we have a  linear cod e over F q 

with a  large number o f cosets (recal l in an [n , k] linear cod e there wil l 
be q n~k distinc t cosets) , i t wil l be extremel y difficul t t o calculat e al l 
of th e cose t leader s an d stor e al l o f thei r syndromes . I n suc h cases , 
one sometimes use s wha t i s known a s incomplete  decoding.  Her e on e 
calculates an d store s th e syndrome s o f some large subse t o f the cose t 
leaders. Whe n a vector r  i s received, one calculates the syndrome 5(r ) 
and searche s throug h th e store d se t o f syndromes . I f tha t syndrom e 
is found , the n w e decod e r  t o b e th e codewor d c  —  r  —  a^, wher e a ^ 
is the cose t leade r suc h tha t S(a^ ) =  S(r),  a s usual . I f i n ou r searc h 
of th e store d syndrome s w e d o no t locat e th e syndrom e S(r)  o f th e 
received vecto r r , the n w e ask the sende r t o resend th e message . Th e 
term incomplete  decoding  i s use d becaus e w e ar e no t abl e t o decod e 
all possibl e receive d vectors . 

As a n illustratio n o f syndrom e decoding , usin g th e binar y Ham -
ming cod e iJ(2,3 ) fro m Exampl e 3.5.1 , on e calculate s th e se t o f syn -
dromes t o obtai n th e following : 

Coset leade r Syndrom e 
0000001 00 1 
0000010 01 0 
0000100 10 0 
0001000 10 1 
0010000 11 1 
0100000 01 1 
1000000 11 0 

Thus i f the vector r  i s received, the receiver calculate s 5(r ) =  11 0 
which i s seen t o correspon d t o th e cose t leade r a.r  = 1000000 , whic h 
is the erro r whic h occurre d i n transmission. Thu s the receive d vecto r 
r i s decoded t o th e codewor d c  =  r  —  a.? =  0111001. 
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5. Cod e construction s 

We no w provid e method s fo r th e constructio n o f severa l importan t 
classes o f linear code s ove r finite fields. 

5.1. Hammin g codes . W e begin b y constructin g th e binar y Ham -
ming code s iJ(2,m) , wher e m  >  2  i s a  positiv e integer . W e for m a 
parity-check matri x H  o f siz e m  x  (2 m —  1 ) whos e column s ar e th e 
binary representation s o f th e number s 1,2,.. . , 2m —  1 . Th e reade r 
should chec k tha t th e matri x H  wil l hav e ran k m . Thi s matri x pro -
duces a  binary  Hamming  code  H(2,m)  whos e parameter s ar e n  = 
2 m —  1 , k  =  2 m —  1  — ra, d =  3 . An y tw o column s o f H  ar e lin -
early independen t ove r F<i  bu t man y collection s o f three column s ar e 
dependent. Therefore , b y Theore m 3.2.11 , thi s cod e ha s minimu m 
distance 3  and i s thus a  binar y 1-erro r correctin g code . 

Example 3.5.1 . Fo r m  =  3 , a  parity-chec k matri x H  fo r th e binar y 
Hamming cod e i f (2,3) i s given b y th e matri x 

/0 0  1  1 1  0  1 \ 
H= 0  1 1 1 0 1 0 . 

\ 1 1  1  0  1  0  0 / 

We can perfor m a  simila r constructio n ove r F q fo r q  an arbitrar y 
prime power . Fo r a  positiv e intege r m  >  2 , suc h a  cod e will  hav e 
an m  x  (q m —  l)/(q  —  1 ) parity-chec k matri x whos e column s ar e th e 
nonzero vector s i n F™  whose first  nonzer o entr y i s 1 . Ther e wil l b e 
(q171 — l)/(q—1) suc h vectors over Fq, an d thus the q-ary Hamming  code 
H(q,m) wil l be a  linea r cod e wit h parameter s 

r qm_1 q m_1 j 

Iq-l q-1  J 

As i n th e binar y case , an y tw o column s o f th e parity-chec k matri x 
H wil l b e linearl y independen t ove r F q an d som e thre e column s will 
be dependent . Thu s th e genera l Hammin g code s H(q,m)  wil l hav e 
minimum distanc e d  = 3  and wil l thus als o be 1-erro r correctin g an d 
2-error detecting . 

5.2. Cycli c codes . A  ver y importan t clas s o f code s i s th e clas s o f 
cyclic codes , s o named becaus e o f the followin g property . 
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Definition 3.5.2 . A  code C  o f length n  i s cyclic  i f for an y codewor d 
(ci, C2,.. ., cn) G  C, th e shifte d vecto r (c n, c i , . . ., cn_i) i s also in C . 

One o f th e reason s cycli c code s ar e s o nic e t o wor k wit h i s tha t 
there i s a  convenien t algebrai c wa y t o associat e vector s wit h polyno -
mials in a  certain facto r ring . Conside r th e facto r rin g F q[x]/(xn —  1) 
which consist s o f al l polynomial s ove r F q o f degre e les s tha n n.  W e 
know thi s rin g i s isomorphi c t o F™  a s a  vecto r spac e ove r F q. W e 
can therefor e vie w a  cod e ove r F q a s a  subse t o f F q[x)/(xn —  1) . T o 
this end , w e wil l associat e a  vecto r (ao , a i , . . ., an_i) G  F™ wit h th e 
polynomial a o -f a\X  +  a2X 2 H  h  an _ i x n _ 1 G  F9[a:]/(xn —  1) . 

We note tha t sinc e x n =  1  in thi s facto r ring , th e shifte d vecto r 
(an_i, ao, a i , . . ., an_2) correspond s t o th e polynomia l 

x(a0 +  ai x H  h  an _ ix n _ 1 ) =  a n_i +  a 0x +  ai# 2 H  h  a n _ 2 x n _ 1 . 

More generally , w e note tha t th e cycli c shif t map s o n F™  becom e th e 
maps {p(x)  i— > xip(x)  \  0 < j <  n — 1}  on  F q[x]/(xn —  1) . 

Definition 3.5.3 . A n idea / /  o f a  rin g R  i s a  subse t o f R  suc h tha t 
/ i s a  subrin g o f R  an d /  i s close d unde r multiplicatio n b y element s 
of R. 

For example , i n the rin g Z of integers, i f I denote s the se t o f even 
integers, the n /  i s a n idea l o f Z  sinc e /  i s a  subrin g o f Z  an d th e 
product o f any intege r wit h a n eve n intege r alway s produce s a n eve n 
integer i n / . 

Our nex t resul t provide s a fundamental connectio n relatin g cycli c 
codes o f length n  ove r F q t o ideal s i n the facto r rin g F q[x]/(xn —  1) . 

Theorem 3.5.4 . A  linear  code  C C  F q[x]/(xn —  1 ) is  cyclic  if  and 
only if  C  is  an  ideal  of  Fq[x]/(xn —  1) . 

Proof. I f C  i s an ideal , the n C  i s closed unde r th e cycli c shif t map s 
p(x) i- > xJp(x), s o C  i s a cyclic code. Conversely , th e ma p <f) r(x) send -
ing p(x) t o r(x)p(x),  wher e r(x)  G  Fq[x] i s fixed,  can b e decompose d 
into a  su m o f scala r multiple s o f cycli c shif t maps . Therefor e C  i s 
closed unde r 0 r(x) fo r al l r(x)  G  Fq[x], s o C  i s an ideal . • 

We now construc t generato r an d parity-chec k matrice s fo r cycli c 
linear code s directl y fro m polynomial s ove r F q. Le t g(x)  =  go  + 
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g\x H  h  gn-k%n~k, b e a  polynomial ove r F q o f degree n  — k, wher e 
g(x)\(xn —  1). Construc t a h n matri x G  from th e coefficient s o f th e 
polynomial g(x): 

(go 9i  " • 9n-k  0  •• • 0  \ 
0 go  g n-k '"  0 

G = 

Vo 0 #0 *  *  *  gn-k/ 

Since g n-k ^  0 > the ran k o f G  i s fc,  so G  generate s a n [n , fc] linear 
code G . 

Let h(x)  =  (x n —  1)/g(x)  =  ft 0 +  fti# H  h  /i/e^^ b e o f degree k. 
We define a n ( n —  k)  x  n  matri x H  a s follows : 

/ 0 •• • 0  ftfe  /i fc_i . . . fto\ 
0 •• • hk  hk-i  -  -  h 0 0 

\ftfc •• • ho  0  0 / 

Note that GH T =  0 , so H i s a parity-check matri x fo r the [n , fc] linear 
code generate d b y th e matri x G . 

Example 3.5.5 . Le t g(x)  =  1  + x  +  x3 G  i ^ x ]. I n ^ [ x ] , w e hav e 
x 7 - l =  ( x - l ) ( x 3 +  x + l)(x3-hx2 + l) , so if we let h(x)  = x 4 - h x 2 +  l , 
then g(x)h(x)  =  x 7 

obtain th e matrices : 

H 

1. Followin g th e previou s construction , w e 

0 
0 
1 

0 
1 
1 

1 
1 
1 

1 
1 
0 

1 
0 
1 

0 
1 
0 

1 
0 
0 

G = 

/ I 
0 
0 

Vo 

0 
0 
1/ 

These matrice s generat e a  binar y linea r [7,4,3 ] code , whic h th e 
alert reade r wil l realize i s the binar y linea r Hammin g cod e H(2, 3). 

Definition 3.5.6 . Tw o codes are said to be equivalent  i f the column s 
of the parity-chec k matri x fo r on e o f the code s ca n b e permute d an d 
multiplied b y nonzer o scalar s t o obtai n th e column s o f th e parity -
check matri x o f the othe r code . 

In the abov e example , g(x)  i s a primitive polynomia l ove r F2  and 
the cod e obtaine d i s equivalen t t o a  Hammin g code . Thi s i s no t a 
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coincidence, a s th e followin g theore m shows . A  proo f i s give n b y 
Hill [23 , Theorem 12.24] . 

Theorem 3.5.7 . Let  C  be  the  cyclic  linear  code  whose  generator 
polynomial is  primitive of  degree m>2 over  F2. Then  C  is  equivalent 
to the  binary  Hamming  code  [2m~~1,2m_1 — 1  — 777,, 3]. 

We mentio n th e followin g <?-ar y results. First , no t al l Hammin g 
codes ar e equivalen t t o cycli c codes . Fo r example , th e reade r shoul d 
check tha t th e ternar y Hammin g cod e i f (3, 2) i s no t equivalen t t o a 
cyclic code. Mor e generally, the Hammin g cod e H(q,m)  i s equivalen t 
to a  cycli c cod e i f (ra , q — 1 ) =  1 ; see Hil l [23 , p. 161] . 

5.3. BC H an d Gopp a codes . W e briefl y illustrat e ho w t o con -
struct a n importan t clas s o f cycli c codes , calle d BCH  codes,  name d 
for R . C . Bose , D . K . Ray-Chaudhuri , an d A . Hocquenghem , wh o 
first studie d variou s specia l case s o f such codes . 

Let b  > 0  be a n intege r an d le t a  G  Fq™ be a  primitiv e nt h roo t 
of unity . Assum e tha t m  i s the multiplicativ e orde r o f q  modulo n  s o 
that m  i s the smalles t positiv e intege r s o that q 171 =  1  (mo d n) . 

The BC H cod e wil l b e constructe d fro m th e se t o f root s {a b+t | 
0 <i  <  d—2} of a generator polynomial . Her e d  is called the designed 
distance o f the BC H cod e an d i s chosen s o tha t 2  <  d  <  n.  Fo r eac h 
i wit h 0  <  i  <  d  — 2 , le t M^ l\x) b e th e minimu m polynomia l o f a \ 
Let g(x)  b e th e leas t commo n multipl e o f th e polynomial s M^ %\x). 
The polynomia l g{x)  wil l b e th e generato r polynomia l fo r th e cycli c 
BCH code . 

Codes obtaine d fo r certai n value s o f these parameter s ar e know n 
by various special names. Whe n 6 = 1 , the code is known as a narrow-
sense code;  when n  =  q™  — 1 , the cod e i s known a s a  primitive code] 
and whe n n  =  q  — 1 , the cod e i s called a  Reed-Solomon  code.  Thes e 
special case s wer e studie d befor e th e genera l constructio n o f BC H 
codes wa s completel y understood . 

One importan t featur e o f BC H code s i s tha t code s o f arbitraril y 
large minimu m distanc e ca n b e obtained . Thi s property , whic h i s 
important fo r erro r correction , i s seen i n th e followin g result . 
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Theorem 3.5.8 . The  minimum  distance  of  a  BCH  code  is  no  less 
than the  designed  distance. 

See Lidl and Niederreite r [37 , Theorem 8.4.5 ] for a  proof of this result . 

Another importan t clas s of codes are the Goppa  codes, which were 
developed b y V . D . Gopp a afte r th e BC H codes . W e no w illustrat e 
one metho d t o construc t thes e codes . Le t g{x)  G  Fq™ be o f degre e 
£, where 1  <  t  <  m.  Le t L  =  {70,. . . ,7n _i} b e distinc t element s i n 
Fqm whic h ar e no t root s o f g(x).  Th e Goppa  code,  usually denote d 
T(L, g), i s the se t o f al l vectors (co, . . . , cn - i ) £  Fq  fo r whic h 

i=0 H 

where th e equalit y i s in the polynomia l rin g F q™ [x]. 

As wit h BC H codes , Gopp a code s o f arbitraril y larg e minimu m 
distance ca n b e constructed . Thi s will  be illustrate d i n th e followin g 
result; se e Lidl an d Niederreite r [37 , Theorem 8.56 ] fo r a  proof . 

Theorem 3.5.9 . The  dimension  of  the  Goppa  code  C =  T(L,g)  is 
at least  n  —  mt and  the  minimum  distance  of  C is  at  least  t + 1. 

Note tha t th e dimensio n o f a Goppa cod e decreases quit e quickl y 
as the minimu m distanc e increases . 

5.4. Perfec t codes . W e no w provid e a  brie f discussio n o f perfec t 
codes, tha t is , code s ove r som e F q whos e parameter s n , k,  an d d 
yield a n equalit y i n th e Hammin g boun d o f Theore m 3.3.1 . Thi s 
bound state s tha t i f C  i s a  linea r [n , k] code ove r F q tha t i s t-erro r 
correcting, the n 

« f c ( 1 + ( i ) ( « - 1 ) +  - + ( " ) ( « - 1 ) ' ) ^ « B -

Such a  cod e i s perfect  i f i t achieve s equalit y i n th e Hammin g bound , 
which mean s tha t F™  i s the disjoin t unio n o f th e sphere s o f radiu s t 
around th e codeword s o f C. 

Theorem 3.5.10 . For  a  positive integer  m>2,  the  q-ary  Hamming 
code H(q,m) is  perfect. 
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Proof. Fo r th e g-ar y Hammin g cod e C , ther e ar e (q 171 —  l)/(q  —  1 ) 
codewords. Le t Si(c ) b e th e spher e o f radiu s 1  around a  codewor d 
c. W e have |Si(c) | =  1  + (f)(q  -  1 ) fo r al l c  G  C. A  straightforwar d 
computation show s tha t \C\  •  [1 + (™)(< 7 ~ 1) ] =  Q n, showing tha t th e 
code C  i s indeed perfect . • 

How many perfect linea r codes are there? W e now provide a  short 
list o f perfec t linea r codes , wit h a  brie f explanatio n t o follo w th e lis t 
as to wh y eac h o f the liste d code s i s perfect . 

(1) {(0 , . . . ,0 )} . 

(2) F£. 

(3) A  binary repetitio n cod e o f odd length . 

(4) Fo r m  >  2 , th e g-ar y Hammin g code s H(q,m),  whic h hav e 
parameters [(q m -  l)/(q  -  1) , (q™ -  \)/{q  -  1 ) - m , 3]. 

(5) Th e Gola y cod e ove r F 3 which ha s parameter s [11,6,5] . 

(6) Th e Gola y cod e ove r F 2 whic h ha s parameter s [23,12 , 7]. 

It i s straightforwar d t o verif y tha t th e code s liste d her e ar e al l 
perfect. I f C  ha s only one codeword ( 0 , . . . , 0), the cod e i s perfect fo r 
trivial reasons. Similarly , if every vector in F™ i s a codeword, then th e 
code i s perfect . Th e proo f tha t binar y repetitio n code s o f odd lengt h 
are perfec t i s lef t t o th e reade r i n Exercis e 3.10 . W e hav e alread y 
shown tha t th e Hammin g code s H(q,m)  ar e perfect . Th e perfectnes s 
of th e binar y an d ternar y Gola y code s ca n b e verifie d easil y usin g 
their parameters ; see  Exercis e 3.12 . 

Rather tha n provin g an y detail s regardin g th e tw o Gola y codes , 
we wil l simpl y describ e thei r generato r matrices . Th e ternar y linea r 
Golay cod e wit h parameter s [11,6,5 ] ha s a  generato r matri x o f th e 
form G  —  {IQ\A), wher e 

0 1 1 1 1 
1 0 1 2 2 
1 1 0 1 2 

" 1 2 1 0 1" 
1 2 2 1 0 
1 1 2 2 1 
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The binar y linea r Gola y cod e with parameter s [23,12 , 7] has a  gener -
ator matri x o f the for m G  =  (J12I.B) , wher e 

B 

0 
1 
1 
1 
1 
1 
1 
1 
1 
1 

1 
1 
1 
0 
1 
1 
1 
0 
0 
0 

1 
1 
0 
1 
1 
1 
0 
0 
0 
1 

1 
0 
1 
1 
1 
0 
0 
0 
1 
0 

1 
1 
1 
1 
0 
0 
0 
1 
0 
1 

1 
1 
1 
0 
0 
0 
1 
0 
1 
1 

1 
1 
0 
0 
0 
1 
0 
1 
1 
0 

1 
0 
0 
0 
1 
0 
1 
1 
0 
1 

1 
0 
0 
1 
0 
1 
1 
0 
1 
1 

1 
0 
1 
0 
1 
1 
0 
1 
1 
1 

1 
1 
0 
1 
1 
0 
1 
1 
1 
0 

1 1 0 1 1 0 1 1 1 0 0 
1 0 1 1 0 1 1 1 0 0 0 

The firs t thre e codes , whil e perfect , ar e considere d t o b e trivial 
codes. Th e followin g resul t i s a  culminatio n o f a  tremendou s volum e 
of research i n algebraic codin g theory, an d represent s on e of the mos t 
fundamental result s i n th e field;  se e Tietavainen [63 ] or va n Lin t [38 ] 
for details . 

Theorem 3.5.1 1 (va n Lint an d Tietavainen) . A  nontrivial  perfect  t-
error correcting  code  must have  parameters  of  the  Hamming  codes  or 
the Golay  codes,  whose  parameters are  [11,6,5] over  F3 and  [23,12 , 7] 
over F2 . 

In ligh t o f thi s theorem , ou r earlie r lis t o f perfec t linea r code s i s 
complete. 

It i s known tha t an y linear code with the sam e parameters a s th e 
g-ary Hammin g code s i s equivalent t o a  Hamming code ; see Hill  [23]. 
It i s als o know n tha t fo r al l prim e power s q  ther e ar e (nonlinear ) 
codes tha t hav e th e sam e parameter s a s the Hammin g code s bu t ar e 
not equivalen t t o a  Hammin g code . 
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6. Code s an d combinatoria l design s 

There ar e man y connection s betwee n codes , i n particula r wit h code -
words of particular weights in codes, and block designs. I n this section 
we give a  brie f surve y o f some o f these relationships . 

Let C  b e a  linea r [n,k]  cod e ove r F q. Th e dual  code  C x i s th e 
set o f al l vectors whic h ar e orthogona l t o ever y vecto r o f C: 

C± =  { u e  F%  I  u  •  c  =  0 , fo r al l c  e  C}. 

Hence C 1- i s a subspace complementar y t o C , justifying th e notation . 
If C  ha s generator matri x G  and parity-check matri x i7 , then C L ha s 
generator matri x H  an d parity-chec k matri x G. 

For i  —  0 , 1 , . . . , n , le t Ai  b e th e numbe r o f codewords i n C  wit h 
weight i . W e kno w AQ  — 1 an d Ai  =  0  whe n 0  <  i  <  dc-  Le t 
A(x,y) =  Y^7=oAiX lyn~l- Thi s polynomia l i s know n a s th e weight 
enumerator polynomial  fo r th e cod e C.  W e le t A ±(x,y) denot e th e 
weight enumerato r polynomia l fo r C^. 

The Ma c Williams identit y i s a n extremel y fundamenta l an d im -
portant resul t i n algebrai c codin g theor y becaus e i t relates , i n a  sim -
ple way , th e weigh t enumerato r polynomia l A(x,y)  o f a  linea r cod e 
C t o th e weigh t enumerato r polynomia l A J-(x,y) o f it s dua l cod e 
C1-. Whil e a  proo f o f the followin g resul t i s not beyon d th e scop e of 
our text , w e omi t th e proo f an d instea d refe r th e reade r t o Lid l an d 
Niederreiter [37] . 

Theorem 3.6. 1 (MacWilliam s identity) . Let  C  be  a linear [n , k] code 
over Fq. Let  C 1- be  the dual  code ofC, and  let  A(x,y) and  A±(x, y)  be 
the weight  enumerator  polynomials  of  C and  C 1-, respectively.  Then 

A1- (£ , y) =  q~ kA(y - x,y +  (q-  l)x). 

We will now briefly illustrat e ho w codes can be used t o construc t 
various kind s o f combinatoria l designs . I n Chapte r 2  w e discusse d 
(v,k,X) designs . W e now extend tha t definitio n a s follows : 

Definition 3.6.2 . A  t-(t;, fc, A) design i s a set of v points and b  blocks 
such tha t eac h poin t occur s i n r  blocks , each bloc k ha s k  points , an d 
every t-tupl e o f point s occur s i n exactl y A  blocks. A  (v,  k, A) bloc k 
design i s thus a  2-(v , /c , A) design . 
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From ou r earlie r discussio n i n Section 3  of Chapter 2 , a  2-(v,  k,  1) 
design i s a  projectiv e plane . I f A  = 1 , th e desig n i s calle d a  Steiner 
system, an d i s denoted a s S(t,k,v).  I n thi s terminology , a  projectiv e 
plane i s an 5(2 , n - f 1 , n2 - f n  -f-1) Steine r system . 

We say that a  codeword c  i n a  code C  holds  a  block  B i f B  i s th e 
set o f indices o f the nonzer o coordinate s o f the codewor d c . 

Our next resul t illustrates how certain codes can be used to obtain 
combinatorial designs . 

Theorem 3.6.3 . IfC  is  a  perfect binary  [n,k,d\  code,  then the  code-
words in  C  of  weight  d  hold  a  Steiner  system  S(t  +  l,d , n),  where 
t =  ( d - l ) / 2 . 

Example 3.6.4 . Conside r th e [7,4,3 ] binar y Hammin g code , wit h 
parity-check matri x 

H 

and generato r matri x 

G = 

'1 0  1  1 1  0  0 > 
1 1 1 0 0  1 0 

vO 1  1 1  0  0  1 > 

/ l 0  0 0  1  1  0 \ 
0 1 0 0  0  1 1 
0 0  1 0 1 1 1 

\o o  o  i  i  o  1 / 
Recall that C  i s the spa n o f the rows of G.  Tabl e 3.2 gives a complet e 
list o f the codeword s an d thei r weights . 

The weigh t enumerato r polynomia l fo r th e code C  i s thus see n t o 
be 

A(x, y)  -  y 7 +  7x 3y4 +  7x 4y3 +  x 7 

and th e dua l enumerato r polynomia l i s 

A±(x, y)  =  2~ 4A(y -x,y  +  x)  =  y 7 +  7x 4y3 . 

The cod e C 1- i s know n a s a  constant-weight  code,  becaus e ever y 
nonzero codewor d ha s th e sam e weight . W e can , o f course , deter -
mine thi s fro m th e coefficient s o f A 1-. 
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Rows 1 2 3  4  5  6  7  Weigh t 

Ri 
R2 

R3 

X14 

Ri -f - R2 

Ri +  ^ 3 
R\ +  R4 

R2 +  R3 
R2 ~f ~ ^ 4 

R3 -\-  R4 

Ri 4 - R2 +  ^ 3 
i?l +  î 2 +  R4 

R\ +  i? 3 H" R4 

R2 +  ^ 3 "1 " R4 

R\ +  -R 2 H- ^3 "I - R4 

0 
1 
0 
0 
0 
1 
1 
1 
0 
0 
0 
1 
1 
1 
0 
1 

0 
0 
1 
0 
0 
1 
0 
0 
1 
1 
0 
1 
1 
0 
1 
1 

0 
0 
0 
1 
0 
0 
1 
0 
1 
0 
1 
1 
0 
1 
1 
1 

0 
0 
0 
0 
1 
0 
0 
1 
0 
1 
1 
0 
1 
1 
1 
1 

0 
1 
0 
1 
1 
1 
0 
0 
1 
1 
0 
0 
0 
1 
0 
1 

0 
1 
1 
1 
0 
0 
0 
1 
0 
1 
1 
1 
0 
0 
0 
1 

0 
0 
1 
1 
1 
1 
1 
1 
0 
0 
0 
0 
0 
0 
1 
1 

0 
3 
3 
4 
3 
4 
3 
4 
3 
4 
3 
4 
3 
4 
4 
7 

Table 3.2 . Codeword s i n th e [7,4,3 ] binar y Hammin g code . 

Now conside r th e nonzer o codeword s o f C  o f minima l weigh t 
(which i s d = 3 ) which ar e noted i n Table 3.2 with a n * . Th e nonzer o 
coordinates o f these vector s determin e th e followin g system : 

1 5  6 
2 6  7 
4 5 7 
1 3 7 
2 3 5 
3 4 6 
1 2 4 . 

As indicated i n Example 2.4.4 , this i s a  cyclic block desig n generate d 
by {1,5,6} . 

Corollary 3.6.5 . For  m  >  3 , the  vectors  of  weight  3  in  the  binary 
Hamming code  # (2, m) with  parameters  [2 m — 2, 2m —  1  — m, 3] hold 
a Steiner  system  5(2,3 , 2m -  1) . 



104 3. Algebrai c Codin g Theor y 

Corollary 3.6.6 . The  vectors  of  weight  7  in  the  binary  Golay  code 
[23,12, 7] hold  a  Steiner system  5(4,7,23) . 

We no w stat e a  fundamenta l resul t o f Assmu s an d Mattso n [2 ] 
that ca n b e use d t o locat e combinatoria l design s i n certai n codes . A 
proof i s given b y Ples s [54] . 

Theorem 3.6. 7 (Assmu s an d Mattson) . Let  C  be  a  binary  linear 
[n, k, d] code  with  0  <  t  <  d.  Let  Bi  be  the number  of  codewords  in 
CL of  weight  i.  Let  s  =  \{i  |  B { ^  0  and  0  <  •  • •  <  n  -  t}\.  If 
s <  d  — t,  then  the  codewords  of  weight  d  hold  a  t-design  and  the 
vectors of  any  weight  i  <  n —  t such  that  B{  ^  0  hold  a  t-design. 

7. Code s an d lati n square s 

In thi s sectio n w e demonstrate som e connection s betwee n code s an d 
latin squares . W e will  sho w tha t certai n optima l code s ma y b e con -
structed fro m set s o f orthogona l lati n squares . 

Some of the code s we consider ma y be nonlinear . W e will denot e 
a cod e C  o f length n  wit h M  codeword s an d minimu m distanc e d  by 
saying tha t C  i s an (n , M, d) cod e base d upo n q  symbols, wher e no w 
q is not require d t o b e a  prim e power . 

Let A q(n, d)  b e th e maximu m valu e o f M  fo r whic h ther e exist s 
an (n , M, d) g-ar y cod e (no t necessaril y linear ) wit h M  codewords . 
For linea r codes , th e maximu m i s M  —  qk i n whic h cas e w e woul d 
have a  linea r [n , A:, d] code ove r th e field  F q. 

Theorem 3.7.1 . For  all  n  and  q  {not  necessarily  a  prime  power) 
there is  a  q-ary (n , g2, n — 1) code  if and  only  if  there  are  n — 2 MOLS 
of order  q. 

Proof. Le t {A^  |  1  < k  <  n  -  2 } be a  se t o f n  -  2  MOLS o f orde r 
q, an d le t a\J  denot e th e elemen t i n ro w i  an d colum n j  o f squar e 
A^k\ Defin e C  t o b e th e se t o f al l tuples (i , j , a\  • , . . . , a^~ ̂ ) where 
0 <  i , j <  q.  Th e se t C  will  b e a  cod e wit h th e desire d properties . 
Conversely, give n a  cod e C , w e can obtai n a  se t o f MOL S fro m C  i n 
an analogou s fashion . Th e detail s ar e lef t t o Exercis e 3.16 . • 
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Example 3.7.2 . W e have th e followin g se t o f 2  MOLS o f order 3 : 

0 1 2 0  1 2 
1 2 0  2  0  1 
2 0  1  1 2 0 

with th e resultin g cod e C  show n i n th e followin g table : 

* 3  4  4 
0 0  0  0 
0 1 1 1 
0 2  2  2 
1 0 1 2 
1 1 2 0 
1 2 0  1 
2 0  2  1 
2 1 0 2 
2 2  1 0 

When q  is a  prime powe r w e are abl e to construc t a  complete se t 
ofq —  1 MOLS of order g , so we are able to stat e th e followin g result . 

Corollary 3.7.3 . Let  q  be  a  prime  power  and  n  <  q  + 1 . Then 
Aq(n,n —  1) = q 2. Moreover,  there  is  a  q-ary MDS  code  (n, q2, n — 1). 

We note that thes e codes yield an equality in the Singleton bound , 
and s o th e code s ar e optima l i n tha t the y hav e th e larges t possibl e 
minimum distanc e fo r an y code s wit h th e sam e lengt h an d numbe r 
of codewords ; tha t is , thes e code s ar e maximu m distanc e separatin g 
MDS codes . 

In Exercis e 2.14 , th e reade r wa s aske d t o construc t a  complet e 
set of mutually orthogonal F(q %\ q1"1) frequenc y squares . Usin g linear 
polynomials ove r F q t o construc t thos e squares , we can als o obtain a 
linear code , whos e proo f w e leave a s Exercis e 3.13 . Fo r mor e details , 
see Denes , Mullen , an d Suchowe r [13] . 

Theorem 3.7.4 . For  an  integer  i  >  1  and  any  prime  power  q,  there 
is a  linear code  over F q with  parameters  [(q l — l)2/(q —  1), 2i, q2l~l — 
2g i"1]. 
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Similarly, b y using linea r polynomial s t o construct a  complet e 
set o f orthogonal hypercube s o f dimension d  > 2 and orde r q  as in 
Exercise 2.15 , w e ca n obtai n anothe r clas s o f linear code s ove r Fq. 
The proo f i s lef t t o Exercis e 3.14 . 

Theorem 3.7.5 . For  any  integer  d>2 and  prime  power  q,  there  is 
a linear code  over Fq with  parameters [(q d — l)/(q —  1) — d, d, qd~1 —  d]. 

For certai n set s o f parameters , th e numbe r o f MD S code s i s th e 
same as th e numbe r o f permutation hypercubes . I n particular, th e 
number o f g-ary MD S (n , gn _ 1 ,2) code s i s the sam e a s the numbe r o f 
n — 1 dimensional hypercube s o f order q  and typ e n — 2 (see Laywin e 
and Mulle n [31 , p. 223]) . 

8. Note s 

The boo k b y MacWilliam s an d Sloan e [41 ] is , withou t question , th e 
primary reference o n research related to the theory of error-correctin g 
codes. Ples s [54 ] is an uppe r divisio n codin g theor y textboo k whic h 
does a beautiful jo b o f tying man y codin g theor y idea s int o th e the -
ory an d constructio n o f combinatorial designs . Chapte r 8  of Lidl an d 
Niederreiter [37 ] provides a nice introduction t o algebraic codin g the -
ory ove r finite fields,  whil e Chapte r 1 3 of th e boo k b y Laywin e an d 
Mullen [31 ] provide s som e codin g theor y result s an d construction s 
which ar e develope d vi a th e us e of sets of orthogonal lati n square s 
and hypercubes . W e also refer th e reade r t o Hill  [23 ] for a very read -
able treatment o f algebraic codin g theory whic h include s connection s 
to combinatoria l designs . 

9. Exercise s 

3.1. Sho w that th e number o f vectors o f length n over F q i n a sphere 
of radius t  about a  vector i s 

i+0-»+-+(>-.>' 
Constructing codes . 

3.2. Sho w that ever y linea r [n , k] code arise s from som e parity-chec k 
matrix. 
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3.3. Construc t th e parity-chec k an d generato r matrice s fo r a  linea r 
ternary Hammin g cod e i7(3,3) . 

3.4. Construc t a  4-ar y cod e o f lengt h n  =  4  an d distanc e d  =  3 
containing 1 6 codewords. 

3.5. Construc t a  5-ar y cod e o f lengt h n  =  4  an d distanc e d  —  3 
containing 2 5 codewords . 

Properties o f linea r codes . 

3.6. I f C i s a linear code over Fq an d ci , C2 G C, show that d(ci , C2) = 
wt(ci — C2) and thus the minimum distanc e dc  o f C can be calculate d 
as dc  —  min{wt(c) |  c  € C , c 7 ^ 0}. Explai n ho w thi s ca n mak e th e 
calculation o f the linea r code' s minimu m distanc e muc h simple r tha n 
just usin g th e definitio n o f the minimu m distanc e dc-

3.7. Sho w tha t i f C  i s a n [n,k]  linea r cod e ove r F q, the n C x i s a n 
[n,n —  k]  linear cod e ove r F q. 

3.8. Ho w many binar y cycli c codes of length n  =  1 5 are there? Fin d 
generator polynomial s fo r eac h o f thes e code s an d fo r eac h o f thei r 
dual codes . 

3.9. Workin g ove r F q, le t G  be o f the for m (Jfc | — AT), wher e A  i s of 
size ( n —  k)  x  n.  Le t H  b e th e matri x (A\I n-k)- Sho w tha t th e cod e 
generated by H i s the same as the code for which G  is the parity-chec k 
matrix. 

Perfect codes . 

3.10. Sho w tha t a  binar y repetitio n cod e o f od d lengt h i s perfect . 
Explain wh y a  binar y repetitio n cod e o f even lengt h i s not perfect . 

3.11. Fo r a  linea r cod e C , sho w tha t th e syndrome s 5(y ) an d 5(z ) 
are equa l i f and onl y i f we have equality o f the coset s y  +  C  =  z  + C . 
If C  ha s a  parity-check matri x i7 , show tha t S(y)  =  S(z)  i f and onl y 
if H(y  -  z) T =  0 . 

3.12. Sho w that th e 3-ar y Gola y [11 , 6, 5] linear cod e an d th e binar y 
Golay [23,12 , 7] linear code s ar e perfect . 
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Proofs lef t t o th e reader . 

3.13. Complet e th e proo f tha t th e cod e constructe d fro m th e vec -
tors tha t produc e a  complet e se t o f mutuall y orthogona l F{q l\ql~1) 
frequency square s i n Theore m 3.7. 4 ha s parameter s 

I V - I 2 1 

L ^ - i J 

3.14. Complet e the proo f tha t th e cod e constructed fro m th e vector s 
that produc e a  complet e se t o f mutuall y orthogona l hypercube s i n 
Theorem 3.7. 5 ha s th e parameter s [(q d — l)/(q  —  1 ) — d, d, qd~1 —  d]. 

3.15. Prov e Lemm a 3.2.4 . 

3.16. Giv e a  complet e proo f o f Theorem 3.7.1 . 



Chapter 4 

Cryptography 

In th e first  par t o f thi s chapte r w e discuss cryptography,  th e field  o f 
mathematics an d compute r scienc e concerned with preventing anyon e 
except th e desire d recipien t fro m understandin g a  transmitte d mes -
sage. A s i n codin g theory , th e perso n sendin g th e messag e replace s 
the tru e messag e wit h a n encode d form . Unlik e codin g theory , th e 
correspondence between origina l and encoded messages is only known 
to th e sende r an d recipien t o f the message . 

The las t par t o f thi s chapte r discusse s threshold  schemes,  whic h 
are used to spli t a  piece of secret informatio n amon g several individu -
als so that a  predetermined numbe r o f those individual s mus t collud e 
in orde r t o reconstruc t th e secre t information . Thes e scheme s ca n 
be use d t o stor e corporat e secrets , launc h code s fo r nuclea r arms , o r 
other informatio n whic h i s thought t o b e to o importan t t o trus t t o a 
single individual . 

We presen t cryptograph y fro m a  purel y mathematica l poin t o f 
view. Whe n cryptograph y i s used in the rea l world, nonmathematica l 
implementation issue s can arise . W e do not conside r suc h issues here, 
but refe r th e reade r t o th e boo k b y Ferguso n an d Schneie r [16 ] tha t 
discusses thes e issue s thoroughly . 

It i s important t o remembe r tha t th e ai m o f cryptography i s no t 
to send messages without errors . W e assume, in fact, tha t n o errors a t 
all occu r durin g transmission . Thu s w e assume tha t th e transmitte d 

109 
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message i s available to both th e desired recipien t an d to those tryin g 
to brea k th e system . I n orde r t o preven t o r detec t error s durin g 
transmission, th e methods o f coding theor y (a s described i n Chapte r 
3) mus t b e used . 

1. Introductio n t o cryptograph y 

The proble m underlyin g cryptograph y i s t o transmi t a  messag e s o 
that onl y th e intende d recipien t i s able t o understan d it . Th e gen -
eral ide a i s tha t th e tru e messag e (th e plaintext)  i s replace d wit h 
another messag e (th e corresponding ciphertext)  befor e transmission . 
The desire d recipien t will  b e abl e t o transfor m th e ciphertex t bac k 
to it s origina l plaintex t form . Thes e transformation s ofte n requir e 
another parameter , know n a s a key.  Thi s techniqu e allow s the sam e 
general transformatio n metho d t o be used repeatedly , wit h differen t 
keys, withou t compromisin g securit y i f one key is discovered . 

Example 4.1.1 . A  ver y simpl e cryptosyste m fo r Englis h word s i s 
the substitution  cipher.  W e begin wit h a  permutatio n o f the letter s 
A, B,  C, D,..., Z\  thi s permutation serve s as the key. I n this example, 
we will use the following permutation . 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 
F G H I J K L M N O P Q R S T U V W X Y Z A B C D E 

To encryp t a  word , replac e eac h lette r usin g th e permutation . T o 
decrypt, us e the inverse permutation . Thu s th e encrypted versio n of 
GALOIS is LFQTNX an d the encrypted messag e KNJQ I decrypt s to 
FIELD. 

A simpl e substitutio n ciphe r suc h a s the one just describe d pro -
vides littl e security , bu t thi s i s not becaus e i t i s eas y t o tr y al l the 
possible permutations . Ther e ar e 26! « 4  • 1026 permutations o f the 
letters A-Z , an d thu s i t woul d tak e ove r 3  • 1012 year s t o tes t al l 
the permutation s a t a  rat e o f one million pe r second . O n average , 
a searc h lik e thi s i s expected t o tes t abou t hal f o f the permutations , 
which give s th e searc h a n expecte d runnin g tim e o f approximatel y 
1.5 • 10 12 years. Thi s i s about 10 0 times th e age of the Earth, whic h 
is estimate d t o b e unde r 5  • 109 years. Thu s a  blin d searc h fo r the 
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correct permutatio n i s unlikely t o succee d i n a  reasonabl e amoun t o f 
time. 

The weaknes s o f th e substitutio n ciphe r i s tha t a n analysi s o f 
the encrypte d messag e based o n the frequenc y wit h whic h each lette r 
occurs, an d th e frequenc y wit h whic h eac h pattern occurs , allow s th e 
set o f likel y permutation s t o b e reduce d unti l a n exhaustiv e searc h 
is possible . Suc h a n analysi s ma y b e don e b y hand . Ther e is , i n 
fact, a  serie s of puzzle book s consistin g entirel y o f famous quotation s 
encrypted b y substitution ciphers ; the goa l of each puzzl e i s to brea k 
the cod e t o find  th e quotation . W e provid e a n exampl e o f suc h a 
puzzle in Exercise 4.1 . Thi s weakness in the substitution ciphe r show s 
that th e questio n o f whethe r a  cryptosyste m i s secur e depend s o n 
much mor e tha n jus t th e numbe r o f possible keys . 

The substitutio n ciphe r i n Exampl e 4.1. 1 i s a  basi c exampl e o f 
a cryptosystem . I n orde r t o b e mor e precise , w e giv e th e followin g 
definition. 

Definition 4.1.2 . A  cryptosystem  i s a  pai r o f function s E,  JD , each 
of whic h take s tw o arguments : a  messag e M  an d a  ke y K.  Fo r eac h 
key KE  ther e mus t b e a  ke y K D suc h tha t D(E(M,  K E), KD)  =  M 
for ever y messag e M . Th e ke y KE  i s the encryption  key  whil e KD  i s 
the correspondin g decryption  key. 

Although thi s definitio n i s intentionall y abstract , i n practic e i t 
will alway s b e clea r wha t th e message s are , wha t th e key s are , an d 
what th e encryptio n an d decryptio n function s are . 

A cryptosyste m D , E i s sai d t o b e secure  i f i t i s no t computa -
tionally feasibl e t o determin e th e tru e messag e M  fro m a n encrypte d 
message E(M,KE)-  Thi s i s no t a  forma l definition ; a  cryptosyste m 
may b e secur e onl y becaus e o f th e lac k o f computationa l powe r i n 
contemporary computers . Indeed , severa l cryptosystem s whic h wer e 
considered secur e i n th e 1970 s ar e no w though t t o b e insecure . On e 
such syste m i s the Dat a Encryptio n Standar d (DES) , whic h wa s de -
veloped in the 1970 s and i s now obsolete because an exhaustive searc h 
of th e al l possibl e key s ha s becom e feasible . Landa u [30 ] gives a  ful l 
description o f DE S an d th e method s tha t wer e develope d t o tr y t o 
break it . 
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2. Symmetri c ke y cryptograph y 

A cryptosystem i s called a  symmetric  key  syste m i f the key s KB  an d 
KE ar e alway s equal . A  substitutio n ciphe r base d o n a  self-invers e 
permutation i s a n exampl e o f suc h a  system . Ther e ar e man y well -
known symmetric key cryptosystems. Thes e are used, for example , t o 
encrypt transmissio n b y automati c telle r machine s ove r publi c phon e 
lines. Symmetri c ke y cryp t osystems ten d t o b e designe d fo r imple -
mentation i n custo m hardwar e wit h application s i n which the abilit y 
to encryp t an d decryp t informatio n a t a  high rat e i s crucial . 

The drawbac k o f symmetri c ke y cryptosystem s i s tha t th e ke y 
must someho w b e know n t o bot h partie s befor e communicatio n be -
gins. Thi s is reasonable for an automated telle r machine which can b e 
programmed wit h a n encryptio n ke y when i t i s installed, bu t i t i s not 
reasonable fo r individual s who cannot mee t bu t wis h to communicat e 
over a  long distance. W e will not stud y symmetri c key cryptosystem s 
in dept h i n thi s book . I n Sectio n 3. 3 w e wil l sho w ho w publi c ke y 
cryptography ca n b e use d t o securel y transmi t a  share d ke y ove r a 
public channel . 

We presen t tw o example s o f symmetri c ke y cryptosystems . Th e 
first example , know n a s th e Advance d Encryptio n Standar d (AES ) 
cryptosystem, use s finite fields.  The second example is a cryptosystem 
based o n lati n squares . 

Example 4.2.1 . Th e Advance d Encryptio n Standar d (AES ) cryp -
tosystem i s widel y use d i n contemporar y applications . I t wa s th e 
winner o f a  competitio n sponsore d b y th e governmen t o f the Unite d 
States t o produc e a  stron g symmetri c ke y cryptosystem . Thi s cryp -
tosystem i s als o know n a s Rijndael ; i t receive d th e nam e AE S afte r 
winning the competition. Th e AES cryptosystem an d its developmen t 
have been full y documente d b y it s designer s Daemen an d Rijme n [9] . 

Like many symmetri c ke y cryptosystems , th e AE S cryptosyste m 
operates o n blocks , which ar e fixed  lengt h sequence s o f binary digit s 
(bits). Th e cryptosyste m act s b y breakin g th e messag e int o block s 
and replacing each input bloc k by an output bloc k of the same length . 
Thus th e cryptosyste m ca n b e viewe d a s a  permutatio n o f the se t o f 
blocks, parameterize d b y a  key . Th e overal l permutatio n i s obtaine d 
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by takin g a  simpler permutatio n an d iterating i t severa l times . Eac h 
of thes e iteration s i s calle d a  round ; eac h roun d ha s a  differen t key , 
and eac h of these round key s is computed fro m th e overall encryptio n 
key. 

We now give an extremely brie f description o f how the AES cryp-
tosystem works , whil e referin g th e reader t o Daemen an d Rijme n [9 ] 
for details . Th e blocks in AES are 128 bits long ; these block s may be 
viewed a s vectors o f length 12 8 over F 2. Eac h roun d o f AES consist s 
of thre e steps : a  ke y applicatio n step , a  nonlinea r ste p an d a  linea r 
step. Eac h o f these step s replace s th e bloc k wit h a  new block. Eac h 
AES roun d ke y is 128 bits long , an d the key application ste p i n each 
round consist s o f adding th e block an d the round ke y as vectors ove r 
F2 (thi s i s ofte n calle d a n XO R operation) . Th e nonlinea r ste p i n 
each roun d proceed s b y breaking th e 12 8 bit bloc k int o sixtee n byte s 
(8 bit units) , considerin g eac h byt e a s an element o f F2s, an d replac -
ing eac h elemen t wit h it s multiplicativ e inverse . Th e linea r ste p i n 
each roun d use s a  fixed  bijective linea r ma p from F 2

28 t o itself . Th e 
number o f rounds i n AES is determined b y the lengt h o f the overal l 
key; wit h longe r keys , mor e round s ca n b e performed , whic h i s be-
lieved to strengthen th e security o f the cryptosystem. I t follow s fro m 
our descriptio n tha t a n algebrai c formul a fo r AE S (an d a  fixed  ke y 
length) ca n b e obtained ; a n explici t formul a i s give n b y Ferguson , 
Schroeppel, an d Whiting [17]. 

Example 4.2.2 . W e describe a  simple symmetri c ke y crypt osy stem 
using pair s o f orthogona l lati n squares . Th e securit y o f thi s cryp -
tosystem has , apparently, no t bee n investigated . 

Let L\  an d L2 b e two MOLS o f order n  base d o n 0 , 1 , . . . , n  — 1 . 
We wil l identif y ou r message s wit h pair s (i,j ) wit h 0  <  i,j  <  n. 
To encrypt a  message (i,j),  find  th e unique locatio n (fc,/ ) wher e th e 
pair (i , j) occur s whe n L\  an d L 2 ar e superimposed. Th e encrypte d 
message is (fc , I). T o decrypt (fc , /), superimpose th e squares and read 
the pair (i , j) tha t occur s at location (fc , I) in the superimposed square . 

An interestin g propert y o f this cryptosyste m i s that th e key can 
be canonically spli t int o two halves, L\  an d L2. Possessio n of just one 
half doe s not allow the message to be decrypted (althoug h knowledg e 
of Li, for example , migh t mak e an exhaustive searc h fo r L 2 feasible) . 
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We wil l discus s thi s propert y i n th e sectio n o n threshol d scheme s 
below. 

3. Publi c ke y cryptograph y 

Definition 4.3.1 . A  public  key  crypto  system i s a  cryptosyste m i n 
which a  recipien t compute s a  pai r o f key s KE,KD  an d announce s 
the ke y KE  (whic h i s calle d th e public  key)  t o al l potentia l senders . 
The private  key  KB  i s kep t secret . Thu s anyon e wh o possesse s th e 
public key can encryp t a  message fo r th e recipient , bu t (i f the syste m 
is secure ) onl y someon e wh o possesse s th e privat e ke y ca n decryp t 
the message . 

Public ke y cryptosystems ar e i n wide us e a t th e beginnin g o f th e 
twenty-first century . On e importan t us e i s i n secur e communicatio n 
on th e internet . 

Note tha t i n orde r fo r a  publi c ke y cryptosyste m t o b e secure , 
it mus t no t b e computationall y feasibl e t o comput e th e privat e ke y 
Ko fro m th e publi c ke y KE',  doin g s o i s calle d a  direct  attack  o n 
the cryptosystem . I t mus t als o no t b e feasibl e t o comput e M  fro m 
E(M,KE) withou t computin g KD\  thi s i s called a n indirect  attack. 

We no w presen t tw o publi c ke y cryptosystems : th e RS A cryp -
tosystem an d th e doubl e round quadrati c cipher . Eac h o f these cryp -
tosystems is notable for it s use of algebraic methods . W e will also dis-
cuss public key cryptosystems base d on elliptic curves and on Dickson 
polynomials late r i n the chapter . 

3 .1. Th e RS A cryptosystem . RS A is perhaps the most wel l stud-
ied an d widel y use d publi c key cryptosystem i n the earl y twenty-firs t 
century. I t was developed in 1978 and named fo r its inventors: Rivest , 
Shamir, an d Adlema n [55] . 

We will define th e RSA cryptosystem b y describing how it works . 
We identify th e set of possible messages with integers 0,1, 2 , . . ., N— 1, 
so that ther e ar e N  distinc t messages . Le t n  =  pq  b e a  fixe d integer , 
where p  an d q  ar e larg e primes . Th e numbe r n  wil l b e announce d 
publicly bu t th e prim e factor s p , q will be kep t private . 
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Now choos e k  <  n  suc h tha t (fc , 0(n)) =  1 , wher e 0  denote s 
Euler's function . Not e tha t <f>(n)  =  (f)(pq)  =  </>(p)<p(q)  =  {p  — l)(q —  1) 
is eas y t o comput e wit h knowledg e o f p  an d q  bu t believe d t o b e 
difficult t o comput e withou t a  factorizatio n o f n . No w choos e d  suc h 
that kd  =  1  (mo d (j>(n)).  This invers e wil l exis t becaus e k  an d (/>(n) 
are relativel y prime . 

The publi c ke y fo r thi s cryptosyste m i s th e pai r (n,k)  an d th e 
encryption functio n i s 

E(M,(n,k)) =  M k (modn) , 

where M  denote s a  message . Th e privat e ke y i s th e pai r (n , d) an d 
the decryptio n ma p i s 

D(C,(n,d)) =  C d (modn) , 

where C  denote s a  received ciphertext . W e leave i t a s Exercise 4. 4 t o 
show tha t 

(Mk)d =  M kd
 EEM 1 =M  (mo d n) , 

and thu s th e decryptio n functio n i s indeed th e invers e o f the encryp -
tion function . 

The securit y o f thi s cryptosyste m rest s o n th e difficult y o f th e 
factoring problem : "Give n a n intege r n  o f th e for m pq,  wher e p  an d 
q are distinc t primes , find  p  an d q?  Th e abilit y t o solv e this proble m 
efficiently woul d allo w a n attacke r t o determin e a  privat e ke y (n , d) 
from a  public key (n , k). I n particular, potentia l advances in quantu m 
computing could make factoring extremel y efficient, whic h could make 
the RS A cryptosyste m obsolete . 

We not e tha t ou r descriptio n o f th e RS A cryptosystem , whil e 
formally correct , ignore s many practica l issue s that woul d b e faced i n 
an implementatio n o f th e algorithm . Thes e practica l issue s include : 
how t o tur n a  compute r documen t int o a  sequenc e o f messag e units , 
how to choose the number n  =  pq,  and how to choose the public key k. 
A poo r implementatio n migh t mak e insecur e choices  tha t allo w th e 
implementation t o b e broken . 

One implementatio n detai l crucia l t o th e RS A cryptosyste m i s 
known a s padding.  Th e desig n o f th e RS A algorith m i s suc h tha t 
the message s represente d b y 0  an d 1  wil l alway s b e enciphere d a s 
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themselves; thi s allow s th e attacke r t o recove r partia l informatio n 
about th e plaintex t messag e fro m th e ciphertext . Also , i f k  i s smal l 
and M  i s small , the n i t i s possibl e tha t M k <  n , i n whic h cas e th e 
modular arithmeti c give s th e sam e resul t a s nonmodula r arithmetic . 
To avoi d thes e problems , secur e implementation s o f RS A us e onl y a 
subset o f th e possibl e value s t o encod e messages . Thes e value s ar e 
then padded  wit h rando m bit s s o that n o smal l messag e number s ar e 
ever passe d int o the encryptio n algorithm . Th e decryptio n algorith m 
is modified t o discar d th e padding , leavin g th e correc t message . 

An exampl e tha t illustrate s th e RS A cryptosyste m i s give n i n 
Exercise 4.5 . 

3.2. Double-roun d quadrati c enciphering . W e no w presen t a 
public key cryptosystem, know n as the double-round  quadratic  cipher, 
which i s based o n linea r algebr a an d finite fields.  Thi s cryptosyste m 
is presente d i n detai l b y Koblit z [27] . Th e publi c ke y consist s o f a 
finite field  F qn, a  basi s fo r thi s field  ove r F q, an d n  quarti c polyno -
mials i n n  variable s ove r F q (here , quartic  mean s tha t th e su m o f 
the exponent s o f th e variable s i n an y ter m wil l b e n o mor e tha n 4) . 
These public polynomials allo w the sende r t o compute the encryptio n 
function E:  F™  — > F™.  The privat e ke y is , a s w e wil l see , a  formul a 
closely relate d t o th e invers e o f this function . 

To for m th e cryptosystem , choos e a  prim e powe r q  suc h tha t 
q =  3  (mo d 4) , an d choos e a n od d intege r n  >  1 . W e wil l se e late r 
why thes e restriction s o n q  and n  ar e necessary . Le t {&i,... , bn} b e 
a basi s fo r F qn ove r F q; thi s basi s wil l b e mad e public . The n choos e 
three secre t invertibl e n  x  n  matrice s A,  B,  an d C  ove r F q. Thes e 
determine linea r map s /^ , fs,  an d fc  fro m F qn t o itself , usin g th e 
vector spac e isomorphis m F qn =  F™  induce d b y th e basi s B.  Le t g 
be th e functio n x ^ x 2 fro m F qn t o itself . 

The encryptio n ma p i s the composit e functio n 

E = fc°g° fB°9°  IA-

The publi c ke y consist s o f a  certai n descriptio n o f thi s function . B y 
viewing E  a s a  nonlinea r ma p fro m F™  t o itself , w e ca n decompos e 
E coordinatewis e relativ e t o th e basi s B.  Eac h coordinat e functio n 
of E  wil l b e give n b y a  fourth-degre e polynomia l wit h coefficient s i n 
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Fq. Th e publi c ke y consist s o f thes e coordinat e polynomials . Thi s 
decomposition i s explicitly demonstrate d i n Exampl e 4.3. 2 below . 

We are now ready to define th e set o f messages for thi s cryptosys -
tem. W e wil l conside r x , y G  Fqn t o b e equivalen t i f x  =  ±y;  th e se t 
of message s i s th e se t o f equivalenc e classe s o f F qn. Becaus e q  =  3 
(mod 4 ) an d n  i s odd , fo r ever y x  G  Fqn, exactl y on e o f x  o r —  x i s 
in th e rang e o f th e squarin g ma p g  (se e Exercis e 4.3) . Thu s g  ma y 
be regarde d a s a  bijectio n fro m M  t o M , fo r (— x)2 =  (x 2). More -
over, th e linea r map s / A » / B » / C al l respec t th e equivalenc e relatio n 
(because, fo r example , /^(—# ) =  —/^(a:)) . Thu s w e ma y vie w E  a s 
a well-define d ma p o n the se t o f messages . 

To decryp t a  messag e E(M),  w e use the fac t tha t th e ma p 

is (u p t o a  facto r o f ±1 ) th e invers e o f th e squarin g ma p g.  Thi s i s 
because 

( x 2 ) ( ^ +  l ) / 4 =  x (q» +  l/2) =  x (<ln-l)/2 . x =  ± l . x . 

Note tha t n  mus t b e od d s o tha t q n +  1  is divisible b y 4 . 

The decryptio n functio n i s 

D =  fX 1og'1of-1og-1of-1. 

It i s straightforward t o comput e th e invers e map s /J^ 1, f^ 1, an d f^ 1 

from A , B,  an d C , respectively . 

Example 4.3.2 . W e give a simple example o f the double-round qua -
dratic cipher . Le t q  = 3  and n  =  3 ; we construct F 33 a s the splittin g 
field o f th e irreducibl e polynomia l x 3 +  2x 2 +  1  over F3 . Le t a  b e a 
root o f thi s polynomia l i n F33 , s o tha t B  =  { l , a , a 2 } i s a  polyno -
mial basi s o f F3 3 over F3 . W e view eac h elemen t x  G  F33 a s a  vecto r 
(xo,£i,#2) m  ^ 3 u s m £ t n e basi s B. 

We choose th e followin g matrice s fo r A,  5 , an d C: 

/0 1  0 \ / 0 0  2 \ / 0 1  1 \ 
A=ll 0  0  ,  £ = 0 1  0 1 , C = [ l 0  0  . 

\0 0  1 / \ 2 0  0 / \ 0 0  1 / 
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This give s us the formula s 

fA(xo,xi,x2) =  0 i , £ 0 , £ 2 ) , 

fB(xo,xllx2) =  (2x 2 ,xi,2x0) , 

fc{xo,x1,x2) =  Oi + x2 , x 0 , x 2 ) . 

We comput e th e formula fo r the squaring ma p g: x i— • X2 relative to 
our basis : 

g(xQ, xi,x 2) =  X Q + 2x0xio; + (xf + 2x0x2)a2 +  2xxX2o? +  x|a:4 

= (X Q + xix2 +  2x2) +  (2XQXI  -  x\)a 

+ (# i + 2x0x2 + ^ i ^2 + xl)a 2. 

Recall that E  = fc ogo  fBogo f A. Writ e E(x 0,xlix2) =  (2/0,2/1,2/2). 
A simpl e but long calculatio n in Fj* gives 

y0 =  2xlxi +  XQX\  + 2XQX 2 + xf x2 - f 2XQX | + x 0xix2 , 

2/i = #o + xo#? + 2x4 + 2xfx2 +  2XQXIX 2 

~ r ^Xr\Xn 1 X-tXn  ~T~ ^XQXO ~T~ X\Xn  I • " ^ 2 , 

1/2 = ^0^1 + x\ + 2x%x2 + XQXIX 2 4 - x\x 2+ 

XQX<2 ~T~  £XJ;X\X<2 \  X-iX<y  i ~ ZIXQX*}  I  ZiX^Xn  ~T~  ^X^. 

The publi c ke y consists o f these thre e polynomials . T o encrypt a 
message (xo,xi,x 2), w e evaluate th e polynomials a t (xo,^i,x 2) t o 
obtain th e ciphertext (2/0,2/1,2/2) - Exercis e 4. 7 asks for the formula s 
of the corresponding decryptio n function . 

In orde r to break the double-round quadrati c cipher , i t would be 
sufficient t o determine A, B, and C from the public polynomials. Thi s 
seems to involve decomposing the multivariate fourth-degre e polyno -
mials a s a composition o f polynomials o f lower degree . Ther e i s no 
known metho d t o accomplish thi s decompositio n efficiently , an d the 
double-round quadrati c ciphe r i s believed t o be secure. On e reason 
that th e RSA cipher i s more widel y use d i s because it s security is 
better established . 

A single-roun d quadrati c ciphe r coul d b e defined i n which the 
encryption ma p is of the form fs  °  g ° /A- Suc h a  cryptosystem is 
known to be insecure; see Koblitz [27]. 
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3.3. Ke y exchange , th e Diffie-Hellma n system , an d discret e 
logarithms. Whe n onl y on e smal l messag e need s t o b e transmit -
ted, th e rat e a t whic h dat a i s sen t i s often o f secondar y importance . 
If man y larg e message s mus t b e exchanged , however , th e spee d o f 
transmission become s crucial . Publi c ke y cryptosystem s ten d t o b e 
computationally inefficien t becaus e the y perfor m modula r arithmeti c 
with ver y larg e moduli . Fo r example , th e modul i use d i n th e RS A 
cryptosystem ma y b e o f magnitud e 10 600 o r large r i n contemporar y 
applications. Suc h number s ar e to o larg e t o b e directl y manipulate d 
by compute r processors , s o specialize d softwar e i s use d t o perfor m 
these computations . Becaus e symmetri c ke y system s us e number s 
that ca n b e directl y manipulate d b y compute r processors , the y ar e 
often muc h faste r tha n publi c ke y cryptosystems . I n som e cases , 
symmetric ke y encryptio n i s performe d usin g hardwar e specificall y 
designed fo r th e cryptosyste m employed , whic h furthe r increase s th e 
encryption speed. On e of the criteria used in selecting AES from othe r 
possible cryptosystems wa s the existenc e o f efficient implementation s 
for deskto p machines , custo m encryptio n processors , an d embedde d 
processors o n smar t cards . 

The disadvantage o f symmetric key cryptosystems i s that th e key 
must b e know n t o bot h partie s befor e th e cryptosyste m ca n b e used . 
It i s obviou s tha t th e ke y canno t b e transmitte d unprotecte d fro m 
one party t o another . Th e method o f key  exchange  allow s two partie s 
to us e publi c ke y cryptograph y t o obtai n a  share d ke y whic h i s the n 
used fo r a  symmetri c ke y cryptosystem . 

Example 4.3.3 . W e describ e a  simpl e ke y exchang e syste m tha t 
can b e implemente d wit h an y publi c ke y cryptosystem . I n orde r t o 
communicate with user B, user A chooses a random encryption key K. 
User A  the n encrypt s K  wit h use r B' s publi c ke y an d send s thi s 
encrypted messag e t o use r B , wh o decrypt s K  wit h hi s privat e key . 
Now users A and B may use a symmetric key cryptosystem fo r furthe r 
communication. Th e ke y K  ha s onl y bee n sen t i n encrypted form ; a s 
long as the public key cryptosystem use d to transmit K  i s secure, an d 
the symmetri c ke y cryptosystem i s secure, the overal l communicatio n 
will be secure . 
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Note that i n this "exchange " syste m th e ke y was sent i n only on e 
direction. Thu s althoug h use r A  ca n b e confiden t tha t onl y use r B 
can decryp t th e key , use r B  canno t b e sur e tha t i t wa s use r A  wh o 
sent it . Th e Diffie-Hellma n ke y exchange overcome s thi s proble m b y 
having eac h use r sen d a n encrypte d ke y t o th e other . 

Diffie an d Hellman [14 ] proposed a  method fo r key exchange using 
finite fields . T o se t u p th e system , user s A  an d B  firs t agre e o n a 
prime powe r q  an d a  primitiv e elemen t g  o f F q, whic h the y assum e 
are publicl y known . User s A  an d B  choos e secre t number s a  an d 6 , 
respectively. Use r A  transmit s g a t o use r B , wh o compute s (g a)b = 
gab. Use r B  transmit s g b t o use r A , wh o compute s (g b)a =  g ba. Th e 
users thu s agre e o n th e valu e o f g ab =  g ba, an d the y ca n us e i t a s 
a commo n ke y fo r anothe r cryptosystem . Not e tha t use r A  canno t 
easily comput e b  from g b, use r B  canno t easil y comput e a  fro m g a', 
and a  thir d part y canno t easil y comput e a  o r b. 

The Diffie-Hellman metho d can also be used as a public key cryp-
tosystem, a s w e no w explain . Fi x a  prim e powe r q  and le t message s 
be element s o f F q. T o se t u p th e cryptosystem , use r A  choose s a 
primitive elemen t g  o f F q an d som e secre t valu e 2  <  a  <  q  — 2. Use r 
A's publi c ke y i s th e tupl e {q,g,g a)] th e privat e ke y i s th e valu e o f 
a. T o sen d a  messag e m  t o use r A , use r B  choose s a  secre t valu e 
2 <  b  < q  — 2  an d send s th e pai r (g abm, g b) t o use r A . Use r B  ca n 
compute gab =  (g a)b withou t knowing a. Use r A, who knows the value 
of a,  compute s g ab =  (g b)a an d the n compute s m  =  (g abm)/gab. 

A potential attacker of the Diffie-Hellman ke y exchange will know 
q» g,  g a, an d g b. A n attacke r o f the Diffie-Hellma n cryptosyste m ha s 
similar information . I t i s clea r tha t i f th e attacke r coul d comput e a 
from th e pai r {g,g a) the n th e cryptosystem s woul d bot h b e vulnera -
ble. N o efficien t mean s o f performing thi s computatio n ar e known . 

Definition 4.3. 4 (Th e discret e logarithm) . Le t g  b e a  primitiv e el -
ement o f F q. Th e discrete  logarithm  function  i s th e uniqu e functio n 
logp: F*  — > { 0 , 1 , . . . , q  — 2} which make s th e equatio n 

hold fo r ever y a  G  F*. 
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The functio n log ^ i s though t t o b e ver y difficul t t o compute , al -
though it s invers e a  H- > g a i s ver y eas y t o compute . I f a n efficien t 
method fo r computing discrete logarithms were discovered, the Diffie -
Hellman ke y exchange (an d th e Diffie-Hellma n cryptosystem ) woul d 
no longe r b e secure . I t i s known tha t computin g discret e logarithm s 
in Fq i s of about th e same level of computational difficulty a s factorin g 
an RS A modulu s n  =  pr whe n q  and n  ar e o f comparable size . 

Several formula s fo r log ^ hav e been established , bu t the y ar e no t 
computationally feasible . W e state on e suc h formul a i n the nex t the -
orem, whic h i s proved i n Mulle n an d Whit e [49] . 

Theorem 4.3.5 . Let  p  he  a prime and  let  g  he  a primitive element 
of Fp. The  following  formula  for  the  discrete  log ^ in  F p holds: 

(3) ^ > ) =  -1 + S^TZT-

3.4. Ellipti c curve s an d ellipti c curv e cryptography . I n thi s 
section we briefly discus s ellipti c curve s ove r finite fields  and describ e 
their us e i n moder n cryptosystems . A n elliptic  curve  ove r a  finite 
field is defined usin g a n equatio n o f the for m 

E\ y 2 +  aixy  +  a 3y =  x 3 +  a 2x
2 +  a±x  + a 6, 

where ai,a 2,as,a4,aQ G  F q. Th e ellipti c curv e consist s o f al l th e 
points (x,  y)  i n F2 satisfyin g th e equation together with another poin t 
O no t i n F2 calle d the point  at  infinity.  Th e solutions in F2 ar e called 
the Fq-rational  points,  o r jus t rational  points  whe n th e field  i s clea r 
from th e context . I n orde r t o defin e a n ellipti c curve , th e equatio n 
must b e smooth,  whic h mean s tha t i t i s impossibl e t o find  value s fo r 
x an d y  i n a n algebrai c extensio n o f F q suc h tha t (x , y) i s a  poin t o n 
the curv e wher e th e partia l derivative s 

2y + aix +  a 3, 

x3 - f 2a 2x +  a 4 — aiy, 

are simultaneousl y zero . 

To simplif y th e theory , i t i s commo n t o simplif y th e definin g 
equation o f a n ellipti c curv e b y makin g variabl e substitution s o n th e 
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variables. I f the characteristi c o f the field is not 2 , then we can reduc e 
E t o th e curv e E'  define d b y 

y2 =  x 3 - f &2X 2 + b^x  -f 66 

via th e substitutio n y  *-*  y  — a\x/2  —  as/2  (w e leav e th e verificatio n 
to th e reader) . Furthermore , i f the characteristi c o f F q i s not 2  or 3 , 
then b y usin g th e substitution s x  >- > (x —  3b2)/S6,y  i- > y/216 w e ca n 
further reduc e th e curv e t o th e for m 

(4) y 2 =  x 3 +  ax  +  b, 

where a , b £ F q. Pro m her e forwar d w e wil l assum e tha t ou r ellipti c 
curve i s o f thi s for m an d tha t i t i s define d ove r a  field  F q whos e 
characteristic i s no t 2  or 3 . Ellipti c curve s ca n b e studie d ove r fields 
of characteristi c 2  or 3 , bu t th e theor y i s mor e complicate d becaus e 
substitutions suc h a s thos e abov e canno t b e performed . I n th e case s 
we ar e intereste d in , whe n th e characteristi c i s greate r tha n 3 , a n 
elliptic curve in the form of (4) is smooth if and only if its discriminant 
-16(4a3 +  21b 2) i s nonzero . 

We no w defin e a  notio n o f additio n fo r th e point s o n a n ellipti c 
curve. 

Definition 4.3.6 . Assum e tha t P  =  (xi,yi ) an d Q  =  (#2,2/2 ) ar e 
points on an elliptic curve in form (4) . The n we define P+Q  =  (#3,2/3 ) 
where 

X3 = A 2 - xi  -  x 2,2/3 =  A(a? i -  x 3) -  2/1 , 

with 

2/2 ~y\ 
x2 -  xi 
3x1 -ha 

if f V Q , 

if P  =  Q. 
2yi 

We leave it a s a challenging exercis e to show that , wit h th e operatio n 
just defined , th e se t o f point s o n a n ellipti c curv e form s a n Abelia n 
group (se e Exercise 4.16) . Not e tha t O  =  (00 , 00) serve s a s the iden -
tity o f the group , an d fo r eac h poin t P  w e have —  P =  (#i , —yi). 

Example 4.3.7 . Conside r the elliptic curve E: y 2 =  x 3-\-x+6 define d 
over the field  F u. The n (2,4 ) +  (3,5 ) =  (7,2) , (2,4 ) +  (2,4 ) =  (5,9) , 
and (2,4 ) +  (2,7 ) =  0 . 
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Since th e grou p o f rationa l point s o f a n ellipti c curv e i s a  finite 
group unde r th e additio n operatio n define d above , eac h poin t i n th e 
group mus t als o hav e finit e order . Le t th e orde r o f th e grou p b e n. 
The elliptic  curve  discrete  logarithm  problem  i s the following : Give n 
two points P , Q i n the grou p o f rational points , determine th e uniqu e 
integer i  wit h 0  <  i  <  n  — 1  such tha t 

Q = ; p = P  + .. . +  p , 
i time s 

provided tha t suc h a n intege r exists . 

We no w tur n t o th e cryptographi c use s o f ellipti c curves . Thes e 
have practica l appea l becaus e th e additio n operatio n fo r rationa l 
points o f an ellipti c curv e involve s only a  few arithmetica l operation s 
in th e underlyin g field  F q an d s o i s eas y t o compute . Moreover , a s 
indicated b y Menezes [44 , p. 13] , the ellipti c curve discrete logarith m 
problem i s believed t o be more difficul t t o solve than th e discret e log-
arithm proble m i n finite  field s o f approximatel y th e sam e size . Thi s 
provides excellen t motivatio n fo r th e us e o f ellipti c curv e cryptosys -
tems ove r Diffie-Hellma n typ e cryptosystems . 

Example 4.3.8 . On e elliptic-curve cryptosystem ca n be defined i n a 
manner simila r t o th e Diffie-Hellma n system . A  recipien t choose s a 
finite field  F qi a n ellipti c curv e E  ove r th e finite field,  an d a  rationa l 
point P  o n th e curve . Th e message s ar e th e rationa l point s o f th e 
elliptic curve . 

To mak e a  ke y pair , th e recipien t choose s a  secre t valu e a  be -
tween 0  an d th e orde r o f P . Th e recipient' s publi c ke y contain s th e 
information abou t th e field  an d curv e togethe r wit h value s o f P  an d 
aP. Th e privat e ke y i s the valu e o f a. 

To sen d a  messag e M  t o thi s recipient , a  sende r choose s a  valu e 
b and compute s bP  an d b(aP)  +  M . Thes e value s ar e transmitte d t o 
the recipient , wh o compute s a(bP)  =  b(aP)  an d the n 

M =  (b(aP)  +  M) -  (b(aP)). 

Another advantag e o f elliptic curve systems i s that eac h user ma y 
use a  differen t ellipti c curv e whil e al l user s us e th e sam e underlyin g 
field. Thu s each user has the ability to choose a new elliptic curve fro m 
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time t o tim e withou t changin g th e field;  thi s allow s implementation s 
to b e optimize d fo r workin g wit h a  particula r field. 

3.5. Digita l signatures . Electroni c contract s ar e fa r mor e vulner -
able t o manipulatio n afte r adoptio n tha n printe d contracts . Thi s 
situation i s underlined b y th e fac t tha t ther e i s no physica l signatur e 
proving tha t a n individua l o r compan y accepte d th e contract . I n a 
legal context, i t i s desirable to have proof tha t a n individua l or corpo-
ration trul y di d accep t a  particula r electroni c contrac t an d tha t th e 
wording o f this contrac t ha s no t change d sinc e i t wa s accepted . Suc h 
proof ca n b e constructe d vi a digita l signatur e schemes . 

Definition 4.3.9 . A  digital  signature  scheme  consist s o f tw o func -
tions S  an d C.  Th e signatur e functio n S  take s a  messag e M  an d 
returns anothe r messag e S(M),  calle d th e signature.  Th e chec k func -
tion C  take s a  message M  an d a  purported signatur e s.  I f s  — S(M), 
the check function return s 1 , and otherwise the check function return s 
0. Th e chec k functio n i s mad e public , bu t th e signatur e functio n i s 
kept private . I n orde r fo r th e syste m t o b e secure , i t mus t b e in -
feasible t o comput e signature s wit h knowledg e o f th e chec k functio n 
alone. 

We no w giv e a n exampl e o f ho w signatur e scheme s ar e use d o n 
the Internet . Befor e sendin g persona l information , a  use r wishe s t o 
verify tha t a  websit e i s authenti c (no t a n imposter) . T o facilitat e 
this process , th e websit e publishe s a  chec k functio n C  tha t i s know n 
to th e user' s we b browser . (I n reality , a  fixed  chec k functio n wit h 
extra parameters i s used for al l websites, and a  particular websit e only 
publishes values of the extra parameters.) T o perform th e verification , 
the user' s we b browse r choose s a  messag e M  an d transmit s i t t o th e 
website. Th e websit e compute s S(M)  an d send s th e signatur e bac k 
to th e user' s browser . Th e browse r receive s a  purporte d signatur e 
s an d check s whethe r C(M,s)  =  1 . I f th e equatio n holds , the n th e 
browser wil l tel l th e use r th e websit e i s authenticated . I n orde r t o 
impersonate th e website , i t woul d b e necessar y t o kno w the website' s 
(private) signatur e function . 

Many publi c ke y cryptosystem s ca n b e use d "backwards " t o im -
plement digita l signatur e schemes . First , a  use r create s key s KE  an d 
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KJJ fo r a  publi c ke y cryptosyste m wit h encryptio n functio n E  an d 
decryption functio n D.  Th e use r publicize s th e decryptio n ke y KD 
and keep s th e encryptio n ke y KE  secret . Th e signatur e schem e i s 
denned b y lettin g S(M)  =  E(M,  K E) an d lettin g C(M,  s)  =  1  if an d 
only i f D(s,  K&)  =  M.  Thi s schem e wil l be secure i f it i s not possibl e 
to obtai n th e encryptio n ke y fro m knowledg e o f th e decryptio n key . 
The RS A cryptosystem , i n particular , ca n b e use d fo r thi s purpos e 
(see Exercise 4.8) . 

Another digita l signatur e schem e ca n b e obtaine d usin g finit e 
fields. W e identif y ou r message s wit h element s o f F p, fo r p  a  fixe d 
prime. Le t g  b e a  primitiv e elemen t o f F p an d le t h  <  p  b e a  fixe d 
secret integer . Th e signature fo r a  message m  i s a tuple (g h, r , s) suc h 
that 

gm =  (g h)rrs (modp) . 

An individua l wil l publis h th e prim e p , a  primitiv e elemen t g  o f F p, 
and anothe r elemen t c  — gh fo r som e secret numbe r h.  Th e signatur e 
assigned t o m  i s a  pai r (r , s) suc h tha t g m =  c rrs (modp) , wher e 
r —  gk wit h (fc, p —  1 ) =  1 . T o se e tha t s  ca n b e found , not e tha t 
gm =  (ghy( gky =  g hrgks =  g hr+ks^ S o m  =  hr  +  ks  (mod  p  -  1) , 

and thu s s  =  k~ 1{m —  hr)  (mo d p  —  1) . 

3.6. Dickso n cryptosystems . Ou r final example of a cryptosystem 
and signature scheme is based o n Dickson polynomials. I n Section 6. 4 
of Chapte r 1 , w e discusse d a  fe w propertie s o f thes e polynomials , 
which ar e define d fo r a  paramete r a  G  Fq b y 

IV2 J / _ -\ 

In particular , w e showed tha t th e polynomia l D n(x, a)  induce s a  per -
mutation o f Fq i f and onl y i f (n , q2 — 1) =  1 . I n thi s section we briefl y 
discuss a  few cryptographi c application s o f Dickson polynomials . W e 
will no t discus s th e securit y o f thes e systems . W e wil l als o omi t th e 
proofs; th e reade r ma y refe r t o Lidl , Mullen , an d Turnwal d [35 , Sec-
tion 7.1 ] fo r furthe r details . 

We firs t describ e a  Dickso n polynomia l analogu e o f th e RS A 
cryptosystem. I t i s know n (se e Lidl , Mullen , an d Turnwal d [35 , p . 
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156]) tha t th e Dickso n polynomia l D n(x, 1 ) induces a  permutation o f 
the rin g Z n wit h n  =  p^ 1 •  • -p e

T
r i f an d onl y i f (n,v(n))  =  1  wher e 

v(n) =  lcm{p^ i_1(pf —  1)} . Moreover , th e invers e permutatio n i s 
given by the Dickson polynomial Dm(x, 1 ) where nm =  1  (mo d v{n)). 
Thus if n =  pq  with p and q  both large primes, we have a system anal -
ogous t o th e origina l RS A system . On e ma y als o replac e th e valu e 
a =  l b y a =  — 1 with simila r results . 

Dickson polynomial s ca n als o b e use d t o obtai n signatures . Th e 
map x  — * x k i n the RS A syste m i s replaced b y the ma p x  — > Dk(x,  a) 
where a  =  ±1 . Fo r exampl e i f use r A  want s t o sig n a  messag e ra, 
then user A computes DdA (ra, a) =  s  (mo d n)  whic h is sent to user B. 
Then use r B  computes D eA (s , a) =  D eA(DdA(ra, a),  a) =  m  (mo d n). 
Thus th e receive r know s tha t th e messag e cam e fro m use r A , be -
cause onl y use r A  know s th e privat e ke y d^ . I n addition , use r A 
could compute D eB (s,  a) an d sen d this to user B , who then calculate s 
DeA(s,a) =  ra  (mo d n) . 

We no w illustrat e ho w Dickso n polynomial s ca n b e use d fo r ke y 
exchange. Le t q  be a  prim e powe r whic h i s made public , an d choos e 
another publi c elemen t x o =  r )q~l +  7-to - 1) wher e 7  i s a  primitiv e 
element i n the field Fq2. User s A and B  choose secret integer s a  and b. 
They the n publis h th e publi c values D a(xo, 1 ) an d Db(xo,  1) - Use r A 
computes D a(Db(xo,l),l) =  D ab(%o,l) an d similarl y B  compute s 
Dfc(Da(xo, 1)» 1) =  Dba(xo,  1) . User s A  an d B  hav e thu s establishe d 
the commo n ke y D ab(x0,1) =  D ba(x0,1). 

As a  final  exampl e o f th e us e o f Dickso n polynomial s i n cryp -
tography usin g a  finite field  F q, w e illustrat e th e constructio n o f a 
symmetric ke y cryptosystem . Le t (k,q 2 —  1) =  1 . On e encipher s 
a messag e ra  a s Dk{m,a)  =  c ; th e decipherin g i s accomplishe d b y 
calculating Di(c,a)  wher e kl  =  1  (mo d q 2 —  1) . 

Lidl, Mullen , an d Turnwal d [35 , pp . 160-161 ] discus s possibl e 
attacks o n Dickso n cryptosystems . 

4. Threshol d scheme s 

Suppose ther e i s a  secre t piec e o f informatio n s.  A  (k^t)-threshold 
scheme (o r (k,t)  secret-sharing  scheme)  i s a  syste m o f k  objects , 
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called shares,  an d a  numeri c threshol d t  <  k  suc h tha t an y collectio n 
of t  share s allow s s  t o b e computed , bu t n o collection o f fewer tha n t 
shares allow s s  t o b e computed . I n man y applications , w e would lik e 
to know tha t an y collectio n o f fewer tha n t  share s gives  absolutely n o 
information abou t s. 

Example 4.4.1 . W e presen t a  threshol d schem e base d o n th e La -
grange interpolatio n formul a (Theore m 1.6.1) . Le t k(x)  —  bo  + b\x  + 
• • •  +  6t_ix t _ 1 b e a  polynomia l i n F q[x] o f degree a t mos t t  — 1.  Th e 
secret s  is the coefficient bo.  Choos e nonzero elements c\ ,..., c n G  F„ . 
The share s ar e pair s o f the for m ( Q , &(Q)) . 

Given t  pair s o f th e for m ( Q , &(Q)) , wit h eac h Q ^ O , ther e i s a 
unique polynomia l functio n o f degree a t mos t t  — 1 which contains al l 
these pairs ; thi s polynomia l ca n b e obtaine d b y Lagrang e interpola -
tion. Bu t give n t  — 1  pairs, fo r ever y pai r (0 , c) ther e i s a  polynomia l 
function containin g al l t  —  1 pair s an d containin g (0,c) . Henc e n o 
collection o f t  — 1  shares give s an y informatio n abou t th e secret . 

We no w presen t a  secon d secre t sharin g schem e tha t use s lati n 
squares. 

Definition 4.4.2 . A  critical  set  fo r a  lati n squar e o f orde r n  i s a 
collection C  o f triples {(z , j , ri^) } C  {1 ,2 , . . . , n }3 suc h tha t (1 ) ther e 
is a  uniqu e lati n squar e S  o f orde r n  suc h tha t S(i,j)  =  n ^ fo r 
all (i 

->3inij) m  t n e collectio n C , an d (2 ) n o prope r subse t o f C  ha s 
property (1) . 

To construc t th e secre t sharin g scheme , w e identif y th e secre t 
information wit h a  fixed latin squar e L.  W e then find a  critical se t C 
for L , an d giv e each use r on e elemen t o f the critica l set . 

Example 4.4.3 . Le t L  b e th e followin g lati n square . 

1 2 3  4 
2 1 4 3 
3 4  1 2 
4 3  2  1 

The se t C  =  {(1,1,1) , (1,2,2), (2,4,3), (3,2,4), (4,3,2)} i s a  critica l 
set fo r L , a s the reade r ma y verify . 
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Example 4.4.4 . Le t M  b e th e lati n squar e 

1 2  3 
2 3  1 
3 1  2 

and le t S  =  {(2,1 , 2), (3,2,1), (1,3,3)}. W e claim tha t i f M  i s the se -
cret, the n S  i s a (3 , 2) secret-sharing scheme . Direc t computatio n ca n 
be used to show that an y two-element subse t o f S  extend s uniquely t o 
the lati n squar e M.  Clearly , a  one-elemen t subse t canno t determin e 
a lati n square . 

The secret-sharin g schem e just describe d lead s us to the questio n 
of whic h partia l lati n square s o f orde r n  ca n b e extende d t o lati n 
squares o f order n.  No t ever y partia l lati n squar e extends ; fo r exam -
ple, th e followin g partia l 2 x 2 squar e canno t b e complete d t o a  lati n 
square o f orde r 2 . 

0 
1 

In 1960 , Evans [15 ] conjectured tha t an y partial nxn  lati n squar e 
with n o mor e tha n n  —  1 entries fille d ca n b e complete d t o a  lati n 
square o f orde r n . Thi s conjectur e wa s verifie d b y Smetaniu k [60 ] 
in 1981. 

Theorem 4.4. 5 (Smetaniuk) . Any  partial  latin  square  of  order  n 
with at  most  n  —  1  cells  filled can  be  extended  to  a  latin  square  of 
order n. 

The valu e n  —  1  in Smetaniuk' s theore m i s optimal; se e Exercise 4.9 . 

A secon d threshol d schem e wit h tw o share s ca n b e constructe d 
using lati n square s a s describe d i n Exampl e 4.2.2 . 

5. Note s 

Schneier [56 ] gives a thorough accoun t o f modern cryptographic meth -
ods use d i n real-worl d applications . A  popularizatio n b y Kah n [26 ] 
gives a  thorough accoun t o f the histor y an d developmen t o f cryptog -
raphy. Genera l informatio n abou t cryptograph y ma y b e found i n th e 
Handbook of  Applied  Cryptography  [45] . 
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Lidl and Niederreite r [36 ] describe a  class of symmetric ke y cryp-
tosystems know n a s strea m ciphers . The y als o giv e a  thoroug h in -
troduction t o th e theor y o f discret e logarithms . Mor e informatio n 
on cryptosystem s an d threshol d scheme s usin g lati n square s ma y b e 
found i n La y wine an d Mulle n [31] . 

Koblitz [27 ] gives an introduction t o severa l cryptosystems base d 
on finite fields,  includin g th e double-roun d quadrati c cipher , a s wel l 
as cryptosystem s base d o n ellipti c curves . Th e ellipti c curv e system s 
are o f practica l interes t becaus e althoug h subexponentia l algorithm s 
are known for factoring integer s and computing discret e logarithms i n 
finite fields,  ther e ar e n o know n subexponentia l algorithm s fo r com -
puting discret e logarithm s i n genera l ellipti c curve s (whic h hav e a 
group structur e bu t no t a  field  structure) . 

Ferguson an d Schneie r [16 ] giv e a  detaile d introductio n t o th e 
practice o f implementing cryptographi c method s securely . The y em -
phasize th e difficultie s involve d i n implementin g secur e system s i n 
real-world applications . Thes e implementation s mus t involv e bot h 
secure cryptosystem s an d secur e practice s b y th e user s o f th e cryp -
tosystems. 

An understandin g o f the subjec t o f computational complexity , a s 
described b y Papadimitriou [51] , is essential fo r assessin g the securit y 
of cryptosystems . 

6. Exercise s 

4.1 . Th e followin g tex t ha s bee n encrypte d b y a  simple substitutio n 
cipher usin g th e letter s A-Z . Th e punctuatio n an d spacin g ar e un -
changed. Determin e th e origina l message . 

"PEI BGPEIBGPDLDG V OCI Y VC P YPQO Z 
HQKI BGPEIBGPDL Y AILGQY I D P D Y QYI -
SQN; EI YPQODIY DP AILGQYI EI OINDFEP Y 
DV D P GV O E I OINDFEP Y D V D P AILGQY I 
DP D Y AIGQPDSQN. " -  EIVK D HCDVLGK I 

4.2. Le t g b e a powe r o f an odd prim e an d le t x  e  F*  be  fixed.  Sho w 
that ther e i s a  y  G  F* wit h y 2 =  x  i f an d onl y i f x ^ - 1 ) / 2 =  1  in F q. 
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4.3. Le t q  be a  prim e powe r suc h tha t q  =  3  (mo d 4 ) an d le t n  b e 
odd. Us e Exercise 4. 2 to sho w tha t — 1 i s not a  perfect squar e i n F qn. 
Use thi s t o sho w tha t fo r an y x  G  Fqn, exactl y on e o f x  an d —  x i s a 
perfect square . 

Public ke y cryptosystems . 

4.4. Sho w that i f n —  pq is a product o f distict primes , M  i s arbitrary, 
and kd  =  1  (mo d 0(n)) , the n M fcd =  1  (mo d n) . Thi s verifie s th e 
decryption ste p o f the RS A cryptosystem . 

4.5. Th e RS A cryptosyste m i s used wit h th e publi c ke y n  =  51753 7 
and k  =  17 . Fin d th e correspondin g decryptio n ke y d  an y wa y yo u 
can. The n decryp t th e followin g sequenc e o f messag e units , eac h o f 
which represent s on e lette r o r space . T o conver t a  decode d messag e 
unit M  t o a  letter , first  reduc e M  modul o 27 . The n A  =  1 , B  =  2 , 
and s o on to Z  =  26 . I f M =  0  (mo d 27) , then M  represent s a  space . 

301985 260072 280987 329845 378568 391456 376789 
311874 229335 419880 32739 20292 192273 70755 
280987 301985 144317 280987 507536 378568 391456 
301985 144317 357744 192273 126852 491968 475436 
350585 378935 285376 2046 280987 

4.6. Verif y th e formula s fo r y 0, Vi,  an d y2  in Exampl e 4.3.2 . 

4.7. Comput e th e formula s fo r th e decryptio n functio n i n Exam -
ple 4.3.2 . 

4.8. Sho w that th e RS A cryptosystem ca n be used a s a  digital signa -
ture scheme . T o do this, show that a n attac k o n the digita l signatur e 
scheme formed fro m th e RS A cryptosyste m ca n be turned int o an at -
tack o n th e RS A cryptosyste m itself . Thu s i f the RS A cryptosyste m 
is secure, the n s o i s the signatur e schem e forme d fro m it . 

Latin squares . 

4.9. Prov e tha t fo r eac h n  >  2  ther e i s a  partia l lati n squar e L  o f 
order n  wit h exactl y n  cell s filled  such tha t L  canno t b e extende d t o 
a lati n squar e o f order n. 

4.10. Sho w tha t an y ( n — 1) x n  lati n rectangle , wher e n  >  2 , can b e 
completed t o a  lati n squar e o f order n  i n exactl y on e way . 
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Discrete logarithms . 

4.11. Mak e a  tabl e showin g th e discret e logarith m o f eac h nonzer o 
element i n Fn  wit h respec t t o th e primitiv e elemen t g  —  3 . 

4.12. Le t log ^ denot e th e discret e logarithm , wher e g  i s a  primitiv e 
element o f the finite field  F q. Prov e tha t th e followin g identitie s hol d 
for al l a,  b e F*  an d n  G  N : 

log^ab) =  log^(a ) +  log p(6) (mo d q  - 1) , 

log^afr"1) =  log,,(a ) -  log g(b) (mo d q  - 1) , 

\ogg(a
n) =  nlog^(a ) (mo d q-1). 

Elliptic curves . 

4.13. Determin e al l 1 3 of the rationa l point s o f the ellipti c curv e 

E: y 2 =  x 3 + a; + 6 

defined ove r th e field  Fu. 

4.14. Mak e an additio n tabl e fo r th e group operation o n the rationa l 
points o f th e ellipti c curv e E:  y 2 =  x 3 +  x  +  6  defined ove r th e field 
F u , whic h wer e foun d i n the previou s exercise . 

4.15. Conside r th e ellipti c curv e E  :  y2 =  x 3 +  7x  define d ove r th e 
field F13 . I t ca n b e show n tha t ther e ar e 1 8 rationa l point s o n E. 
Find eac h o f thes e rationa l point s an d determin e it s order . Mak e a n 
addition tabl e fo r th e grou p operatio n o n the se t o f rational point s of 
this curve . 

4.16. Prov e tha t th e additio n operatio n fo r point s o n ellipti c curve s 
is commutativ e an d ha s O  a s a n identit y element . The n prov e tha t 
every point ha s an inverse . (Not e that t o show that th e point s form a 
group, i t i s als o necessar y t o verif y tha t th e operatio n i s associative , 
which i s a  muc h mor e difficul t result. ) 

4.17. Le t E  b e a n ellipti c curv e ove r a  field  F q wit h characteris -
tic greate r tha n 3  and assum e tha t th e curv e contain s thre e rationa l 
points Pi , P2 , an d P 3 wit h differen t x- values. Sho w tha t th e su m o f 
these thre e point s i s O.  Us e thi s fac t t o giv e a  geometrica l interpre -
tation o f the additio n operatio n fo r rationa l points . 
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Appendix A 

Background i n 
Number Theor y 
and Abstrac t Algebr a 

In thi s appendix , w e presen t som e basi c definition s an d result s 
of numbe r theor y an d abstrac t algebra . Ou r goa l i s t o cove r th e 
background materia l require d fo r othe r part s o f thi s book , an d thu s 
we d o no t discus s thes e subject s i n detail . Althoug h th e expositio n 
here i s sel f contained , w e encourag e th e reade r unfamilia r wit h thi s 
material to consul t a  more thorough text . Th e books by Andrews [1] , 
Grosswald [20] , and Niven and Zuckerman [50 ] cover the fundamental s 
of numbe r theory , an d th e book s b y Fraleig h [18] , Gallia n [19] , an d 
Hungerford [24 ] cove r abstrac t algebra . Furthe r materia l relate d t o 
vector spaces , matrices , an d linea r algebr a i s given b y Lipschutz [39] . 

1. Numbe r theor y 

At it s mos t basi c level , numbe r theor y involve s th e stud y o f th e ad -
ditive an d multiplicativ e structur e o f th e se t Z  o f integers , wit h a n 
emphasis o n divisibilit y an d primality . W e use the standar d notatio n 
(a, b) to denot e th e greates t (positive ) commo n intege r diviso r o f th e 
integers a  an d b.  I f (a , 6) =  1 , the n th e integer s a  an d b  are sai d t o 
be relatively  prime. 
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Lemma A . 1.1 (Euclid) . For  any  two  integers  a , b there are  integers 
n, m such  that  na  +  mb  =  (a , b). Moreover,  (a , b) is  the  least  positive 
integer that  can  be  written as  a  sum of  integer  multiples  of  a and  b. 

Proof. W e prove th e firs t statemen t b y inductio n o n th e large r o f a 
and b.  Th e resul t i s trivia l whe n a  — b,  and w e may assum e withou t 
loss o f generality tha t a  and b  are bot h positiv e an d a  < b.  Conside r 
c =  b  — a.  Clearl y 0  <  c  <  b.  I t i s immediat e tha t (a , c) =  (a , 6) 
because an y diviso r o f a  an d c  divide s b  while an y diviso r o f a  an d 
b divide s c . B y induction , ther e ar e integer s n'  an d m!  suc h tha t 
n'a-f m'c  =  (a , c). Henc e (n r — m')a+mfb =  (a , b). W e let n  =  n 1 — m' 
and vfi  — m'.  Thi s complete s th e induction . 

To prove th e secon d statement , w e note tha t i f r\a  an d r\b,  the n 
r\(na +  m& ) for al l integer s n  an d m . I n particular , (a , 6)|(na +  mb) 
for al l n  an d m.  Thu s n o positiv e intege r smalle r tha n (a , 6) ca n b e 
of the for m na  +  ra6. • 

It shoul d b e note d tha t th e proo f o f th e previou s lemm a give s 
an algorith m t o find  (a , b): replac e th e large r o f a  an d b  with th e 
(positive) differenc e o f the numbers , an d continu e doing this unti l th e 
numbers ar e equal . A  more efficien t algorith m fo r computin g (a , b) is 
given i n Exercis e A.7 . 

Definition A . 1.2. Le t 0  denot e Euler's  function,  define d s o tha t 
0(n) count s th e numbe r o f integer s les s tha n n  an d relativel y prim e 
to n  (includin g 1) . Fo r example : 0(2 ) =  1 , 0(3 ) =  2 , 0(6 ) =  2 , an d 
0(8) =  4 . Thi s functio n i s als o known a s the totient  function. 

The nex t lemm a gives several importan t propertie s o f the 0  func -
tion. Thes e propertie s allo w 0(n ) t o b e compute d quickl y onc e n  ha s 
been factore d int o prime powers . I f n  i s large, i t i s believed t o b e dif -
ficult t o calculat e 0(n ) withou t havin g th e prim e factorizatio n o f n. 
(As explaine d i n Chapte r 4 , thi s difficult y i s the basi s fo r th e gener -
ally believe d securit y o f the RS A cryp t osy stem.) Othe r propertie s o f 
0 ar e explore d i n the exercises . 

Lemma A . 1.3. The  0  function  has  the  following properties: 

(1) If  a  and  b  are  relatively  prime,  then  0(a6 ) =  0(a)0(6) . 
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(2) If  p  is  a  prime and  k  >  1  is  an  integer,  then 

0(p f c )=p f c -p f c - 1 . 

Proof. Exercis e A.l . • 

2. Group s 

We no w conside r th e fundamenta l notio n o f a n abstrac t group . W e 
will se e tha t finite fields  contai n tw o groups , on e unde r additio n an d 
another unde r multiplication . Recal l tha t a  binar y operatio n •  on a 
set G  i s closed  i f a  • b  lies in th e se t G  fo r al l elements a,  6 G G. 

Definition A.2.1 . A  group is a nonempty se t G  with a  closed binar y 
operation •  such tha t th e followin g propertie s hold : 

(1) Associativity : ( a -b)  •  c  = a  • (b  • c) fo r al l a , 6 , and c  in G. 

(2) Identity : Ther e is an element e  G  G such that e-a  =  a-e  =  a 
for al l a  £  G. 

(3) Inverses : Fo r eac h a  £  G  ther e i s a n elemen t a~ x e  G  suc h 
that a  •  a - 1 =  a - 1 •  a =  e . 

A group G  i s Abelian  (o r commutative)  i f a  •  6 = 6  • a  fo r al l a , 6 G G. 
For simplicit y o f notation , th e grou p operatio n ma y sometime s b e 
denoted b y juxtaposition o f group elements : ab  denotes a  • b. 

Example A.2.2 . Th e followin g structure s ar e groups : 

(1) Th e integer s unde r addition . 

(2) Th e nonzer o rationa l number s unde r multiplication . 

(3) Th e se t o f all 2 x 2 matrices with real entries whose determi -
nant i s nonzero, with the operation o f matrix multiplication . 

Definition A.2.3 . I f G  i s a  group , the n a  nonempt y subse t H  o f G 
is a  subgroup  o f G  i f H  i s itsel f a  group unde r th e sam e operatio n a s 
inG. 

The nex t lemm a gives  a  convenien t criterio n fo r a  subse t o f a 
group t o b e a  subgroup . 
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Lemma A.2.4 . Let  G  be  a group  and  let  H  be  a nonempty  subset 
of G.  Then  H  is  a  subgroup of  G if  and  only  if  hk" 1 is  in  H  for  all 
h,k G  H.  If  H  is  finite,  then  H  is  a  subgroup  if  and  only  if  H  is 
closed under  the  group  operation. 

Proof. Exercis e A . 11. • 

The order  o f a  finit e grou p G  i s th e cardinalit y o f G , whic h w e 
denote |G| . W e may als o speak o f the orde r o f an elemen t o f a group , 
as the nex t definitio n shows . 

Let a  b e a n elemen t o f a  grou p G.  I f n  i s a  positiv e integer , a n 

denotes th e multiplicatio n o f a  wit h itsel f n  times . I f n  i s negative , 
then a n =  ( a _ 1 )~ n , an d a 0 i s e , th e identit y o f G . 

Definition A.2.5 . Th e order  o f a n elemen t a  i n a  grou p G  i s th e 
least positiv e intege r n  suc h tha t a n =  e , i f such a n n  exists . 

Every elemen t o f a  finite  grou p ha s som e order . I t i s not difficul t 
to se e that i f a  G  G and th e orde r o f a  is n , the n th e se t {a 1 |  1 < i  < 
n} i s a  subgrou p o f G , an d th e orde r o f this subgrou p i s n , th e sam e 
as the orde r o f a. 

Every grou p ha s exactl y on e elemen t o f orde r 1 , whic h i s th e 
identity element e . Th e next theorem characterizes which other order s 
may occu r i n a  finite  group . 

Theorem A.2. 6 (Lagrange) . If  G  is  a  finite group,  the  order  of 
any subgroup  of  G divides  the  order  of  G.  In  particular,  the  order  of 
any element  in  a  finite group  divides  the  order  of  the  group. 

Proof. Le t h  G  G. Defin e g\  an d # 2 t o b e equivalen t i f ther e i s a n 
integer n  suc h tha t g\  =  h ng2> The reade r shoul d verif y tha t thi s i s 
an equivalenc e relatio n an d tha t th e cardinalit y o f eac h equivalenc e 
class i s the orde r o f h.  Henc e th e orde r o f h  divide s th e orde r o f th e 
group. • 

Definition A.2.7 . A  grou p G  i s sai d t o b e cyclic  i f ther e i s a n 
element g  G  G suc h tha t ever y elemen t h  o f G  ca n b e writte n a s a n 
integral powe r h  =  g n o f g.  Suc h a n elemen t g  i s calle d a  generator 
of G . I f g  i s a n elemen t o f a  grou p G  w e writ e (g)  fo r th e se t {g n \ 
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n G  Z}. Th e se t (g)  form s a  subgrou p o f G  calle d th e subgroup  of  G 
generated by  g. 

Several fact s follo w immediatel y fro m th e definitions . A  group G 
is cycli c i f an d onl y i f ther e i s som e g  G  G wit h G  =  (g).  A  finite 
group G  o f orde r n  i s cycli c i f an d onl y i f ther e i s a n elemen t g  G  G 
of order n . I n thi s case , G  = (g)  = {g l,g2,..., <? n_1,#n =  e} . 

Lemma A.2.8 . Every  subgroup  of  a  cyclic  group  is  cyclic. 

Proof. Le t g  generate a  cyclic group G  and le t H  b e a subgroup of G. 
If H  =  (e) , the n i 7 i s triviall y cyclic . Otherwise , le t N  =  {n  G  Z | 
gn G  i f}. Th e se t N  i s nonempty an d close d under negatio n (becaus e 
H i s closed under inverses) . Therefor e ther e i s a least positiv e n  G  N. 
We clai m tha t H  —  (g n). I f not , the n ther e i s a  positiv e intege r 
m suc h tha t g m G  H  an d n  doe s no t divid e m . Writ e /  =  (n , ra) 
and choos e a,  6 such tha t a n +  bm  =  Z  (usin g Lemm a A . 1.1). The n 
0* = ̂ an+fc m =  g angbm e  #  Bu t /  <  n , whic h i s a  contradiction . D 

The followin g resul t i s usefu l fo r th e calculatio n o f th e order s o f 
elements i n a  finite  group . 

Lemma A.2.9 . Let  G  be  a finite commutative  group.  If  the  order  of 
a G  G is  relatively  prime  to  the  order  ofbeG,  then  the  order  of  ab 
is the  product  of  the  orders  of  a  and  b.  More  generally,  the  order  of 
ab is  the  least  common  multiple  of  the  orders  of  a and  b. 

Proof. Exercis e A.9 . • 

3. Ring s an d field s 

Definition A.3.1 . A  ring  i s a  se t R  wit h tw o close d binar y opera -
tions +  an d •  satisfying th e followin g properties : 

(1) R  i s an Abelia n grou p unde r th e operatio n + . 

(2) Th e operatio n •  is associative . 

(3) Fo r al l a,b,c  G  R th e distributive  laws  hold : 

a - (b  + c ) =  a  - b  + a  • c , 

(b -\- c) - a = b  - a -h c • a. 
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If the multiplication operatio n i s commutative, the n th e ring is called 
commutative (not e that , b y definition , th e additio n operatio n i n a 
ring i s always commutative) . 

Example A.3.2 . Th e followin g structure s for m rings : 

(1) Th e integers under the usual operations of addition and mul-
tiplication. 

(2) Th e rationa l number s wit h th e usua l operation s o f additio n 
and multiplication . 

(3) Th e se t o f al l 2  x 2  real matrice s wit h th e usua l operation s 
of matrix additio n an d multiplication . 

(4) Th e se t o f al l continuou s function s o n th e rea l line , wit h 
pointwise additio n an d multiplication . 

Definition A.3.3 . A  nonzer o elemen t y  o f a  commutativ e rin g i s 
called a  zero  divisor  i f ther e i s a  nonzer o elemen t z  i n th e rin g wit h 
the propert y tha t y  •  z  =  0 . 

The rin g o f integer s wit h th e usua l multiplicatio n operatio n ha s 
no zero divisors, but som e other ring s do have them. N o field has zero 
divisors (Exercis e A . 16). Th e rin g o f 2  x  2  rea l matrice s ha s man y 
zero divisors , a s does the rin g of continuous function s o n the rea l lin e 
with pointwis e additio n an d multiplication . 

Definition A.3.4 . A  field i s a commutative ring with a multiplicative 
identity wit h th e propert y tha t ever y nonzer o elemen t ha s a  multi -
plicative inverse . 

Definition A.3.5 . Th e characteristic  o f a  rin g i s th e leas t positiv e 
integer n  suc h tha t n  •  1  = 1  + 1  + h i (th e su m o f 1  with itsel f n 
times) equal s 0 ; if no such n  exists , then the characteristi c i s declared 
to b e 0 . 

Lemma A.3.6 . If  the  characteristic  of  a  field is  nonzero,  then  the 
characteristic is  prime. 

Proof. Suppos e the characteristi c n  o f a field F factor s a s n\U2\ thu s 
ni7i2 • 1 = 0 . Sinc e there ar e no zero divisors in F  (se e Exercise A. 16), 
either n\  •  1  or n^  •  1 is zero . Therefor e ther e i s a  prime diviso r p  o f n 
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such tha t p  •  1  = 0 . A  similar argumen t show s tha t th e characteristi c 
is exactly p.  • 

The field  o f rationa l numbers , th e field  o f rea l numbers , an d th e 
field of complex number s al l hav e characteristi c zero . I t follow s fro m 
Lagrange's theore m tha t a  finite field  o f orde r q  =  p n ha s prim e 
characteristic p. 

Definition A.3.7 . A n integral  domain  i s a commutative rin g with a 
multiplicative identit y an d n o zer o divisors . 

Thus i n a n integra l domai n R,  i f a  • b = 0  for som e a,b  £  R,  the n 
either a  = 0  or b  = 0 . 

Lemma A.3.8 . A  finite integral  domain  is  a  field. 

Proof. Th e onl y propert y whic h mus t b e verifie d i s the existenc e o f 
multiplicative inverses . Le t R  b e a  finite  integra l domai n an d choos e 
a nonzer o elemen t a  G  R. Conside r th e se t aR  =  {ar  \  r G  R}. Fo r 
n ^  r 2 we must hav e ar\  ^  ar2,  fo r i f ar\  =  ar2 , then a{r\  —  r2) =  0 . 
Since a  i s nonzero , w e see tha t r\  =  r2>  Therefor e \aR\  —  \R\, s o th e 
multiplicative identit y 1 ^ i s an elemen t o f aR.  Thu s ther e i s a  b  G R 
such tha t ab  = 1R.  Clearl y b  is the invers e o f a . • 

The hypothesi s o f finiteness  i n th e previou s lemm a i s necessary ; 
the rin g o f integer s i s an integra l domai n bu t no t a  field. 

The rin g o f integer s Z  i s the fundamenta l exampl e o f a n integra l 
domain. W e ca n for m man y interestin g finite  ring s fro m it , a s w e 
now explain . Le t n , a  positive integer , b e fixed.  T o form th e ring Z n , 
we defin e a  an d b  to b e equivalent  modulo  n  i f thei r differenc e i s a 
multiple o f n.  Thu s n , 2n , an d —5 n are equivalen t modul o n , a s ar e 
n —  2 , 19 n — 2 , an d 14 n — 2 . T o perfor m additio n o r multiplicatio n 
modulo n, we perform th e operations as usual in the ring Z of integers, 
but the n replac e th e resul t wit h th e smalles t equivalen t nonnegativ e 
integer. Thus , workin g modul o 5 , we have: 

3 + 4- 2 =  3  + 8  = 3  + 3  = 6  = 1  (mo d 5) . 

We write =  instea d o f =  i n orde r t o distinguis h thi s arithmeti c fro m 
the usua l intege r arithmeti c wit h it s equalit y o f integers , an d writ e 
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(mod 5 ) t o remin d ourselve s o f th e modulu s n  =  5 . Th e integer s 
0 , l , 2 , . . . , n —  1 are pairwise inequivalent modul o n, an d every intege r 
is equivalent t o one of them. Thes e numbers form a  commutative rin g 
with th e operation s o f additio n an d multiplicatio n modul o n . W e 
denote thi s rin g b y Z n an d cal l i t th e ring  of  integers  modulo  n. 

Example A.3.9 . Th e followin g table s sho w the additio n an d multi -
plication operation s o n Z5 , the rin g o f integer s modul o 5 . 

+ 
0 
1 
2 
3 
4 

0 
0 
1 
2 
3 
4 

1 
1 
2 
3 
4 
0 

2 
2 
3 
4 
0 
1 

3 
3 
4 
0 
1 
2 

4 
4 
0 
1 
2 
3 

0 
1 
2 
3 
4 

0 
0 
0 
0 
0 
0 

1 
0 
1 
2 
3 
4 

2 
0 
2 
4 
1 
3 

3 
0 
3 
1 
4 
2 

4 
0 
4 
3 
2 
1 

Note tha t th e nonzer o element s o f Z5 for m a  grou p unde r multi -
plication wit h identit y 1 . Th e followin g lemm a explain s why thi s ha s 
occurred. 

Lemma A.3.10 . A  nonzero  element  k  in  Z n has  a  multiplicative 
inverse if  and  only  if  (k,  n) =  1 . In  particular,  if  p is  prime, then  the 
commutative ring  Z p is  a  finite field. 

Proof. Suppos e tha t (fe , n) =  1 . B y Euclid' s theorem , ther e ar e r , s 
such tha t rk  +  sn  =  1 ; tha t is , rk  =  1  (mo d n) . No w assum e p  i s 
prime. Sinc e th e multiplicatio n o n Z p i s associative , commutative , 
and ha s an identity , th e existence o f a multiplicative invers e for ever y 
element i s enoug h t o mak e th e nonzer o element s o f Z p int o a  grou p 
and Z p itsel f int o a  field. • 

If n  i s a  no t prime , th e rin g Z n ha s zer o divisors ; fo r example , 
2 an d 3  are zer o divisor s i n th e rin g Z§.  Mor e generally , a n elemen t 
a G  Z n i s a  zer o diviso r i f and onl y i f (a , n) >  1 . 

4. Homomorphism s 

Definition A.4.1 . A  group  homomorphism  i s a  ma p if;  from on e 
group G  wit h operatio n •  to anothe r grou p G'  wit h operatio n o  such 
that ip(gi  -#2) =  ip(gi)°ip(g2)  for  al l #1, #2 G G. A  group isomorphism 
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is a  grou p homomorphis m fro m a  grou p G  t o anothe r grou p G f tha t 
is bot h injectiv e (one-to-one ) an d surjectiv e (onto) . I f ther e i s a n 
isomorphism betwee n tw o groups , w e cal l the group s isomorphic. 

A ring  homomorphism  i s a  ma p 0  fro m on e rin g R  wit h oper -
ations +R  an d -R  t o anothe r rin g 5  wit h operation s + 5 an d - 5 s o 
that <f>(n  + R r 2) =  0(r 2) + 5 <t>(r 2) an d 0 ( n -R  r2) =  0 ( n ) - 5 <£(r2) 
for al l r i , r 2 G  ii. A  nn y isomorphism  i s a  bijectiv e rin g homomor -
phism. I f there is an isomorphism betwee n two rings, we call the ring s 
isomorphic. 

Lemma A.4.2 . Let  G  be  a finite Abelian  group  of  order  m,  and  let 
n be  an  integer  with  (n , ra)  =  1 . Then  the  map  f:  a  1— » an is  an 
isomorphism from  G  to  itself  (an  automorphism). 

Proof. W e firs t sho w tha t /  i s bijective . Suppos e a n =  b n; the n 
(ab'1)71 —  e (se e Exercis e A.12) . Thi s show s tha t th e orde r o f ab~ l 

divides n.  Bu t th e orde r o f ab~ x divide s m , s o th e orde r divide s 
(n,m) =  1 . W e conclude a& _1 =  e ; that is , a  = b.  Thi s show s tha t / 
is injective. Clearly , sinc e G  i s finite, /  i s also surjective . 

Since G  is Abelian, w e may prove by induction o n n  tha t (ab) n = 
anbn fo r al l n.  Thu s /  i s a  grou p isomorphism . • 

The followin g resul t wil l b e usefu l i n Chapte r 1 , whe n w e prov e 
that ever y extension field has a  normal basi s over the bas e field.  Thi s 
result ca n b e prove d b y inductio n o n ra,  th e numbe r o f homomor -
phisms; a  proo f i s provide d b y Lid l an d Niederreite r [36 , Lemm a 
2.33]. 

Theorem A.4. 3 (Artin' s Lemma). Let  ^ 1 , . . . , ^ m be  a set of  distinct 
nonzero homomorphisms  from  a  group G into  the  multiplicative  group 
of a field F. Let  a i , . . . , am be  elements of  F not  all  of which are  zero. 
Then there  is  a  g G  G such  that  ai^i(g)  +  •  • •  +  a mipm(g) ^  0 . 

5. Polynomial s an d splittin g field s 

Given a ring R with identity, we let R[x]  denote the set whose elements 
are o f the for m 7* 0 +  r\x  +  r 2x

2 - j h  rn x n , wher e eac h r ^ G  R. Th e 
variable x  i s treated a s a  new elemen t distinc t fro m ever y elemen t o f 
R. Th e element s o f R[x]  ar e calle d polynomials  wit h coefficient s i n R 
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or sometime s jus t calle d polynomials  over  R.  W e ad d an d multipl y 
elements o f R[x]  using naiv e polynomia l additio n an d multiplication . 
For example , w e have: 

(r0+ri:r +  r 2x
2)(s0 +  six) 

= r 0s0 +  ris 0x +  r 2s0x
2 +  r 0six +  rxsix2 +  r 2s±x3 

= ?"oS o H- (ri« o +  ^o«i) x +  (r 2so +  riSi)x 2 +  r 2$ia;3. 

The reader shoul d check that wit h these operations the se t R[x]  form s 
a ring; this ring is called the ring  of  polynomials over  R.  W e also note 
that i f R  i s commutative , the n s o i s R[x\. 

For an y polynomia l p(x)  ove r R  w e ma y for m th e factor  ring 
R[x]/(p(x)) whic h i s the se t o f al l polynomial s ove r R  o f degre e les s 
than th e degre e o f p(x).  T o for m thi s ring , w e conside r tw o polyno -
mials r(x),r'(x)  t o b e equivalen t i f thei r differenc e i s a  (polynomial ) 
multiple ofp(x).  Thi s i s entirely analogou s t o th e wa y th e rin g Z n i s 
formed fro m th e rin g Z . 

A root  o f a  polynomia l p(x)  —  r$  + T\x  H  V  rnx
n £  R[x]  i s a n 

element r  suc h tha t p(r)  =  ro +  r\r  +  r 2r
2 +  •  • •  +  r nr

n =  0  in R. 

Lemma A.5.1 . Let  F  be  a field. An  element  r  G  F is  a  root  of  a 
polynomial p(x)  e  F[x]  if  and  only  if  the  polynomial x  — r divides  the 
polynomial p(x)  in  the  ring  F[x]. 

Proof. Exercis e A.22 . • 

If r  i s a  roo t o f p(x)  G  F[x],  wher e F  i s a  field,  w e defin e th e 
multiplicity o f r  t o b e th e larges t n  suc h tha t (x  —  r)n divide s p(x). 

Lemma A.5. 2 (Th e derivative test) . Letp(x)  =  a nx
n - f an_i;r n _ 1 + 

• • •  - f a\x  +  CLQ  be  an element  of  F[x],  where  F  is  a  field. Define  the 
formal derivativ e of  p(x) to  bep'(x),  where 

p'(x) =  na nx
n~1 +  (n-  l)a n-ix

n~2 -\  h  2a2x +  a\. 

A root  r ofp(x)  has  multiplicity greater  than  1  if and  only  ifp'{r)  =  0 . 

Proof. Suppos e tha t th e multiplicit y o f r  i s k  >  1 . Writ e p(x)  = 
(x —  r) kq{x) (her e q(x)  ma y b e 1) . I t ca n b e show n tha t th e forma l 
derivative obeys the same algebraic formulas a s the familiar derivativ e 
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from elementar y calculu s (se e Exercis e A.24) . I n particular , p'(x)  = 
(k)(x -  r) k~1q(x) +  (x  —  r) kqf(x). I t i s clea r tha t i f k  >  1 , the n 
p'{r) =  0 . I f k  =  1 , the n p'(x)  =  q(x)  +  (x  —  r)q'(x).  W e hav e 
assumed q(r)  ^  0 , s o i f k  —  1, we have p'{r)  —  q{r)  ^  0 . D 

Lemma A.5.3 . A  polynomial  of  degree  n over  a  field has  at  most  n 
roots {counting  multiplicities). 

Proof. Th e proo f follow s b y repeatedl y applyin g Lemm a A.5.1 . W e 
leave the detail s t o th e reade r i n Exercis e A.26 . • 

In th e previou s lemma , w e di d no t mak e th e fals e clai m tha t a 
polynomial ove r a  field  mus t hav e exactl y a s man y root s (countin g 
multiplicity) a s it s degree . Fo r example , th e polynomia l x 2 - f 1  ha s 
no root s a t al l ove r th e field  o f rea l numbers . 

We sa y tha t a  polynomia l p(x)  ove r a  rin g R  i s irreducible  i f 
there are no polynomials g(x) , r(x) G  R[x] of positive degree such tha t 
p(x) =  q(x)r(x).  I t ca n b e see n tha t a  quadratic o r cubi c polynomia l 
over a  field  is irreducible i f and onl y i f i t ha s n o roots , bu t thi s i s no t 
true fo r polynomial s o f degre e 4  or highe r (Exercis e A.23) . 

Lemma A.5.4 . If  F  is  a  field, then F[x]/(p(x))  is  a  field if  and  only 
if p(x) is  irreducible  in  F[x\.  Moreover,  there  is  a  field isomorphism 
from F  to  a  proper subfield  of  F[x]/(p(x)). 

Proof. Exercis e A.27 . • 

We not e tha t th e constructio n i n th e previou s lemm a i s use d i n 
Chapter 1  to construc t finite fields.  I n particular , t o construc t th e 
finite field Fpn on e uses an irreducible polynomial p(x) o f degree n over 
Fp. Suc h a n irreducibl e exist s fo r ever y prim e p  an d ever y positiv e 
integer n  >  2 by Corollar y 1.3.13 . 

The ke y fac t abou t F[x]/(p(x))  i s that th e equivalenc e clas s o f x 
in th e facto r rin g i s a  roo t o f p(x)  i n th e extensio n field.  Th e nex t 
lemma show s tha t th e constructio n i n Lemm a A.5. 4 i s uniqu e u p t o 
isomorphism. W e require som e notatio n fo r field  extensions . 

Definition A.5.5 . Le t F  b e a subfield o f a field K an d let g±,..., gu  £ 
K. W e write F(gi, ..., gu)  for th e smalles t subfiel d H  o f K  suc h tha t 
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F C  H  an d gi  G  H fo r each i <  k.  W e call F(gi,..., g k) th e extension 
field o f F  generate d b y g\ ,..., g k. 

Lemma A.5.6 . Suppose  that  p(x)  is  irreducible  over  a  field F.  Sup-
pose there  is  a  field E  =  F(r),  obtained  by  adjoining r  to  F, in  which 
r is  a  root  of  p{x). Then  E  is  isomorphic  to  F[x]/(p(x)). 

Proof. I t i s eas y t o sho w tha t th e evaluatio n ma p cj>:  F[x]  — > E 
which send s eac h qix)  t o q(r)  i s a  rin g homomorphism . Moreover , 
the kerne l o f (j)  include s p(x),  s o (p  induce s a  homomorphis m </ > from 
F[x]/(p(x)) t o E.  Tha t is , i f q(x)  an d r{x)  ar e equivalen t modul o 
p(x), the n (j>(q(x))  an d (j>{r(x))  ar e equa l i n E,  an d s o (f>(r(x))  is 
uniquely determine d b y the equivalenc e clas s o f r(x)  i n F[x]/(p(x)). 

Because p(x) i s irreducible, Lemma A.5.4 tells us that F[x]/(p(x)) 
is a field.  Sinc e 0  doe s not sen d ever y element t o 0 , <fi  is injective (se e 
Exercise A.25) . No w the range o f 0  i s a subfield o f E  tha t include s F 
and include s r , s o the rang e include s E  =  F(r).  Thu s 4>  i s surjective . 
We have shown (f>  i s an isomorphis m betwee n F[x]/(p(x))  an d E.  • 

Definition A.5.7 . Suppos e F  i s a  field  and p(x)  G  -Ff-X']. A  field  K 
is called a  splitting  field  o f p(x) i f the followin g condition s hold . 

(1) Th e moni c polynomia l p(x)  factor s int o linea r factor s i n 
K[x\. Thi s mean s 

p(x) =  (x  -  ai)(x  -  a 2) -  • •  (x -  a k) 

for som e a i , . . . , ak G  K. 

(2) K  =  F ( a i , . . . ,a/~) , tha t is , th e root s o f p(x)  generat e K 
over F. 

We will show in Theorem A.5. 9 that ever y polynomial ha s a split -
ting field  an d tha t suc h a  field  i s uniqu e u p t o isomorphism . Thi s 
result i s crucia l fo r th e classificatio n o f finite fields  i n Chapte r 1 . W e 
require th e followin g lemma . 

Lemma A.5.8 . Suppose  that  K  is  the  splitting  field of  p(x) over  a 
field F.  Suppose  that  M  is  any  field containing  F  in  which  p(x) splits 
into linear  factors.  Then  there  is  an  injective  homomorphism  from 
K to  M which  is  the  identity  on  F. 
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Proof. Th e proof i s by induction o n the degre e of p{x). I f the degre e 
is 1 , then th e resul t i s trivial . W e assum e th e degre e i s greate r tha n 
1 and writ e p(x) =  q\{x)  •  • •  qk(%), where each q%{x)  i s irreducible an d 
of degree greate r tha n 1 . 

Let a  G  K  b e an y roo t o f qi(x).  B y Lemm a A.5.6 , F(a)  i s 
isomorphic t o F[x]/(qi(x)).  Ther e i s a  roo t b  o f q\{x)  i n M , an d 
F(b) i s also isomorphic t o F[x]/(p(x)).  Thu s F(a)  C  K  i s isomorphi c 
to F(b)  C  M . Le t r(x ) =  p{x)/(x  -  a)  i n F[x] . Th e degre e o f 
r(x) i s strictl y les s tha n th e degre e o f p(x),  s o w e ma y appl y ou r 
inductive hypothesis , replacin g F  wit h F{a)  an d identifyin g F(a) 
with F(b)  C M . B y induction , ther e i s an isomorphism fro m K  to  M 
which i s the identit y o n F(a)  assumin g w e have identifie d F(a)  wit h 
F(b). W e alread y hav e a n isomorphis m whic h identifie s F(a)  wit h 
F(b) an d i s the identity o n F.  B y putting thes e together , w e obtain a 
homomorphism fro m K  t o M  whic h i s the identit y o n F.  T o see tha t 
the homomorphism i s injective, appl y the result o f Exercise A.25 . D 

Theorem A.5. 9 (Existenc e an d uniquenes s o f splittin g fields).  Let 
p(x) be  a  polynomial  over  a  field F.  There  is  a  splitting  field for 
p(x) over  F,  and  it  is  unique  in  the  following sense.  If  E  and  E'  are 
splitting fields for  p(x)  over  F,  then  there  is  an  isomorphism  between 
E and  E'  which  is  the  identity  on  F. 

Proof. W e first prove that p{x)  ha s a splitting field over F. W e prove 
the resul t fo r al l fields  simultaneousl y b y inductio n o n th e degre e o f 
p(x). I f th e degre e i s 1 , the n F  i s triviall y a  splittin g field  fo r p(x). 
Now assum e th e degre e o f p(x)  i s large r tha n 1 , an d writ e p(x)  a s 
a produc t qi(x)  •  • •  qk(x) o f irreducibl e factors . Appl y Lemm a A.5. 4 
to construc t a  field  E  suc h tha t q\  ha s a  roo t a  i n E  an d E  = 
F(a). W e now vie w p(x)  a s a  polynomia l i n E[x],  an d not e that , b y 
Lemma A.5.1 , x  —  a  divide s p(x)  i n th e extensio n field.  Le t q(x)  b e 
p(x)/(x —  a)  i n E[x\.  The n th e degre e o f q{x)  i s less than th e degre e 
of p(x),  s o b y inductio n ther e i s a  splittin g field  K  =  E(/3i,. .. ,/? r) 
for q(x)  ove r E,  wher e /?i , . . . ,/3r ar e th e root s o f q(x).  No w K  = 
F(a , /3 i , . . . , (3k) is a  splittin g field  fo r p{x)  ove r F. 

We now turn to the uniqueness of the splitting field.  Le t E  an d E' 
be splittin g fields  fo r p(x)  ove r F.  W e appl y Lemm a A.5. 8 t o obtai n 
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an injective homomorphis m </ > from E  to Ef whic h is the identity on F. 
It i s not difficult t o see that eac h roo t o f p(x) i n E map s to a root of 
p(x) i n E' (se e Exercise A.21) . Thus , sinc e 0  i s a injectiv e an d p{x) 
has onl y finitel y man y roots , ever y roo t o f p(x) i n E' i s in the range 
of 0. Sinc e E'  i s generated b y these roots , E'  i s a subset o f the range 
of </>,  s o (j) i s surjective. Th e result follow s immediately . • 

6. Vecto r space s 

Vector space s ar e anothe r importan t clas s o f algebrai c structures . 
They are essential to the study of finite field s in Chapter 1  and to the 
construction o f error-correcting code s in Chapter 3 . 

Definition A.6.1 . Le t F be a field. A  vector space  over F consist s of 
a nonempt y se t V, an Abelian grou p operatio n -f - on V, and a scalar 
multiplication functio n tha t take s a n a G F an d a v G  V an d returns 
av eV.  I n addition to the Abelian grou p axioms for -h, the following 
are require d t o hold fo r all a, b G F an d all u, v G  V: 

(1) a(bu)  = (ab)u , 

(2) ( a + 6)u = a u + 6u, 

(3) a( u + v) = a u -f- av. 

A subspace  o f a  vecto r spac e V  i s a  nonempt y subse t whic h i s 
itself a  vector spac e unde r th e same operation s a s in V. 

We now give severa l example s o f vector spaces . 

Examples A.6.2 . (1 ) Le t V  =  R 2 an d le t F  =  R , wher e R 
denotes th e field  o f rea l numbers . Additio n i s th e usua l 
addition o f ordere d pair s define d b y ( x 1,2/1) + (#2,2/2 ) = 
(x± + X2, 2/1 + 2/2) a nd scala r multiplicatio n i s defined i n the 
usual wa y as a(x\,y\) =  (axi,ayi).  Wit h thes e operations , 
V i s nothing more than the usual Euclidean plane. Similarly , 
the set R3 with the ordinary operations is a vector space over 
R which is just the usual three-dimensional Euclidea n space . 

(2) Fo r n >  1 let V  =  R n an d let F =  R . Defin e additio n a s 

(xi , . . . ,xn) +  (2/1,... , yn) = (xi +y i , . . . , an +  yn) 
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and scala r multiplicatio n b y 

a ( x i , . . . , x n ) =  (axi,...,ax n). 

As i n (1 ) above , V  i s a  vecto r spac e ove r R . 

(3) I n (1 ) an d (2 ) above , w e ma y replac e th e field R  o f rea l 
numbers b y an y field  F  an d V  =  F n i s stil l a  vecto r space . 
In particular, i f F =  F q, th e finite field  with q  elements, the n 
V =  Fq  i s a vector spac e ove r F q whic h contain s exactl y q n 

distinct elements . 

(4) I t follow s fro m (3 ) tha t an y field  F  i s a  vecto r spac e ove r 
itself, usin g th e field  additio n fo r vecto r additio n an d th e 
field multiplication fo r scala r multiplication . I t ca n b e see n 
that i f F  i s a  subfield o f a  field  K,  the n K  i s a  vector spac e 
over F,  usin g th e field  operation s i n K. 

(5) Le t m  >  l , n >  1  be integer s an d le t M m ? n denot e th e se t 
of al l m  x  n  matrice s ove r a  field  F.  The n M m ,n become s 
a vecto r spac e ove r th e field  F  wit h operation s define d a s 
follows. Le t A  =  (a,ij),B  =  (bij)  G  Mm^n an d le t c  G  F b e 
a scalar . The n A  +  B  =  (a ^ +  hj)  an d cA  =  (ca,ij).  Th e 
reader shoul d als o note tha t wit h thi s definitio n o f additio n 
and th e usua l matri x multiplication , M m)U i s a  ring but th e 
ring i s not commutative , tha t is , there ar e A,Be  Mm, n fo r 
which AB  ^  BA. 

Definition A.6.3 . A  set {v2 , . . . , v^} o f vectors i n a  vector spac e V 
is said t o b e linearly  independent  ove r the field  F  i f the onl y solutio n 
to th e vecto r equatio n 

(5) a iv i +  a 2v2 H  h  akvk =  0 , 

where eac h a * G  F, i s give n b y a\  —  a2 =  •  • •  = a k =  0 . I f ther e i s a 
solution t o Equatio n (5 ) i n whic h a t leas t on e e ^ ^  0 , then th e se t o f 
vectors i s said t o b e linearly  dependent  ove r F. 

We say that a  vector v  G  V i s a linear  combination  o f the vector s 
v i , . . . , Vfc if there ar e element s c\ ,..., c & G F, s o tha t 

V =  CiV i -i  \~C kVk. 

A se t o f vector s B  =  { v i , . . . , v^} i s sai d t o span  V  i f ever y vecto r 
v G  V ca n b e writte n a s a  linea r combinatio n o f B.  I n addition , w e 
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say tha t B  form s a  basis  fo r V  ove r F  i f B  i s linearl y independen t 
and span s V. 

A vector spac e V  i s finite dimensional  i f it ha s a  finite  basis . On e 
of th e fundamenta l result s i n th e theor y o f finite  dimensiona l vecto r 
spaces is that an y two bases of a fixed finite  dimensional space V  mus t 
contain th e sam e number o f vectors. Thi s commo n siz e of al l bases i s 
called th e dimension  o f V. 

The followin g lemm a give s a  convenient criterio n fo r determinin g 
whether a  se t o f vectors form s a  basis . 

Lemma A.6.4 . Let  V  be  a vector  space  of  finite dimension  m  and 
let vi,..., Vm  be a set of  linearly independent  vectors  in  V.  Then  this 
set forms  a  basis  for V. 

Proof. Exercis e A.30 . • 

Examples A.6.5 . (1 ) Le t R 2 b e the vector space of all ordered 
pairs o f rea l numbers , wit h additio n an d scala r multiplica -
tion defined coordinatewise . Le t v i =  (1,0 ) an d V2 = (0,1) . 
Then {vi , V2} is a  basi s fo r V , s o the dimensio n o f R 2 i s 2 . 
Similarly, fo r n  >  1 , let R n b e th e se t o f al l n-tuples o r rea l 
numbers. The n R n i s a vector spac e of dimension n  ove r th e 
field of rea l numbers . 

(2) Le t Mm^  denot e th e se t o f al l m  x  n  matrice s ove r a  field 
F1 wher e additio n an d scala r multiplicatio n ar e define d i n 
the usua l way. Tha t i s if A =  (a^) , B =  (bij ), the n A  + B = 
(dij +  hj)  an d cA  =  {caij).  Th e dimensio n o f thi s vecto r 
space i s mn,  a s th e reade r shoul d verif y b y constructin g 
a basis . A n additiona l proble m i n thi s vei n i s state d a s 
Exercise A.28 . 

(3) Becaus e the rational numbers ar e a subfield o f the real num-
bers, th e rea l number s for m a  vecto r spac e ove r th e field  o f 
rational numbers . Thi s vecto r spac e i s no t finite  dimen -
sional. 

Natural function s t o stud y i n th e contex t o f vecto r space s ar e 
those that preserv e both the vector addition an d scala r multiplicatio n 
operations. 
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Definition A.6.6 . Suppos e V  an d W  ar e vector spaces over the same 
field F.  A  ma p / : V  —>  W  i s calle d linear  i f th e followin g hol d fo r 
all u , v G  V  an d a  e  F: 

/ ( u +  v ) =  / (u ) +  / (v ) , 

f(au) =  a / (u) , 

where operation s o n th e lef t sid e o f eac h equatio n ar e performe d i n 
V an d operation s o n th e righ t sid e o f eac h equatio n ar e performe d 
in W. 

Several importan t propertie s o f linea r function s ar e sketche d i n 
Exercise A.29 . 

We now turn t o the subjec t o f dual spaces , which ar e an essentia l 
tool i n Chapte r 1 . W e poin t ou t tha t th e followin g definition s an d 
theorem ar e valid fo r vecto r space s over an arbitrar y (possibl y finite) 
field. 

Definition A.6.7 . Le t V  b e a  vecto r spac e ove r a  field  F.  A  linear 
functional o n V  i s a  linea r functio n fro m V  t o F,  W e le t Dual(V ) 
denote th e se t o f al l linea r functional s o n V ; thi s i s calle d th e dual 
space of V. Thi s space is a vector space over F wit h pointwise additio n 
and pointwis e scala r multiplicatio n o f functions . I t i s commo n t o 
denote th e dua l spac e o f V  b y V* , bu t w e reserve th e notatio n F*  t o 
denote th e se t o f nonzero , an d thu s invertible , element s i n a  field  F. 

Definition A.6.8 . Suppos e tha t V  i s a  finite  dimensiona l vecto r 
space ove r a  field  F  an d B  =  { v i , . . . , V&} is a n ordere d basi s fo r V 
(that is , the element s o f B  hav e been assigne d number s 1 , . . . , k).  Fo r 
each i  <  k  le t v * b e th e uniqu e linea r functiona l define d b y th e rul e 

v „ ( v ) [ i i f i = j , 

[0 otherwise . 

(The definitio n o f v * fo r eac h i  depend s o n th e entir e basis . W e 
leave i t t o th e reade r t o verif y tha t thi s i s a  vali d definition ; se e 
Exercise A.32. ) Th e ordere d se t B*  =  {v*, . . . , vj*} i s th e dual  basis 
of the ordere d basi s B. 

Theorem A.6.9 . Let  V  be  a finite dimensional  vector  space  over  a 
field F  and  let  B  be  a finite basis  for V.  The  space  Dual(V) is  also 
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a vector  space  over  F  with  the  canonical  scalar  multiplication.  The 
dual basis  J5* is  a  basis  for Dusl(V).  In  particular,  the  dimension  of 
Dual(F) is  the  same  as  the  dimension  ofV. 

Proof. Exercis e A.32 . • 

We caution th e reade r tha t ther e i s a different definitio n o f "dua l 
space" whic h i s mor e appropriat e fo r us e wit h infinit e dimensiona l 
vector space s that aris e in the field of functional analysis . I n the cas e 
that a  vector spac e is finite  dimensional , th e othe r definitio n o f a dua l 
space coincide s precisel y wit h th e definitio n w e have give n here . 

7. Note s 

There ar e numerou s excellen t text s dealin g wit h elementar y numbe r 
theory an d abstrac t algebra . Fo r numbe r theor y w e refe r t o book s 
by Andrew s [1] , Grosswald [20] , and Nive n an d Zuckerma n [50] . Fo r 
abstract algebr a w e refe r th e reade r t o book s b y Fraleig h [18] , Gal -
lian [19] , an d Hungerfor d [24] . A  discussio n o f basi c propertie s o f 
vector spaces , matrices , an d linea r algebr a i s given b y Lipschutz [39] . 

8. Exercise s 

Number Theory . 

A . l . Prov e Lemm a A . 1.3. 

A.2 (Th e Chines e Remainde r Theorem) . Assum e tha t ai , a 2 , . . ., a/ -
are natural number s tha t ar e pairwise relatively prime an d n i , . . . , n^ 
are arbitrar y natura l numbers . Sho w tha t ther e i s a  natura l numbe r 
s suc h tha t s  =  Ui  (mo d a\)  fo r eac h i  <  k.  Moreover , sho w tha t i f 
s an d s'  ar e tw o solution s t o th e syste m o f congruences , the n s  =  s' 
(mod a\a2  •  •  •«&)• 

A.3 . Sho w tha t fo r an y positiv e intege r n  th e followin g equatio n 
holds: 

*(»)=nll(l-j), 
p\n V  F/ 

where th e produc t i s taken ove r al l prim e divisor s o f n . 
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A.4. Sho w tha t fo r an y positiv e intege r n  th e followin g equatio n 
holds: 

d\n 

where th e su m i s taken ove r al l divisor s o f n  (includin g 1  and n) . 

A.5 (Fermat' s Littl e Theorem) . Le t p  b e a  prim e number . Fo r al l 
integers a  no t divisibl e b y p, show tha t a p~l =  1  (mo d p). 

A.6 (Euler' s Theorem) . I f (a,n)  =  1 , show tha t a^ n"> =  1  (mo d n) . 

A.7 (Th e Euclidea n Algorithm) . Conside r th e followin g algorithm . 

Input: tw o positiv e integer s a  an d 6 . 
Procedure: I f a  = b,  stop an d retur n a.  Otherwise , 
swap the numbers i f needed s o that a  < b.  Replac e 
b b y th e remainde r r  whe n b  i s divide d b y a . I f 
this remainder i s zero, return a.  Otherwise , repea t 
from the beginning using a and r instead of a and b. 

Show that fo r an y positive integer s a  and b  this algorith m wil l termi -
nate an d retur n th e greates t commo n diviso r (a , b) of the inputs . 

A.8. Thi s exercis e assume s som e knowledg e o f computationa l com -
plexity. Prov e th e algorith m presente d i n Exercis e A. l ha s a n uppe r 
bound o n th e numbe r o f iteration s tha t i s a  linea r functio n o f th e 
sum o f th e length s o f a  an d b  in binar y digits . Thi s ca n b e use d t o 
show tha t th e greates t commo n diviso r o f a  pai r o f integer s ca n b e 
computed i n polynomia l (i n fact , quadratic ) time . 

Groups. 

A.9. Prov e Lemm a A.2. 9 

A. 10. Le t a  be an element of finite order A: in a multiplicative group G. 
Show tha t fo r m  G  Z w e have a m =  e  if and onl y i f k  divide s m . 

A. 11. Prov e Lemm a A.2.4 . 

A. 12. Le t G  be an Abelian group and suppose c = b n i n G. Sho w that 
cb~n =  1 . Thi s elementary fact wa s used in the proof of Lemma A.4.2. 
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Rings an d Fields . 

A. 13. Sho w that eac h of those structures i n Example A.3. 2 i s a  ring. 
Determine whic h o f the structure s ar e fields. 

A. 14. Sho w tha t th e rin g Z n i s a  field  i f an d onl y i f n  i s prime . 

A. 15. Not e tha t i f p i s a  prime , the n th e field  F p i s the sam e a s th e 
ring Z p o f integer s modul o p.  Explai n wh y th e field  F4  i s no t th e 
same as the ring Z4. I n fact , i t turn s ou t tha t i f m  >  1 , then th e field 
Fp™ ^  Z pm, th e rin g o f integer s modul o p m. Explai n why . 

A. 16. Sho w tha t a  field  cannot hav e zer o divisors . Tha t is , i f F  i s a 
field and a , b € F  satisf y ab  = 0 , the n eithe r a  =  0  or b  = 0 . Us e thi s 
to giv e a  complet e proo f o f Lemma A.3.6 . 

A. 17. Le t F  b e a  field.  Sho w tha t th e polynomia l rin g F[x]  ha s n o 
zero divisors . 

A. 18. Le t F  b e a  field and le t p(x)  an d q(x)  b e polynomial s ove r F. 
Show tha t ther e ar e uniqu e polynomial s r(x)  an d s(x)  ove r F  suc h 
that th e degre e o f r(x)  i s strictl y les s tha n th e degre e o f q(x)  an d 
p(x) =  q(x)s(x)  +  r(x). 

A. 19. Le t F  b e a  field,  le t p(x)  e  F[x]  b e irreducible , an d fix  q(x)  e 
F[x] suc h tha t q(x)  i s no t a  multipl e o f p(x).  Sho w tha t ther e ar e 
polynomials a(x)  an d b(x)  i n F[x]  suc h tha t p{x)a(x)  +  q(x)b(x) =  1 . 
This i s a  specia l cas e o f genera l propertie s o f th e ring s calle d unique 
factorization domains,  whic h includ e al l rings o f the for m F[x\. 

A.20. Le t R  b e a  ring and le t S  b e the intersectio n o f al l subrings of 
R. Sho w tha t S  i s a  subrin g o f R,  an d tha t i f R  i s a  field,  the n S  i s 
a field  a s well . 

A.21 . Suppos e p(x)  G  R[x],  wher e R  i s a  ring . Suppos e 5 , S' ar e 
two rings containin g R  an d <j>  i s a  rin g homomorphis m fro m S  t o 5 ' . 
Then w e have <f>(p(s))  =  p(<f)(s)) fo r ever y s  G  S. 

A.22. Prov e Lemm a A.5.1 . 

A.23. Sho w tha t a  quadrati c o r cubi c polynomia l ove r a  field  i s ir -
reducible i f an d onl y i f i t ha s n o root s i n th e field.  Construc t a n 
example o f a  quarti c polynomia l ove r th e rea l number s whic h i s no t 
irreducible bu t ha s n o rea l roots . 
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A.24. Le t F  b e a  field  an d le t p'(x)  denot e th e forma l derivativ e o f 
p(x) € F[x].  Sho w tha t th e forma l derivativ e satisfie s th e followin g 
familiar identities : 

(p(x)+q(x))'=p,(x) +  q f(x), 

(p(x)q(x))' =p f(x)q(x) +p(x)q'(x), 

(P(x)ky =  kp{ x)
k-^{x). 

Here k  mus t b e a  positiv e intege r an d (p(x))°  i s taken t o equa l 1 . 

A.25. Suppos e (/>  i s a  homomorphis m fro m a  field  F  t o a  field  E. 
Show tha t eithe r 0(a ) =  0  for ever y a  G  F o r els e 4>  i s injective . 

A.26. Prov e Lemm a A.5.3 . 

A.27. Prov e Lemm a A.5. 4 

Vector spaces . 

A.28. Sho w that th e collectio n o f al l polynomials o f degree n  o r less , 
with real coefficients, form s a  vector space over the reals, where vector 
addition an d scala r multiplicatio n ar e give n b y th e usua l operation s 
on polynomials . Construc t a  basi s fo r thi s vecto r space . Wha t i s it s 
dimension? 

A.29. Le t J7 , V, an d W  b e vecto r space s ove r th e sam e field  F.  Le t 
f:U—>V an d g:  V  -^  W  be  linea r maps . Sho w that : 

(1) Th e compositio n g  o /: U  —> W  i s linear . 

(2) Th e functio n /  i s completely determine d b y its values on a n 
arbitrary basi s o f U. 

(3) Th e functio n /  i s injectiv e i f an d onl y i f th e onl y vecto r 
ueU wit h / (u ) =  0  i s u  =  0 . 

(4) Suppos e U  =  V  an d U  i s finite  dimensional . The n /  i s 
injective i f an d onl y i f /  i s surjective . Sho w tha t thi s ma y 
not b e tru e i f U  = V  an d U  i s infinit e dimensional . 

A.30. Prov e Lemm a A.6.4 . 

A.31. Fin d a  basi s fo r th e vecto r spac e V  o f al l m  x  n  matrice s ove r 
a field  F.  Wha t i s the dimensio n o f VI 
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A.32. Le t V  b e a  finit e dimensiona l vecto r spac e ove r a  field F.  Le t 
B b e a basi s fo r V.  Prov e tha t th e dua l spac e Dual(V ) i s a  vecto r 
space ove r F  an d tha t th e dua l basi s B*  o f B  i s wel l denned . Prov e 
Theorem A.6.9 . 



Appendix B 

Hints fo r Selecte d 
Exercises 

Chapter 1 
1.1 Fo r 5  = 2  use the binomia l theorem ; the n us e induction o n s. 

1.2 Us e propertie s o f a n automorphism . 

1.3 Tw o fraction s a/b  an d c/d  shoul d b e equivalen t i f ad  =  be. 
Recall tha t th e rin g o f polynomial s ove r a  field  ha s n o zer o divisor s 
(Exercise A . 17). 

1.4 T o show that a p € K,  us e Exercise 1.1 . T o finish the proof , us e 
Theorem 1.2.8 . 

1.5 Assum e f(x)  =  x n +  a n _ i x n _ 1 +  •  •  • + a\x  +  a 0. I f a o =  0 , 
divide b y x  an d appl y th e inductio n hypothesis . I f a o =  1 , defin e j 
with 1  < j  <  n  t o be the smalles t valu e so that a,j  = 1 . Henc e f(x)  — 
xn H  h  x3; + 1 . Afte r tw o iterations, w e obtain x n H  h  x-7'-1 + 1 . 
Continuing, w e see  tha t wit h eac h pai r o f iterations , th e smalles t 
exponent o n th e firs t nonzer o ter m decrease s b y one . 

After 2(j  —  1) iterations , w e reach a  polynomia l o f the for m x n + 
h x +  1 . Afte r thre e mor e iteration s w e are lef t wit h a  polynomia l 

of degree n  —  1 , to whic h w e apply th e inductio n hypothesis . 
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1.6 Follo w th e constructio n give n i n Sectio n 1. 3 fo r constructin g 
factor groups . Thi s ring is not a  field since the polynomia l x 3 +  x2 +  x 
is no t irreducibl e ove r F2 ; see Lemma A.5.4 . 

1.7 2  and 5 . 

1.8 Follo w the idea s use d i n Exampl e 1.3.14 . 

1.9 Us e a n argumen t involvin g th e characteristi c o f a  ring . 

1.10 a 40 =  a 3 +  a 2 +  a;n  =  22 . 

1.11 Ther e wil l be 1  element o f order 1 , 1  of order 2 , 2  of order 4 , 4 
of order 8 , an d 8  of order 15 . I n general , ther e wil l be </>(d)  element s 
of order d  dividing q  — 1 . 

1.12 T o construct th e field, follow the ideas used in Example 1.3.14. 
There wil l b e 1  element o f orde r 1 , 2  elements o f orde r 3 , 4  of orde r 
5, an d 8  of order 15 . 

1.13 Ther e ar e q q function s mappin g F q t o itself, each of which ca n 
be represente d b y a  polynomia l ove r F q. 

1.14 Us e th e fac t tha t an y tw o finite fields  o f th e sam e orde r ar e 
isomorphic. 

1.15 Le t a  G  Fq b e a  primitiv e element . The n 1  + a  + a 2 +  •  • •  + 
o«-2 =  ( a « - 1 - l ) / ( a - l ) . 

1.16 Writ e out both sides of the equation, an d proceed by induction 
on th e degre e o f the polynomial . 

1.17 Us e propertie s o f the trac e function . 

1.18 Follo w the idea s o f Example 1.3.14 . 

1.19 Us e the fac t tha t th e multiplicativ e grou p F*  o f F q i s cyclic . 

1.20 Us e par t (4 ) o f Theorem 1.3.10 . 

1.21 Us e Exercis e A . 19 t o dra w a  contradictio n i f p(x)  doe s no t 
divide q(x). 

1.22 Us e Exercis e 1.1 . 
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1.23 Le t a  b e a  norma l elemen t i n F q™, so a  generate s a  norma l 
basis. Le t {/?i,... , f3m} b e th e dua l basi s an d le t 

/ 

\aq 

and 

B 

( A 
ft 

aH 

a 

ft 

aH 

aH 

'\ 

\ft ft  •••  / & 7 

Show tha t AB  =  I m an d thus , sinc e A  i s a  symmetri c matrix , BA  = 
Im. Sinc e S  i s a  symmetri c matrix , sho w tha t (AB) T =  B TAT = 
BTA =  I m an d conclud e tha t B  =  B T. The n i t follow s tha t ft = 
Pi ,  so that th e dua l basi s i s also normal . 

1.24 Sho w tha t th e trac e functio n map s ont o eac h elemen t o f F q 

exactly g m - 1 times . Th e nor m functio n map s ont o eac h elemen t o f 
F* exactl y (q m -  l)/(q  -  1 ) times . 

1.25 I f a  =  /3 9 " 1 , calculat e th e nor m o f a. 

1.26 An y nonzero vector of length m  ca n be used as a basis element; 
then w e can ad d an y vecto r whic h i s not a  multipl e o f the first;  the n 
add a  thir d vecto r whic h i s no t a  linea r combinatio n o f th e first  tw o 
vectors, etc . 

1.28 Sho w tha t i f TV(c^ ) =  0  fo r eac h i , the n th e se t o f element s 
consisting o f the c ^ canno t for m a  basis . 

1.29 Us e the fac t tha t th e rang e o f the trac e functio n i s al l o f F q. 

1.30 Fo r th e secon d part , assum e ther e i s a  self-dua l norma l basi s 
and obtai n a  contradiction . 

1.32 Follo w the idea s o f Exercise 1.6 . 

1.33 Yes . 

1.34 Firs t sho w thi s fo r polynomial s o f smal l degrees , such a s 2 , 3, 
and 4 . 



158 B. Hint s fo r Selecte d Exercise s 

1.35 Recal l tha t th e reciproca l polynomia l f*(x)  =  x nf(l/x) i f 
f(x) i s of degree n . Procee d b y contradiction . 

1.37 I f f(x)  i s irreducibl e ove r F q, sho w tha t f(x  - f e)  i s als o ir -
reducible ove r F q fo r an y e  e  F q. No w conside r a  specia l valu e o f e 
which maps a given trace coefficient sa y 6, to another trace coefficient , 
say c . 

1.39 Firs t sho w tha t th e functio n L  :  b  —>  L(b),b  G  Fq i s a  lin -
ear operato r o n th e vecto r spac e F qr ove r F q. The n us e par t (3 ) o f 
Exercise A.29 . 

1.40 Us e the matri x AL  t o show tha t i n both case s (i ) an d (ii) , th e 
determinant o f AL  i s nonzero . 

1.41 Us e Corollar y 1.6.19 . 

1.42 Recal l tha t th e compositio n o f tw o permutation s i s anothe r 
permutation. 

1.44 I f f(x)  i s the give n polynomial , sho w tha t /(0 ) =  1 , / ( l) =  0 , 
and f(c)  =  c  if c  ^ 0, 1 £  F p. 

1.45 Us e the hin t an d Theore m 1.6.20 . 

1.46 Us e the hin t an d Theore m 1.6.21 . 

1.47 Sho w tha t th e mappin g x n fro m F q t o itsel f send s 0  to 0 , an d 
the rang e o f x n o n F q consist s o f (q  — l)/(q  —  l ,n) distinc t values , 
each repeate d exactl y (q  — l ,n ) times . 

Chapter 2 
2.1 Fo r n  =  2 , . . . , 7 , l n =  1 ; 1; 4; 56; 9,408; 16,942,080. 

2.2 Acros s th e firs t ro w pu t th e value s 1 , 2 , . . ., n  —  1  in th e firs t 
n —  1  cells. The n i n th e las t cel l o f the secon d ro w pu t th e valu e n . 

2.3 Thi s can be done by hand, o r by using a computer. Se e Lay wine 
and Mulle n [31 , pp. 6-7] fo r a n example. Fo r the secon d part , assum e 
you hav e a  pai r o f lati n square s o f orde r 6  wit h 3 5 distinc t ordere d 
pairs, an d obtai n a  contradiction . 

2.4 Firs t construc t fields  o f orders 5 , 8 , and 9 , an d the n us e Theo -
rem 2.2.10 . 
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2.5 Us e fields  o f order s 3  an d 7  t o construc t pair s o f MOL S o f 
orders 3  and 7 ; then us e Lemma s 2.2.2 2 an d 2.2.23 . 

2.6 Th e followin g lati n squar e i s one example . 

0 1 2 3 
1 3 0  2 
2 0  3  1 
3 2  1 0 

2.7 Us e th e fac t tha t a  lati n squar e o f orde r n  ha s a n orthogona l 
mate i f and onl y i f the squar e consist s o f n disjoin t transversals . Her e 
a transversal  i s a  se t o f n  cells , on e i n eac h ro w an d on e i n eac h 
column, whic h contai n n  distinc t symbols . 

2.8 Sinc e fo r a  ^  0  G  Fq th e Dickso n polynomia l D n(x,a) give s a 
permutation o f the field  F q i f and onl y i f (n , q2 —  1 ) =  1 , the proo f i s 
similar t o tha t give n i n Theore m 2.2.1 0 fo r th e polynomial s ax  +  y. 

2.9 Conside r th e polynomial s ax  - f y  wit h a ^ 0 , l , - l € F ? . 

2.10 Conside r th e polynomial s ax  +  y wit h a  G  Fqi an d a  ^  F q. 

2.11 Us e th e orthogonalit y o f th e lati n square s an d th e definitio n 
of a  magi c square . 

2.12 Conside r the polynomials ax-\-y  an d x-\-ay  wit h a  ^  0, 1 € F q. 

2.13 Conside r th e followin g lati n square . Sho w that thi s canno t b e 
the Cayle y tabl e o f a  grou p b y considerin g th e orde r o f th e grou p 
element correspondin g t o th e fifth  row . 

a b  c  d  e 
b d  a  e  c 
c e  d  b  a 
d a  e c  b 
e c  b  a  d 

2.14 Conside r th e polynomial s a\X\  +  •  • • +  a 2iX2i ove r F q wher e 

(1) ( a i , . . . , O i ) ^ ( 0 , . . . , 0 ) , 

(2) ( a i + i , . . . , a2i) 7 ^ (0 , . . ., 0) , an d 

(3) ( a i , . . . , a'2i) ^  e ( a i , . . . , a2i) fo r an y e  G  F q. 

2.15 Us e th e sam e constructio n a s i n Exercis e 2.1 4 excep t us e d 
variables. 
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2.16 Us e linea r polynomial s ove r F q i n d  variable s wit h a t leas t 
j + 1  nonzero coefficients . 

2.17 Us e propertie s o f the trac e function . 

2.19 Us e Theore m 2.3.8 . 

2.20 Fo r th e projectiv e geometr y PG(3,i<2) , us e th e constructio n 
following Definitio n 2.3.10 ; fo r th e affin e geometr y AG(3 , F2), use th e 
construction followin g Definitio n 2.3.11 . 

2.22 Fo r orde r 8 , use Theore m 2.5. 7 wit h q  = 7 . Fo r orde r 12 , use 
g = l l . 

2.23 Sinc e q  =  1  (mo d 4) , w e hav e tha t ijj{— 1) =  1 , no t —1 , an d 
hence near th e en d o f the proo f o f Theorem 2.5.7 , we will not b e abl e 
to sho w tha t ro w i  -f 1  is orthogonal t o ro w fc + 1 . 

2.24 Sho w tha t i f tw o square s ar e orthogonal , the n the y remai n 
orthogonal afte r permutation s o f the element s o f either square . 

2.25 Writ e ou t th e ordere d pair s i n th e ne w squar e an d convinc e 
yourself tha t eac h ro w an d eac h colum n ha s n\ri2  distinc t ordere d 
pairs. 

2.26 Convinc e yoursel f tha t upo n superpositio n o f th e resultin g 
two ne w squares , n o ordere d pai r occur s mor e tha n once . 

Chapter 3 
3.1 Fo r eac h i  =  0 , 1 , . . . , £ , count th e numbe r o f vector s a t a  dis -
tance i  fro m th e give n vector . 

3.2 Le t B  b e a  basi s fo r a  linea r cod e C.  B y usin g th e vector s o f 
B a s th e row s o f a  matrix , on e ca n construc t a  generatin g matri x G 
for C  an d the n construc t fro m G  a  parity-chec k matri x H. 

3.3 Fo r the partiy check matrix, us e as columns, al l nonzero vector s 
over F 3 o f length 3  whose first  nonzer o entr y i s 1 . 

3.4 Us e Theore m 3.7. 1 wit h n  =  q  = 4 . 

3.5 Simila r t o th e solutio n t o th e previou s exercise . 

3.6 I f C  i s linea r o f dimensio n £; , on e onl y need s t o calculat e th e 
weights o f th e q k —  1  nonzero codewords ; wherea s i f C  i s nonlinear , 
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then on e mus t calculat e th e distanc e betwee n al l pair s o f nonzer o 
codewords whic h require s roughl y (q k —  l ) 2 /2 calculations . 

3.7 Thi s follows from a  vector space argument involvin g the dimen -
sion o f the vecto r spac e an d it s dua l space . 

3.8 Th e numbe r o f distinc t binar y cycli c code s i s th e numbe r o f 
divisors o f th e polynomia l x lb —  1 ove r F2 . T o find  thi s number , 
factor th e polynomia l ove r th e field  F2 . 

3.10 Fo r a  binary repetitio n cod e o f odd lengt h sa y 2k  + 1 , use th e 
fact tha t 

(V)+(T)+-C\+1)-S"-
The spher e packin g boun d doe s no t yiel d a n equalit y fo r a  binar y 
repetition cod e o f even length . 

3.11 Sho w that 5(y ) =  5(z ) i f and onl y i f H(y  -  z ) T =  0 , and thi s 
happens i f and onl y i f y  —  z G  C. 

3.12 Sho w tha t bot h o f thes e code s yiel d equalitie s i n th e spher e 
packing bound . 

3.13 Construc t a  2%  x  (q l — l)2/(q —  1) generator matri x ove r F q o f 
rank 2 z by usin g th e vector s tha t giv e th e linea r polynomial s gener -
ating th e frequenc y squares . 

3.14 Construc t a d x (q d — l)/(q —  1) — d generator matri x ove r F q 

of rank d. 

3.15 Us e propertie s o f matri x algebra . 

Chapter 4 

4.1 Th e lette r G  stand s fo r A , th e lette r I  stand s fo r E , an d th e 
letter Q  stands fo r U . 

4.2 I f there i s a y with y 2 =  x,  the n the order o f x ca n be calculate d 
from th e orde r o f y.  Conversely , assumin g x ^ - 1 ) / 2 —  i? le t x  =  g a 

for a  primitiv e elemen t g  an d prov e tha t a  mus t b e even . 

4.4 Sinc e kd  =  1  (mo d (p—  l){q —  1)), we have kd  =  1  (modp—1 ) 
and kd  =  1  (mo d q  — 1). Appl y Fermat's little theorem (Exercis e A.5) 
and the Chinese remainder theore m (Exercis e A.2) to finish the proof . 
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4.5 Yo u ma y nee d t o us e a  compute r progra m t o searc h fo r th e 
decryption key . 

4.6 an d 4. 7 Thes e calculation s ar e bes t carrie d ou t usin g a  com -
puter algebr a program . 

4.8 Th e proo f i s base d o n th e symmetr y betwee n th e encryptio n 
and decryptio n aspect s o f the RS A cryptosystem . 

4.9 Arrang e the partia l square so that ever y possible choice is elim-
inated fo r on e particula r spac e i n th e square . 

4.12 Thes e identitie s o f th e logarith m follo w fro m propertie s o f 
exponentiation i n finite fields. 

4.17 I f P 1 +  P 2 +  P 3 =  O,  the n P i +  P 2 =  - P 3 . Conside r a  lin e 
drawn throug h P i an d P 2 o n th e curve , an d a  characterizatio n o f 
additive inverses . 

Appendix A 

A . l Fo r the first  part , give n n  wit h (n , ab) = 1 , let n\  b e the valu e 
of n  modul o a  and n 2 th e valu e o f n  modul o b. 

A.2 Conside r T V = n\n 2 •  • -n^. Fo r eac h z , rii  an d N/rii  ar e rela -
tively prime , s o b y th e Euclidea n algorith m ther e ar e a  an d b  with 
arii +  bN/rii  =  1 . Not e tha t bN/rii  =  1  (mo d ni)  an d bN/ni  =  0 
(mod rij)  fo r al l j  <  k  wit h j ^ i . 

A.3 Us e th e secon d par t o f Lemma A . 1.3. 

A.4 Give n m  <  n , le t d  b e th e orde r o f m  i n Z n . Sho w tha t eac h 
such valu e d  occurs fo r <j>(d)  value s o f m. 

A.5 Conside r th e orde r o f a  i n Z p . 

A.6 Conside r th e multiplicativ e orde r o f a  in th e rin g Z n . 

A.7 Prov e tha t th e algorith m alway s terminate s an d the n us e in -
duction o n th e numbe r o f iteration s o f th e algorithm . Not e tha t i f 
n =  ma\  +  b\  an d m  =  b±a 2 + b 2, the n m( l +  aia2 ) —  na2 =  62 . 

A.8 Establis h a n uppe r boun d o n th e numbe r o f iteration s o f th e 
algorithm, usin g th e fac t tha t th e remainde r whe n b  is divide d b y a 
is no greate r tha n a.  Recal l tha t th e divisio n operatio n run s i n 0(n) 
time. 
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A.9 Firs t sho w tha t th e orde r o f ab  divides th e produc t k  o f th e 
order o f a  an d th e orde r o f b.  Now , assumin g th e orde r o f ab  i s r , 
consider th e orde r o f the elemen t c  = a r =  b~ r. 

A. 10 Sho w that i f a k =  e  and a 171 =  e , then fo r n  =  (fc , m) w e have 
an =  e a s well . 

A. 11 Firs t sho w tha t th e orde r /  o f ab  divide s th e leas t commo n 
multiple o f the order s o f a  and b.  The n sho w b y contradictio n tha t / 
cannot b e a  prope r divisor . 

A.12 Firs t prov e b y inductio n tha t (6 n ) _ 1 =  b~ n. 

A. 13 Fo r th e firs t part , firs t verif y tha t H  i s close d unde r takin g 
inverses. Fo r th e secon d part , unde r th e assumptio n tha t H  i s finite, 
consider wha t mus t happe n i f an elemen t i s repeatedly multiplie d b y 
itself, an d us e th e fac t tha t G  i s a  group . 

A. 14 an d A . 15 Conside r zer o divisors . 

A. 16 Us e multiplicativ e inverses . 

A. 17 Conside r the terms of highest degree in each of the two factor s 
of a  polynomia l product . 

A.18 Suppos e tha t q{x)s\{x)  +  r\{x)  =  q(x)s 2(x) -f - r 2(x). The n 
q(x)(si(x) —  52 (x)) =  r 2(x) —  ri(x).  Us e a  degre e argumen t t o sho w 
that T2{x)  —  ri(x ) =  0  an d the n us e Exercis e A . 17 t o sho w tha t 
si(x) -  s 2(x) =  0 . 

A. 19 Th e inductiv e proo f use s Exercis e A . 18 repeatedly . A s a 
preliminary step , i f th e degre e o f q(x)  i s no t smalle r tha n tha t o f 
p(x), replac e q(x)  b y th e remainde r obtaine d whe n dividin g q(x)  b y 
p(x). Now , sinc e th e degre e o f p(x)  i s greate r tha n tha t o f q(x), 
one ca n writ e p(x)  =  q(x)s(x)  +  r(x) , wher e s(x)  i s nonconstant an d 
therefore th e remainder r(x)  i s of smaller degree than p(x). Moreover , 
r(x) canno t b e 0  becaus e p(x)  i s irreducible . Replac e q(x)  b y r(x) 
and repea t unti l th e degre e o f th e ne w remainde r r(x)  i s zero , a s 
in Exercis e A.7 , an d thu s r(x)  =  c  fo r som e c  £  F*.  B y tracin g 
backwards, sho w tha t ther e ar e polynomial s a(x)  an d b{x)  suc h tha t 
p(x)a(x) +  q(x)b(x)  —  c.  Finally , multipl y b y c _ 1 . 

A.21 Decompos e p{x)  int o monomials . 
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A.22 Th e divisibilit y resul t ca n b e prove d b y inductio n o n th e 
degree of p(x). Then , assumin g p(r) —  0 , apply the result wit h q(x)  = 
x — r  t o sho w tha t x  —  r  divide s p(x). 

A.23 Sho w tha t p(a)  =  0  if an d onl y i f x  —  a  divides p(x). 

A.24 Fo r th e secon d equality , decompos e q(x)  int o monomial s an d 
use th e firs t equality . Fo r th e thir d equality , us e inductio n o n k. 

A.25 Us e th e multiplicativ e propert y o f field  isomorphisms . 

A.26 Us e Lemma A.5. 1 and procee d b y induction o n the degre e of 
the polynomial . 

A.27 Th e embeddin g o f th e field  F  use s constan t polynomials . 
If p(x)  i s reducible , the n F[x]/(p(x))  wil l hav e zer o divisors , an d i s 
thus no t a  field  b y Exercis e A . 16. Fo r th e converse , assum e p{x)  i s 
irreducible an d appl y Exercise A. 19 to show that al l nonzero element s 
of F[x]/(p(x))  hav e multiplicativ e inverses . 

A.28 Th e dimensio n i s n  + 1 . On e basi s i s {1 , x, x2 , . . . , x n}. 

A.29 Fo r par t (3) , use the linearit y o f the map . Fo r par t (4) , show 
that i f /  i s not surjective , the n th e dimensio n o f the rang e o f /  i s less 
than th e dimensio n o f [/ , an d i f /  i s injective , the n th e dimension s 
must b e th e same . 

A.30 Sho w tha t i f independen t vector s i>i,.. . , vm d o no t spa n V, 
then th e dimensio n o f V  mus t b e greate r tha n m . 

A.31 Conside r al l o f th e ran  matrice s containin g al l 0 s excep t fo r 
one 1 , which i s moved throughou t th e ran  cell s o f the matrices . 

A.32 T o show tha t th e dua l basi s i s wel l defined , us e th e fac t tha t 
a linea r ma p i s determined b y it s values on a  basis. T o show tha t th e 
dual basi s i s a  basis , assumin g th e dimensio n o f V  i s &; , consider a 
linear combinatio n o f the for m 

aivi* +  a 2v2* H h  akvk* =  0 . 

Since this i s an equatio n relatin g functions , i t mus t hol d fo r al l values 
in th e domai n o f th e functions . I n particular , fo r eac h vecto r v * i n 
the origina l basi s w e hav e 

a i v i ( v 0 +  «2V2(vi ) H  h  akv*k(vi) =  0 

from whic h i t follow s tha t a%  —  0 . 
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